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TeamForge system administrator how-tos

A system administrator provides the infrastructure that lets site administrators, project managers and members
collaborate effectively.

Install CollabNet TeamForge 7.1

When you finish the sequence of tasks given below, you will have a working TeamForge 7.1 site tailored to the
specific requirements of your user base and environment.

Installing TeamForge is not difficult, but it can be complex. To succeed, you should be familiar with the essential
Linux commands and terminology. Most of the commands are given explicitly, but sometimes you have to substitute
the values corresponding to your own specific environment.

Note: For the hardware and software required to run TeamForge, see Platform specification for TeamForge
7.1 on page 356.

Plan your CollabNet TeamForge 7.1 installation

Before you install TeamForge 7.1, let's take a look at the product from a system administrator's perspective, so that
you know exactly what you are getting into.

Overview
A TeamForge site consists of a core TeamForge application and several tightly integrated services that support it.

* The core TeamForge application provides the Web interface that users see, and the API that other applications can
interact with. It also includes the file system where some user content is stored, such as wiki pages.

» The site database is where most of the user-created content is stored and accessed. Documents, discussion posts,
tracker artifacts, project administration settings: all that sort of thing lives in the database.

» The source control server ties any number of Subversion, CVS or Perforce repositories into the TeamForge site.

» The Extract transform and load (ETL) server pulls data from the site database and populates the datamart to
generate charts and graphs about how people are using the site.

» The datamart is an abstraction of the site database, optimized to support the reporting functionality.

e Important: To activate Black Duck Code Sight, a dedicated Code Sight licensing key is required. To
receive a Code Sight license key, contact your CollabNet account manager, or send an email request to
info@collab.net. (A commercial TeamForge license is required, i.e. TeamForge "free option license" does not
qualify).

Install sequence

TeamForge supports multiple options for customizing and expanding your site to fit your organization's unique use
patterns.

In the default setup, all services run on the same server as the main TeamForge application. But in practice, only the

TeamForge application needs to run on the TeamForge application server. The other services can share that server or
run on other servers, in almost any combination. When you distribute your services on multiple servers, you must do
some configuration to handle communication among the services.

You should assess your own site's particular use patterns and resources to decide how to distribute your services, if
at all. For example, if you anticipate heavy use of your site, you will want to consider running the site database, the
source control service, or the reporting engine on separate hardware to help balance the load.
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PostgreSQL or Oracle?

PostgreSQL 9.2.4 is installed automatically when you install TeamForge 7.1. Oracle 11G (R1 and R2) is also
supported. If you intend to use Oracle, CollabNet recommends that you let the installer run its course, make sure
things work normally, and then set up your Oracle database and switch over to it.

Choose your hardware
TeamForge can run on a wide range of hardware configurations.

* For a small team, you can install it on any laptop that can run VMware Player.

» In alarge organization, you may need multi-processor hardware with NFS storage and multiple layers of
redundancy.

Most sites will need something in between. For the minimal requirements, see Hardware requirements for CollabNet
TeamForge 7.1 on page 356.

Set up networking for your TeamForge server
After installing the operating system, prepare the networking connections and configuration that your TeamForge 7.1
site will require.

i’ Note: You must have root access to all the hosts you will be setting for your site.

1. Open the appropriate ports, and close all other ports.

e Note: Expose only the JBOSS and Tomcat ports that are required for integration with another application,
and open them only to that specific host IP address, even within your internal network.

For detailed port requirements, see What are the minimum ports to keep open for a TeamForge site? on page
333
2. Use the hostname command to verify that the machine name is resolvable on the network.
hostname
bigbox.supervillain.org

3. Use the nslookup command to verify that your hostname maps to the right IP address.

nslookup bigbox.supervillain.org
Server: 204.16.107.137
Address: 204.16.107.137#53

i’ Tip: If there is any doubt about what the system's real IP address is, use the /sbin/ifconfig
command.
4. If you are installing behind a proxy, specify your proxy settings.

export http proxy=http://
<PROXY USERNAME>:<PROXY PASSWD>Q@<PROXY HOST>:<PROXY PORT>

export no proxy=localhost,127.0.0.0/8,<hostname>
5. If any mail service is running on port 25, stop it and make sure it won't restart.
For example:
/sbin/service sendmail stop
/sbin/chkconfig sendmail off
6. Use a tool such as Nessus to scan your server for potential vulnerabilities.

(See What are the minimum ports to keep open for a TeamForge site? on page 333 for detailed security
recommendations.)

Install CollabNet TeamForge 7.1 on Red Hat/CentOS
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Install TeamForge the dedicated way

Dedicated installation mode is suitable when the server is fully dedicated to TeamForge application. This makes the
installation process very simple as the TeamForge installer takes care of configuring your apache, postgresql, selinux
(if enabled) automatically without any manual intervention

In a "Dedicated" install, it is advised not to install another software application other than Teamforge. It is also
recommended not to run any unwanted services that are not used by Teamforge.

Install TeamForge 7.1 with all services on the same server
The easiest way to install TeamForge is to install it on a single server, dedicated to TeamForge taking the default
configuration settings. We call this a "dedicated" install.

In this option, the following services run on the application server (we call this my.app.host).

* TeamForge Application Server

* Black Duck Code Sight Server

» Database Server (Operational DB and Reports DB)
* ETL Server

* GIT Integration Server

* SCM Integration Server (Subversion and CVS)

» Search Server (Indexer).

e Important: It is critical that you start with a fresh server, without any software installed. You must have root
access to the server.

1. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

* The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.

» See the Red Hat installation guide for help.

' Important: Don't customize your installation. Select only the default packages list.

2. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.
3. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c) If not disabled, run the following command to disable SELinux.
setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

4. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

5. Install the following application packages.

a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge
b) GIT: To install the GIT packages run the following command.

yum install teamforge-git
¢) To install Black Duck Code Sight run the following command.

yum install teamforge-codesearch

6. Set up your site's master configuration file.

vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
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a) Configure the HOST token.

HOST localhost=app database datamart etl indexer subversion cvs

DOMAIN localhost=my.app.domain.com

b) Configure the following settings if you are installing Git.

HOST localhost=app database datamart etl indexer subversion cvs gerrit

¢) Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app database datamart etl indexer subversion cvs
gerrit codesearch

d) Configure the database and datamart settings.

' Note: For more information about configuring variables, see site-options.conf on page 383

DATABASE TYPE=postgresql

DATABASE USERNAME=ctfuser

DATABASE NAME=ctfdb

DATABASE READ ONLY USER=ctfrouser

REPORTS DATABASE USERNAME=ctfrptuser

REPORTS DATABASE NAME=ctfrptdb

REPORTS DATABASE READ ONLY USER=ctfrptrouser

REPORTS DATABASE MAX POOL SIZE=30
.:-_ Note: The database name and username values are arbitrary alphanumeric strings.
e) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $aute$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

»+ REPORTS DATABASE PASSWORD

+ REPORTS DATABASE READ ONLY PASSWORD

« ETL SOAP SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
f) Password Obfuscation
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The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value
with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIXis {OBF}:).

' Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.
g) Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_ CA CERT FILE and SSL__ CHAIN FILE are optional.

h) If the token REQUIRE PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD _CONTROL _EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE DATE for more
information.

i) Itis mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-
options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.

j) Ifthe token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token
ADMIN EMAIL with a valid email address.

ADMIN EMAIL=root@{ APPLICATION HOST }

k) If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

1) Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

m) Set the USERS WITH_NO_EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

n) Make sure that the following tokens have a value if ETL is enabled.

SOAP ANONYMOUS SHARED SECRET=
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ETL SOAP SHARED SECRET=
0) Configure the following settings for Black Duck Code Sight.

Note: In case the HOST _token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_TOMCAT_PORT:918O

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.

The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_ SOURCE DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_ PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS TOMCAT SHUTDOWN PORT=9189

p) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396
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q) Ifyou are installing TeamForge through disconnected media, set the token HELP AVAILABILITY=local.
r) Ensure to set the token SELINUX SETUP=false temporarily in the site-options.conf file.
s) Savethe site-options.conf file.

7. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V

8. If you are installing on a server that is behind a proxy, unset the Atfp_proxy token.

export http proxy=
9. Set up the initial site data (bootstrap).

./bootstrap-data.sh
10. Start TeamForge.

/etc/init.d/collabnet start
' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

+ Ifthe project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

11. If you have installed Git, add the "gitadmin" user with site-administrator rights through TeamForge user interface.

12.If you have installed Black Duck Code Sight, then install the license for Black Duck Code Sight. For more
information, see Install the Black Duck Code Sight license on page 302.

13.If you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

» TeamForge password: The password for the dedicated TeamForge site administrator account.
» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value

when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:

Login to the app server and run the following command:

/etc/init.d/collabnet status
14. Run the following initial load jobs (ETL).

a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob
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.:-_ Tip: For more information see When do I run the initial load job? on page 325.

15. Integrate the CLI reports by running the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
16. To integrate the Black Duck Code Sight with the TeamForge run the Black Duck Code Sight post -
install. sh script.

.:-_ Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
17.1f the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

18. Restart the collabnet services.

/etc/init.d/collabnet restart
19. Apply some finishing touches and make sure everything is running smoothly.
a) Reboot the server and make sure all services come up automatically at startup.
b) Log into your site as the administrator.
The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c) Create a sample project.
See Create a TeamForge project.
d) Write a welcome message to your site's users.

See Create a site-wide broadcast.

For specific instructions on installing Review Board, see: Set up Review Board on page 305
To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271

Installing TeamForge Orchestrate
To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

Install TeamForge 7.1 with Database and Datamart on a separate server
In this option, we install the Database (Operational Database) and Datamart (Reporting database) on a separate server
and other services on the main application server.

In this option, the following services run on the application server (we call this my.app.host).

» TeamForge Application Server

» Black Duck Code Sight Server

« ETL Server

* GIT Integration Server

* SCM Integration Server (Subversion and CVS)
» Search Server (Indexer).

The following service runs on the database server. (We call this my.db.host)
» Database Server (Operational DB and Reports DB)

We call this a "dedicated install" since both the servers are dedicated to TeamForge. The TeamForge installer takes
care of the database configurations. In this example, we will specify a separate port for the reports database. By
default, both the site database and the reporting database use port 5432, but when heavy traffic is expected, it can be a
good idea to use port 5632 for the reporting database.


http://help.collab.net/topic/teamforge700/action/creatingaproject.html
http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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Note: In a multi-server installation of TeamForge, ensure that all servers have the same system time zone for
ETL to function properly.

[

Log in to the server as root.
Do this on the main TeamForge application server. We'll call this my.app.host.
1. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

* The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.

» See the Red Hat installation guide for help.

e Important: Don't customize your installation. Select only the default packages list.

2. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.

3. Ifthe TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.

a) Verify if SELinux is running in enforcing mode.

getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) Ifnot disabled, run the following command to disable SELinux.

setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

4. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

5. Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge-app teamforge-etl teamforge-scm
b) GIT: To install the GIT packages run the following command.

yum install teamforge-git
¢) To install Black Duck Code Sight run the following command.

yum install teamforge-codesearch

6. Set up your site's master configuration file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Identify the servers and services running on them.

HOST localhost=app etl indexer subversion cvs
DOMAIN localhost=my.app.domain.com
HOST <my.db.domain.com>=database datamart

b) Configure the following settings if you are installing Git.

HOST localhost=app etl indexer subversion cvs gerrit

c¢) Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app etl indexer subversion cvs gerrit codesearch

d) Configure the database and datamart settings.


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
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Note: For more information about configuring variables, see site-options.conf on page 383

DATABASE TYPE=postgresql

DATABASE USERNAME=ctfuser

DATABASE NAME=ctfdb

DATABASE READ ONLY USER=ctfrouser

REPORTS DATABASE USERNAME=ctfrptuser

REPORTS DATABASE NAME=ctfrptdb

REPORTS DATABASE READ ONLY USER=ctfrptrouser

REPORTS_DATABASE_MAX_POOL_SIZE:3O
e Note: The database name and username values are arbitrary alphanumeric strings.
e) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $auto$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

*+ REPORTS DATABASE PASSWORD

« REPORTS DATABASE READ ONLY_ PASSWORD

+ ETL SOAP_SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
f) Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= §
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

[



2

h)

),

k)

D
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Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_CA CERT FILE and SSL__ CHAIN FILE are optional.

If the token REQUIRE _PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE _DATE for more
information.

It is mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-

options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.

If the token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token

ADMIN EMAIL with a valid email address.

ADMIN EMAIL=root@{ APPLICATION HOST }

If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

m) Set the USERS WITH NO_EXPIRY PASSWORD token as follows:

n)

0)

USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

Make sure that the following tokens have a value if ETL is enabled.

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

e Note: In case the HOST _token is configured as HOST localhost, then specify the following token
) with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_ SSL=on
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.:-_ Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.

The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_ SOURCE DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_ PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL_ PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS_TOMCAT SHUTDOWN PORT=9189

p) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

q) Ifyou are installing TeamForge through disconnected media, set the token HELP _AVAILABILITY=local.
r) Ensure to set the token SELINUX SETUP=false temporarily in the site-options.conf file.
s) Savethe site-options.conf file.

7. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V
8. If you are installing on a server that is behind a proxy, unset the http_proxy variable.

export http proxy=
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Do this on the database server - my.db.host
9. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

* The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.

» See the Red Hat installation guide for help.

' Important: Don't customize your installation. Select only the default packages list.

10. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.
11. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) If not disabled, run the following command to disable SELinux.
setenforce 0

12. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

13. Install the TeamForge database packages.

yum install teamforge-database

14. Copy the site-options.conf file from the my.app.host to the database server in the directory /opt/
collabnet/teamforge-installer/7.1.0.0/conf

15. Modify the host token settings on the site-options.conf file.
e Note: If you choose not to use the application server's site-options.conf file, then don't forget to

copy the value of AUTO_DATA token from the application server.

HOST localhost=database datamart
DOMAIN localhost=my.db.domain.com

HOST my.app.domain.com=app etl indexer subversion cvs gerrit codesearch

16. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

Do the following on the application server - my.app.host

17. Set up the initial site data (bootstrap).
cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh

18. Start TeamForge.

/etc/init.d/collabnet start

e Note: Startup can take several minutes, depending on the speed of the host system configuration. On
some slower systems, you may get a false failure message from JBoss, like this:

Jjboss (app) (localhost:8080) . .iiiii it i i i i et ettt eeeennns failed to
start in 600 seconds, giving up now. Please check the log: /opt/
collabnet/teamforge/log/apps/service.log FAILED

This can safely be ignored.


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
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Note:

The TeamForge startup script installs the sample TeamForge project templates by default.

If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

19. If you have installed GIT, create the 'gitadmin' user (which is already added in the site-options token
USERS WITH NO_EXPIRY PASSWORD) with site administrator rights in the TeamForge user interface.

20. If you have installed Black Duck Code Sight, then install the license for Black Duck Code Sight. For more
information, see Install the Black Duck Code Sight license on page 302.

21.If you have installed Git, integrate gerrit by running the post-install.py script.

/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

a)

b)

TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

TeamForge password: The password for the dedicated TeamForge site administrator account.

Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it

later.

Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit

To verify the GIT integration:

Login to the app server and run the following command:

/etc/init.d/collabnet status
22. Integrate the CLI reports by running the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
23. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJdob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

[

Tip: For more information see When do I run the initial load job? on page 325.

24. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.

[

Note:

sudo

It is assumed that Subversion's client configuration file (/root/.subversion/configqg) for the
root user is the default one without customization.

If the Black Duck Code Sight is running on a separate server, run the following command in the code
sight server.

/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
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25. If the token VALIDATE SSL _CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

26. Revoke the super user permissions of database and datamart users.

/opt/collabnet/teamforge/runtime/scripts/revoke-superuser-permission.py
27. Run the following script to set permissions for the TeamForge database read-only user specified by the
DATABASE READ ONLY USER token.
/opt/collabnet/teamforge/runtime/scripts/set-ctfdb-readonly-user-
permission.py
28. Run the following script to set permissions for the reporting database read-only user.
/opt/collabnet/teamforge/runtime/scripts/set-reports-readonly-user-
permission.py

29. Restart the collabnet services.

/etc/init.d/collabnet restart
30. Apply some finishing touches and make sure everything is running smoothly.

a) Reboot the server and make sure all services come up automatically at startup.
b) Log into your site as the administrator.

The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c) Create a sample project.

See Create a TeamForge project.
d) Write a welcome message to your site's users.
See Create a site-wide broadcast.

For specific instructions on installing Review Board, see: Set up Review Board on page 305
To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271

Installing TeamForge Orchestrate
To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

Install TeamForge 7.1 with Reporting services on a separate server
In this option, we install the datamart (Reporting database) and ETL on a separate server and other services on the
main application server.

Note: For the ETL service to run as expected in a distributed TeamForge installation, all servers must have
the same time zone.

In this option, the following services run on the application server (we call this my.app.host).

» TeamForge Application Server

» Black Duck Code Sight Server

» Database Server (Operational DB)

* GIT Integration Server

* SCM Integration Server (Subversion and CVS)
» Search Server (Indexer).

The following service runs on the database server. (We call this my.reports.host)

» Database Server (Reports DB)
* ETL Server

Log in to the server as root.


http://help.collab.net/topic/teamforge700/action/creatingaproject.html
http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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Do this on the main TeamForge application server. We'll call this my.app.host.
1. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

* The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.

» See the Red Hat installation guide for help.

e Important: Don't customize your installation. Select only the default packages list.

2. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.
3. Ifthe TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.

a) Verify if SELinux is running in enforcing mode.

getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) Ifnot disabled, run the following command to disable SELinux.

setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

4. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

5. Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge-app teamforge-database teamforge-scm
b) GIT: To install the GIT packages run the following command.

yum install teamforge-git
¢) To install Black Duck Code Sight run the following command.

yum install teamforge-codesearch

6. Set up your site's master configuration file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Identify the servers and services running on them.

HOST localhost=app database indexer subversion cvs
DOMAIN localhost=my.app.domain.com
HOST <my.reports.domain.com>=datamart etl

b) Configure the following settings if you are installing Git.

HOST localhost=app database indexer subversion cvs gerrit

c) Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app database indexer subversion cvs gerrit codesearch

d) Configure the database and datamart settings.


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
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Note: For more information about configuring variables, see site-options.conf on page 383

DATABASE TYPE=postgresql

DATABASE USERNAME=ctfuser

DATABASE NAME=ctfdb

DATABASE READ ONLY USER=ctfrouser

REPORTS DATABASE USERNAME=ctfrptuser

REPORTS DATABASE NAME=ctfrptdb

REPORTS DATABASE READ ONLY USER=ctfrptrouser

REPORTS_DATABASE_MAX_POOL_SIZE:3O
e Note: The database name and username values are arbitrary alphanumeric strings.
e) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $auto$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

*+ REPORTS DATABASE PASSWORD

« REPORTS DATABASE READ ONLY_ PASSWORD

+ ETL SOAP_SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
f) Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= §
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

[
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Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_CA CERT FILE and SSL__ CHAIN FILE are optional.

If the token REQUIRE _PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE _DATE for more
information.

It is mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-

options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.

If the token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token

ADMIN EMAIL with a valid email address.

ADMIN EMAIL=root@{ APPLICATION HOST }

If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

m) Set the USERS WITH NO_EXPIRY PASSWORD token as follows:

n)

0)

USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

Make sure that the following tokens have a value if ETL is enabled.

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

e Note: In case the HOST _token is configured as HOST localhost, then specify the following token
) with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_ SSL=on
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.:-_ Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.

The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_ SOURCE DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_ PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL_ PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS_TOMCAT SHUTDOWN PORT=9189

p) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

q) Ifyou are installing TeamForge through disconnected media, set the token HELP _AVAILABILITY=local.
r) Ensure to set the token SELINUX SETUP=false temporarily in the site-options.conf file.
s) Savethe site-options.conf file.

7. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V
8. If you are installing on a server that is behind a proxy, unset the http_proxy variable.

export http proxy=
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Do this on the reporting server - my.reports.host
9. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

* The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.

» See the Red Hat installation guide for help.

' Important: Don't customize your installation. Select only the default packages list.

10. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.
11. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) If not disabled, run the following command to disable SELinux.
setenforce 0

12. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

13. Run the following command to install the Reporting packages.

yum install teamforge-database teamforge-etl

14.Copy the site-options.conf file from the application server to the reporting server in the directory /opt/
collabnet/teamforge-installer/7.1.0.0/conf

15. Modify the host token settings on the site-options.conf file.
e Note: If you choose not to use the application server's site-options.conf file, then don't forget to

copy the value of AUTO_DATA token from the application server.

HOST localhost=datamart etl
DOMAIN localhost=my.reports.domain.com

HOST my.app.domain.com=app database indexer subversion cvs gerrit
codesearch

16. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V

Do the following on the application server - my.app.host

17. Set up the initial site data (bootstrap).
cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh

18. Start TeamForge.

/etc/init.d/collabnet start

e Note: Startup can take several minutes, depending on the speed of the host system configuration. On
some slower systems, you may get a false failure message from JBoss, like this:

jboss (app) (localhost:8080) ... eeeeeeeeennnn failed to
start in 600 seconds, giving up now. Please check the log: /opt/
collabnet/teamforge/log/apps/service.log FAILED


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
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This can safely be ignored.
Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

» If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

Do this on the reporting server - my.reports.host
19. Start the ETL service.

/etc/init.d/collabnet start
Do the following on the application server - my.app.host

20. If you have installed GIT, create the 'gitadmin' user (which is already added in the site-options token
USERS WITH NO_EXPIRY PASSWORD) with site administrator rights in the TeamForge user interface.

21.If you have installed Black Duck Code Sight, then install the license for Black Duck Code Sight. For more
information, see Install the Black Duck Code Sight license on page 302.

22.1If you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

* TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

* TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:
Login to the app server and run the following command:

/etc/init.d/collabnet status
23. Integrate the CLI reports by running the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
24. Run the following initial load jobs (ETL).

a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

.:-_ Tip: For more information see When do I run the initial load job? on page 325.

25. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.
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' Note:

+ It is assumed that Subversion's client configuration file (/root/.subversion/configqg) for the
root user is the default one without customization.
+ If'the Black Duck Code Sight is running on a separate server, run the following command in the code
sight server.
sudo /opt/collabnet/teamforge/runtime/scripts/codesearch/post—-install.sh
26. If the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

27.Revoke the super user permissions of database and datamart users.

/opt/collabnet/teamforge/runtime/scripts/revoke-superuser-permission.py
28. Run the following script to set permissions for the reporting database read-only user.
/opt/collabnet/teamforge/runtime/scripts/set-reports-readonly-user-
permission.py
29. Restart the col labnet services.

/etc/init.d/collabnet restart
30. Apply some finishing touches and make sure everything is running smoothly.

a) Reboot the server and make sure all services come up automatically at startup.
b) Log into your site as the administrator.

The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c) Create a sample project.

See Create a TeamForge project.
d) Write a welcome message to your site's users.

See Create a site-wide broadcast.

For specific instructions on installing Review Board, see: Set up Review Board on page 305
To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271

Installing TeamForge Orchestrate
To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

Install TeamForge 7.1 with Black Duck Code Sight on a separate server on Red Hat/CentOS
In this option, we install Black Duck Code Sight on a separate server on Red Hat Enterprise Linux and other services
on the main application server.

e Note: For the ETL service to run as expected in a distributed TeamForge installation, all servers must have
the same time zone.

In this option, the following services run on the application server (we call this my.app.host).

* TeamForge Application Server

» Database Server (Operational DB and Reports DB)
+ ETL Server

* GIT Integration Server

*  SCM Integration Server (Subversion and CVS)

» Search Server (Indexer).

The following service runs on the Black Duck Code Sight Server. (We call this my.codesight.host )
» Black Duck Code Sight Server


http://help.collab.net/topic/teamforge700/action/creatingaproject.html
http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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Do this on the main TeamForge application server. We'll call this my.app.host.
1. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

* The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.

» See the Red Hat installation guide for help.

e Important: Don't customize your installation. Select only the default packages list.

2. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.
3. Ifthe TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.

a) Verify if SELinux is running in enforcing mode.

getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) Ifnot disabled, run the following command to disable SELinux.

setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

4. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

5. Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge
b) GIT: To install the GIT packages run the following command.

yum install teamforge-git

6. Set up your site's master configuration file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf
a) Configure the HOST token.

HOST localhost=app database datamart etl indexer subversion cvs
DOMAIN localhost=my.app.domain.com

HOST my.codesight.domain.com=codesearch

b) Configure the following settings if you are installing Git.

HOST localhost=app database datamart etl indexer subversion cvs gerrit

¢) Configure the database and datamart settings.


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
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Note: For more information about configuring variables, see site-options.conf on page 383

DATABASE TYPE=postgresql

DATABASE USERNAME=ctfuser

DATABASE NAME=ctfdb

DATABASE READ ONLY USER=ctfrouser

REPORTS DATABASE USERNAME=ctfrptuser

REPORTS DATABASE NAME=ctfrptdb

REPORTS DATABASE READ ONLY USER=ctfrptrouser

REPORTS_DATABASE_MAX_POOL_SIZE:3O
e Note: The database name and username values are arbitrary alphanumeric strings.
d) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $auto$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

*+ REPORTS DATABASE PASSWORD

« REPORTS DATABASE READ ONLY_ PASSWORD

+ ETL SOAP_SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
e) Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= §
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

[
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Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_CA CERT FILE and SSL__ CHAIN FILE are optional.

If the token REQUIRE _PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE _DATE for more
information.

It is mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-

options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.

If the token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token

ADMIN EMAIL with a valid email address.

ADMIN EMAIL=root@{ APPLICATION HOST }

If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

Set the USERS WITH NO_EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

m) Make sure that the following tokens have a value if ETL is enabled.

n)

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

e Note: In case the HOST _token is configured as HOST localhost, then specify the following token
) with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_ SSL=on
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.:-_ Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.

The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_ SOURCE DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_ PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL_ PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS_TOMCAT SHUTDOWN PORT=9189

0) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

p) If you are installing TeamForge through disconnected media, set the token HELP_AVAILABILITY=local.
q) Ensure to set the token SELINUX SETUP=false temporarily in the site-options.conf file.
r) Savethe site-options.conf file.

7. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V
8. If you are installing on a server that is behind a proxy, unset the http_proxy variable.

export http proxy=
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Do this on the Black Duck Code Sight Server. We'll call this my.codesight.host
9. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

* The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.

» See the Red Hat installation guide for help.

' Important: Don't customize your installation. Select only the default packages list.

10. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) If not disabled, run the following command to disable SELinux.
setenforce 0

11. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

12. Run the following command to install the Black Duck Code Sight packages.

yum install teamforge-codesearch

13.Copy the site-options.conf file from the application server to the Code Search server in the directory /
opt/collabnet/teamforge-installer/7.1.0.0/conf

14. Modify the host token settings on the site-options.conf file.
e Note: If you choose not to use the application server's site-options.conf file, then don't forget to
copy the value of AUTO_DATA token from the application server.

HOST localhost=codesearch
DOMAIN localhost=my.codesight.domain.com

HOST my.app.domain.com=app database datamart etl indexer subversion cvs
gerrit

15. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V

Do the following on the application server - my.app.host

16. Set up the initial site data (bootstrap).
cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh

17. Start TeamForge.

/etc/init.d/collabnet start

e Note: Startup can take several minutes, depending on the speed of the host system configuration. On
some slower systems, you may get a false failure message from JBoss, like this:

Jjboss (app) (localhost:8080) . .vvi ittt i e e e et e et e eeeennnns failed to
start in 600 seconds, giving up now. Please check the log: /opt/
collabnet/teamforge/log/apps/service.log FAILED

This can safely be ignored.


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
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' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

» If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

18. If you have installed GIT, create the 'gitadmin' user (which is already added in the site-options token
USERS WITH NO_EXPIRY PASSWORD) with site administrator rights in the TeamForge user interface.

19.If you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

* TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.
* TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:
Login to the app server and run the following command:

/etc/init.d/collabnet status
20. Integrate the CLI reports by running the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
21. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

i’ Tip: For more information see When do I run the initial load job? on page 325.

22. Revoke the user permissions of the database and datamart users.

/opt/collabnet/teamforge/runtime/scripts/revoke-superuser-permission.py
Do this on my.codesight.host

23. Install the Black Duck Code Sight license on the server where Black Duck Code Sight is installed. For more
information, see Install the Black Duck Code Sight license on page 302.

24. To integrate Black Duck Code Sight with TeamForge run the Black Duck Code Sight post-install.sh
script.

i’ Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.

/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
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25. If the token VALIDATE SSL _CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

26. Restart the Black Duck Code Sight service.

/etc/init.d/collabnet restart tomcatcs
Do this on my.app.host
27. Restart the collabnet services.

/etc/init.d/collabnet restart
28. Apply some finishing touches and make sure everything is running smoothly.

a) Reboot the server and make sure all services come up automatically at startup.
b) Log into your site as the administrator.

The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c¢) Create a sample project.

See Create a TeamForge project.
d) Write a welcome message to your site's users.

See Create a site-wide broadcast.

For specific instructions on installing Review Board, see: Set up Review Board on page 305
To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271

Installing TeamForge Orchestrate
To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

Install TeamForge 7.1 with SCM and Git integration on a separate server
In this option, we install SCM (Subversion, CVS) and GIT integrations on a separate server and other services on the
main application server.

In this option, the following services run on the application server (we call this my.app.host).

» TeamForge Application Server

» Black Duck Code Sight Server

» Database Server (Operational DB and Reports DB)
+ ETL Server

» Search Server (Indexer).

The following service runs on the SCM server. (We call this my.scmandgit.host)

* SCM Integration Server (Subversion and CVS)
* GIT Integration Server

.:-_ Note: In a multi-server installation of TeamForge, ensure that all servers have the same system time zone for
ETL to function properly.

Log in to the server as root.
Do this on the main TeamForge application server. We'll call this my.app.host.
1. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

* The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the Red Hat installation guide for help.

' Important: Don't customize your installation. Select only the default packages list.


http://help.collab.net/topic/teamforge700/action/creatingaproject.html
http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
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. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.
. Ifthe TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.

a) Verify if SELinux is running in enforcing mode.

getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) Ifnot disabled, run the following command to disable SELinux.

setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

. Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge-app teamforge-database teamforge-etl
b) To install Black Duck Code Sight run the following command.

yum install teamforge-codesearch

. Set up your site's master configuration file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Identify the servers and services running on them.

HOST localhost=app database datamart etl indexer

DOMAIN localhost=my.app.domain.com

HOST <my.scmandgit.domain.com>=subversion cvs gerrit

b) Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app database datamart etl indexer codesearch

¢) Configure the database and datamart settings.
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Note: For more information about configuring variables, see site-options.conf on page 383

DATABASE TYPE=postgresql

DATABASE USERNAME=ctfuser

DATABASE NAME=ctfdb

DATABASE READ ONLY USER=ctfrouser

REPORTS DATABASE USERNAME=ctfrptuser

REPORTS DATABASE NAME=ctfrptdb

REPORTS DATABASE READ ONLY USER=ctfrptrouser

REPORTS_DATABASE_MAX_POOL_SIZE:3O
e Note: The database name and username values are arbitrary alphanumeric strings.
d) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $auto$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

*+ REPORTS DATABASE PASSWORD

« REPORTS DATABASE READ ONLY_ PASSWORD

+ ETL SOAP_SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
e) Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= §
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

[



g)

h)

),
k)

D
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Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_CA CERT FILE and SSL__ CHAIN FILE are optional.

If the token REQUIRE _PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE _DATE for more
information.

It is mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-

options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.

If the token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token

ADMIN EMAIL with a valid email address.

ADMIN EMAIL=root@{ APPLICATION HOST }

If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

Set the USERS WITH NO_EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

m) Make sure that the following tokens have a value if ETL is enabled.

n)

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

e Note: In case the HOST _token is configured as HOST localhost, then specify the following token
) with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_ SSL=on
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.:-_ Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.

The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_ SOURCE DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_ PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL_ PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS_TOMCAT SHUTDOWN PORT=9189

0) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

p) If you are installing TeamForge through disconnected media, set the token HELP_AVAILABILITY=local.
q) Ensure to set the token SELINUX SETUP=false temporarily in the site-options.conf file.
r) Savethe site-options.conf file.

7. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V
8. If you are installing on a server that is behind a proxy, unset the http_proxy variable.

export http proxy=
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Do this on the SCM Server - myscmandgit.host
9. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

* The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.

» See the Red Hat installation guide for help.

' Important: Don't customize your installation. Select only the default packages list.

10. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.
11. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) If not disabled, run the following command to disable SELinux.
setenforce 0

12. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

13. Install the TeamForge SCM and Git packages.

yum install teamforge-scm teamforge-git

14. Copy the site-options.conf file from the application server to the SCM server in the directory /opt/
collabnet/teamforge-installer/7.1.0.0/conf

15. Modify the host token settings on the site-options.conf file.
e Note: If you choose not to use the application server's site-options.conf file, then don't forget to

copy the value of AUTO_DATA token from the application server.

HOST localhost=subversion cvs gerrit
DOMAIN localhost=my.scmandgit.domain.com

HOST my.app.domain.com=app database datamart etl indexer codesearch

16. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

17. Set up the initial site data (bootstrap).
cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh

Do the following on the application server - my.app.host

18. Set up the initial site data (bootstrap).
cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh

19. Start TeamForge.

/etc/init.d/collabnet start


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
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i’ Note: Startup can take several minutes, depending on the speed of the host system configuration. On
some slower systems, you may get a false failure message from JBoss, like this:

Jboss (app) (localhost:8080) ...ttt eneeeenenenns failed to
start in 600 seconds, giving up now. Please check the log: /opt/
collabnet/teamforge/log/apps/service.log FAILED

This can safely be ignored.
' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

+ If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

20. If you have installed Black Duck Code Sight, then install the license for Black Duck Code Sight. For more
information, see Install the Black Duck Code Sight license on page 302.

21. Run the following initial load jobs (ETL).

a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

i’ Tip: For more information see When do I run the initial load job? on page 325.

22. Integrate the CLI reports by running the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
23. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.
' Note:
» It is assumed that Subversion's client configuration file (/root/.subversion/configq) for the
root user is the default one without customization.
+ If the Black Duck Code Sight is running on a separate server, run the following command in the code
sight server.
sudo /opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
24. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:

i’ Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>

Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint.box is the server with the SCM integration server.

In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.
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25. If the token VALIDATE SSL _CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

Do this on the SCM server - myscmandgit.host

26. If you have installed GIT, create the 'gitadmin' user (which is already added in the site-options token
USERS WITH NO_EXPIRY PASSWORD) with site administrator rights in the TeamForge user interface.

27.1f you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

* TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:
Login to the app server and run the following command:

/etc/init.d/collabnet status
Do the following on the application server - my.app.host
28. Restart the collabnet services.

/etc/init.d/collabnet restart
29. Apply some finishing touches and make sure everything is running smoothly.

a) Reboot the server and make sure all services come up automatically at startup.
b) Log into your site as the administrator.

The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c) Create a sample project.

See Create a TeamForge project.
d) Write a welcome message to your site's users.

See Create a site-wide broadcast.

For specific instructions on installing Review Board, see: Set up Review Board on page 305
To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271

Installing TeamForge Orchestrate
To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

Install TeamForge 7.1 with Database and SCM on separate servers
In this option, we install the Database (Operational Database) and Datamart (Reporting Database) on the same server;
SCM (Subversion and CVS) and Git on the second server, and other services on the application server.

In this option, the following services run on the application server (we call this my.app.host).

* TeamForge Application Server
» Black Duck Code Sight Server
* ETL Server


http://help.collab.net/topic/teamforge700/action/creatingaproject.html
http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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» Search Server (Indexer).

The following service runs on the database server. (We call this my.db.host)

» Database Server (Operational DB and Reports DB)

The following services run on the SCM server. (We call this myscmandgit.host)

* SCM Integration Server (Subversion and CVS)
* GIT Integration Server

Note: In a multi-server installation of TeamForge, ensure that all servers have the same system time zone for
ETL to function properly.

[

Log in to the server as root.
Do this on the main TeamForge application server. We'll call this my.app.host.
1. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

* The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
* See the Red Hat installation guide for help.

' Important: Don't customize your installation. Select only the default packages list.

2. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.
3. Ifthe TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) Ifnot disabled, run the following command to disable SELinux.
setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

4. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

5. Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge-app teamforge-etl
b) To install Black Duck Code Sight run the following command.

yum install teamforge-codesearch

6. Set up your site's master configuration file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Identify the servers and services running on them.

HOST localhost=app etl indexer
DOMAIN localhost=my.app.domain.com
HOST <my.db.domain.com>=database datamart

HOST <my.scmandgit.domain.com>=subversion cvs gerrit


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
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b) Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app etl indexer codesearch
c) Configure the database and datamart settings.

e Note: For more information about configuring variables, see site-options.conf on page 383

DATABASE TYPE=postgresql

DATABASE USERNAME=ctfuser

DATABASE NAME=ctfdb

DATABASE READ ONLY USER=ctfrouser

REPORTS DATABASE USERNAME=ctfrptuser

REPORTS DATABASE NAME=ctfrptdb

REPORTS DATABASE READ ONLY USER=ctfrptrouser

REPORTS DATABASE MAX POOL SIZE=30
e Note: The database name and username values are arbitrary alphanumeric strings.
d) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $aute$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

« DATABASE READ ONLY PASSWORD

« REPORTS DATABASE PASSWORD

+ REPORTS DATABASE READ ONLY PASSWORD

« ETL SOAP SHARED SECRET

« JAMES_ADMIN_PASSWORD

« BDCS_ADMIN_PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
e) Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.
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Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_CA CERT FILE and SSL__ CHAIN FILE are optional.

If the token REQUIRE _PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE _DATE for more
information.

It is mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-

options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.

If the token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token

ADMIN EMAIL with a valid email address.

ADMIN EMAIL=root@{ APPLICATION HOST }

If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

Set the USERS WITH NO_EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

m) Make sure that the following tokens have a value if ETL is enabled.

n)

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

e Note: In case the HOST _token is configured as HOST localhost, then specify the following token
) with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_ SSL=on
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.:-_ Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.

The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_ SOURCE DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_ PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL_ PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS_TOMCAT SHUTDOWN PORT=9189

0) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

p) If you are installing TeamForge through disconnected media, set the token HELP_AVAILABILITY=local.
q) Ensure to set the token SELINUX SETUP=false temporarily in the site-options.conf file.
r) Savethe site-options.conf file.

7. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V
8. If you are installing on a server that is behind a proxy, unset the http_proxy variable.

export http proxy=
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Do this on the database server - my.db.host
9. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

* The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.

» See the Red Hat installation guide for help.

' Important: Don't customize your installation. Select only the default packages list.

10. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.
11. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) If not disabled, run the following command to disable SELinux.
setenforce 0

12. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

13. Install the TeamForge database packages.

yum install teamforge-database

14. Copy the site-options.conf file from the application server to the database server in the directory /opt/
collabnet/teamforge-installer/7.1.0.0/conf

15. Modify the host token settings on the site-options.conf file.
e Note: If you choose not to use the application server's site-options.conf file, then don't forget to

copy the value of AUTO_DATA token from the application server.

HOST localhost=database datamart
DOMAIN localhost=my.db.domain.com
HOST my.app.domain.com=app etl indexer codesearch

HOST <my.scmandgit.domain.com>=subversion cvs gerrit

16. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V

Do this on the SCM Server - myscmandgit.host

17. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

* The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.

» See the Red Hat installation guide for help.

e Important: Don't customize your installation. Select only the default packages list.

18. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.
19. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.

a) Verify if SELinux is running in enforcing mode.


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
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getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) If not disabled, run the following command to disable SELinux.

setenforce 0

20. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

21. Install the TeamForge SCM and Git packages.

yum install teamforge-scm teamforge-git

22.Copy the site-options.conf file from the application server to the SCM server in the directory /opt/
collabnet/teamforge-installer/7.1.0.0/conf

23. Modify the host token settings on the site-options.conf file.
e Note: If you choose not to use the application server's site-options.conf file, then don't forget to

copy the value of AUTO_DATA token from the application server.

HOST localhost=subversion cvs gerrit
DOMAIN localhost=my.scmandgit.domain.com
HOST my.app.domain.com=app etl indexer codesearch

HOST <my.db.domain.com>=database datamart

24. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V

25. Set up the initial site data (bootstrap).
cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh

Do the following on the application server - my.app.host

26. Set up the initial site data (bootstrap).
cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh

27. Start TeamForge.

/etc/init.d/collabnet start

e Note: Startup can take several minutes, depending on the speed of the host system configuration. On
some slower systems, you may get a false failure message from JBoss, like this:

Jjboss (app) (localhost:8080) ... iiiiiii ittt eeeennn. failed to
start in 600 seconds, giving up now. Please check the log: /opt/
collabnet/teamforge/log/apps/service.log FAILED

This can safely be ignored.
' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

» If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.
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*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

28. If you have installed Black Duck Code Sight, then install the license for Black Duck Code Sight. For more
information, see Install the Black Duck Code Sight license on page 302.

29. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

i’ Tip: For more information see When do I run the initial load job? on page 325.

30. Integrate the CLI reports by running the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
31. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.
' Note:
+ It is assumed that Subversion's client configuration file (/root/.subversion/configqg) for the
root user is the default one without customization.
+ If the Black Duck Code Sight is running on a separate server, run the following command in the code
sight server.
sudo /opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
32. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:

i’ Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>

Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint.box is the server with the SCM integration server.

In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.

33.1f the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

Do this on the SCM server - myscmandgit.host

34.1f you have installed GIT, create the 'gitadmin' user (which is already added in the site-options token
USERS WITH NO_EXPIRY PASSWORD) with site administrator rights in the TeamForge user interface.

35.1f you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.



| TeamForge system administrator how-tos | 49

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.
» TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.
/etc/init.d/collabnet restart gerrit

b) To verify the GIT integration:
Login to the app server and run the following command:

/etc/init.d/collabnet status
Do the following on the application server - my.app.host
36. Revoke the super user permissions of database and datamart users.

/opt/collabnet/teamforge/runtime/scripts/revoke-superuser-permission.py

37.Run the following script to set permissions for the TeamForge database read-only user specified by the

DATABASE READ ONLY USER token.

/opt/collabnet/teamforge/runtime/scripts/set-ctfdb-readonly-user-
permission.py

38. Run the following script to set permissions for the reporting database read-only user.
/opt/collabnet/teamforge/runtime/scripts/set-reports-readonly-user-
permission.py

39. Restart the collabnet services.

/etc/init.d/collabnet restart
40. Apply some finishing touches and make sure everything is running smoothly.
a) Reboot the server and make sure all services come up automatically at startup.
b) Log into your site as the administrator.
The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c) Create a sample project.
See Create a TeamForge project.
d) Write a welcome message to your site's users.

See Create a site-wide broadcast.

For specific instructions on installing Review Board, see: Set up Review Board on page 305
To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271

Installing TeamForge Orchestrate
To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

Install Git integration on a separate server
In this option, we install the GIT integration services on a separate server.

In this option, the following service runs on the Git server (we call this my.git.host).
* GIT Integration Server

Note: For the ETL service to run as expected in a distributed TeamForge installation, all servers must have
the same time zone.

Log in to the server as root.

Do this on the Git server. We'll call this my.git.host.


http://help.collab.net/topic/teamforge700/action/creatingaproject.html
http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

* The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the Red Hat installation guide for help.

e Important: Don't customize your installation. Select only the default packages list.

. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.
. If the Git server has SELinux enabled, disable it temporarily while installing or upgrading Git.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c) Ifnot disabled, run the following command to disable SELinux.
setenforce 0

. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

. Install the Git packages.

yum install teamforge-git

. Configure the token settings for Git in the site-options.conf file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf
a) Modify the host token settings.

e Note: If you choose not to use the application server's site-options.conf file, then don't forget
to copy the value of AUTO_DATA token from the application server.

HOST localhost=gerrit
DOMAIN localhost=my.git.domain.com

HOST my.app.domain.com=app database datamart etl indexer subversion cvs

b) Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

¢) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

d) Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL _CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL_CHAIN FILE=


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
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e Note: The SSL_ CA CERT FILE and SSL__ CHAIN FILE are optional.

e) Savethe site-options.conf file.
7. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

8. Create the 'gitadmin' user (which is already added in the site-options token
USERS WITH NO EXPIRY PASSWORD) with site administrator rights in the TeamForge user interface.

9. If you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

* TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value

when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:

Login to the app server and run the following command:
/etc/init.d/collabnet status
Installing TeamForge Orchestrate

To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

Install TeamForge the advanced way

In an "advanced" install, you'll identify the hosts on which the various components of your TeamForge site will run.
For each machine that's part of your site, you'll set up the needed services and define how and where each service
runs, and how they communicate with each other.

Your TeamForge site consists of a collection of services that work together. You can host these services on one server
or on different servers, in whatever combination works best for your conditions.

In principle, a multi-server 7.1 site can have its services running in a wide variety of combinations on an undefined
number of servers. However, real-world sites tend to follow one of the following patterns, depending on the specific
needs of the community of site users.

Install TeamForge 7.1 with Oracle database on a separate server
In this option, we install the Oracle database (Operational database and Reports database) on a separate server and
other services on the main application server.

In this option, the following services run on the application server (we call this my.app.host).

* TeamForge Application Server

» Black Duck Code Sight Server

* ETL Server

* SCM Integration Server (Subversion and CVS)
» Search Server (Indexer).

The following service runs on the database server. (We call this my.db.host)

» Database Server (Operational DB and Reports DB)


http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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Note: If either of the remote servers (the data server or the source code server) is not under your direct
control, check with the Database Administrator to make sure that you can carry out these instructions on that
server.

. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

» The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.

» See the Red Hat installation guide for help.

e Important: Don't customize your installation. Select only the default packages list.

. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.
. Ifthe TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c) Ifnot disabled, run the following command to disable SELinux.
setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

. Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge-app teamforge-etl teamforge-scm
b) To install Black Duck Code Sight run the following command.

yum install teamforge-codesearch

. Rename the sample site configuration file from the installation package.

cd /opt/collabnet/teamforge-installer/7.1.0.0
cp conf/site-options—-advanced.conf conf/site-options.conf

' Note: The files site-options-small.conf, site-options-medium.conf and site-
options-large.conf contain options to tune the performance of the TeamForge site. To tune your
site's performance, you can look through these files for the load specifications they are intended for, and
use the appropriate one for your site's requirements.

. Set up your site's master configuration file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf
a) Configure the HOST token.

HOST localhost=app etl indexer subversion cvs
DOMAIN localhost=my.app.domain.com

HOST <my.db.host>=database datamart

b) Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app etl indexer subversion cvs codesearch

c) Configure the database and datamart settings.


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
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Note: For more information about configuring variables, see site-options.conf on page 383

DATABASE TYPE=oracle

DATABASE USERNAME=sitedatabaseusername

DATABASE PASSWORD=sitedatabasepwd

DATABASE READ ONLY USER=sitedatabasereadonlyusername

DATABASE READ ONLY PASSWORD=sitedatabasereadonlyuserpwd

DATABASE NAME=sitedatabaseinstancename

REPORTS DATABASE USERNAME=reportingdatabaseusername

REPORTS DATABASE PASSWORD=reportingdatabasepwd

REPORTS DATABASE NAME=reportingdatabaseinstancename

REPORTS DATABASE READ ONLY USER=reportingreadonlyusername

REPORTS DATABASE READ ONLY PASSWORD=reportingreadonlyuserpwd

REPORTS DATABASE MAX POOL SIZE=30

DATABASE SERVICE NAME=

REPORTS DATABASE SERVICE NAME=

Tip: To find the value for the token DATABASE SERVICE NAME log in to your Oracle server and
execute this command.

su - oracle
tnsping <database name>

Find the value of the SERVICE NAME in the output and use this value for the
DATABASE SERVICE NAME inthe site-options.conf file.

d) Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

[
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Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

0 Note: The SSL_CA CERT FILE and SSL__ CHAIN FILE are optional.

If the token REQUIRE _PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE _DATE for more
information.

It is mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-
options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.

If the token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token
ADMIN EMAIL with a valid email address.

ADMIN EMAIL=root@{ APPLICATION HOST }

If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

Set the USERS. WITH_NO_EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

Make sure that the following tokens have a value if ETL is enabled.

SOAP_ANONYMOUS SHARED SECRET=
ETL_SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

Note: In case the HOST token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

BDCS_ HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on
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Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.

The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_ SOURCE DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_ PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL_ PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS_TOMCAT SHUTDOWN PORT=9189

m) If you are installing TeamForge through disconnected media, set the token HELP AVAILABILITY=local.
n) Ensure to set the token, SELINUX SETUP=false temporarily in the site-options.conf file.
0) Savethe site-options.conf file.

8. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

9. If you are installing on a server that is behind a proxy, unset the Attp_proxy token.

10.

[

export http proxy=

Note: Perform this step in case your Oracle server version is not 11.2.0.1.
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Download the corresponding version of Oracle client from http://www.oracle.com/technetwork/database/features/
instant-client/index-097480.html and run the following command:
yum localinstall <path to oracle client rpm>

11. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V
12. Copy the Oracle datamart setup script from /opt/collabnet/teamforge/runtime/scripts to the /
tmp directory of my.db.host.
scp /opt/collabnet/teamforge/runtime/scripts/datamart-oracle-setup.sh
<username>@<my.db.host>:/tmp
Do this on the database server my.db.host
13. Install Red Hat Enterprise Linux / CentOS 6.4 or later versions and log in as root.

» The host must be registered with the Red Hat Network if you are using Red Hat Enterprise Linux. See
Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.

» See the Red Hat installation guide for help.

' Important: Don't customize your installation. Select only the default packages list.

14. Install Oracle 11G (R1 and R2).
e Note: Make sure your database uses UTF8 or AL32UTF8 encoding. This is needed to support users in
Asian languages. See this Oracle knowledge base article.
15. Copy the Oracle datamart setup script.
mkdir /ul
cp /tmp/datamart-oracle-setup.sh /ul
16. Log in as Oracle user and create the site database user and permissions.
See Set up an Oracle database on page 263 for help.
17. Create the reporting user and schema.
' Note: Skip this step if you have already set up the datamart setup in the Oracle database. Your responses

to the script's prompts must match the values of the equivalent variables in the site-options.conf
file onmy.app.server.

cd /ul

sh datamart-oracle-setup.sh
Do this on the TeamForge Application Server (my.app.host)
18. Set up the initial site data (bootstrap).

./bootstrap-data.sh
19. Swap in the new Apache configuration file.

cd /etc/httpd/conf

mv httpd.conf httpd.conf old

cp httpd.conf.cn new httpd.conf
/etc/init.d/httpd start

20. Run the following script to set permissions for the TeamForge database read only user specified by the
DATABASE READ ONLY USER token.

/opt/collabnet/teamforge/runtime/scripts/set-ctfdb-readonly-user-
permission.py

21. Run the following script to set permissions for the reporting database read-only user.


http://www.oracle.com/technetwork/database/features/instant-client/index-097480.html
http://www.oracle.com/technetwork/database/features/instant-client/index-097480.html
http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/index.html
http://oracle.ittoolbox.com/documents/popular-q-and-a/changing-the-character-set-of-an-oracle-database-1601#
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/opt/collabnet/teamforge/runtime/scripts/set-reports-readonly-user-
permission.py

22. Start TeamForge.
/etc/init.d/collabnet start
' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

+ If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

23.1If you have installed Black Duck Code Sight, then install the license for Black Duck Code Sight. For more
information, see Install the Black Duck Code Sight license on page 302.

24, Integrate the CLI reports by running the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
25. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

e Tip: For more information see When do I run the initial load job? on page 325.

26. To integrate the Black Duck Code Sight with the TeamForge run the Black Duck Code Sight post-
install. sh script.

e Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
27.1f the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

28. Restart the collabnet services.

/etc/init.d/collabnet restart
29. Apply some finishing touches and make sure everything is running smoothly.
a) Reboot the server and make sure all services come up automatically at startup.
b) Log into your site as the administrator.
The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c) Create a sample project.

See Create a TeamForge project.
d) Write a welcome message to your site's users.

See Create a site-wide broadcast.

For specific instructions on installing Review Board, see: Set up Review Board on page 305


http://help.collab.net/topic/teamforge700/action/creatingaproject.html
http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
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To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271
To install Git integration see Install Git integration on a separate server on page 49
Installing TeamForge Orchestrate
To install TeamForge Orchestrate, see TeamForge Orchestrate installation.
Uninstall TeamForge 7.1
To remove TeamForge completely, use the YUM utility.

0 Important: This procedure removes the TeamForge and all associated databases, including your site data. Be
sure to back up any data you want to keep.

1. Stop TeamForge.
/etc/init.d/collabnet stop all

2. Run yum to remove TeamForge.
yum erase TeamForge-installer

For every box in a multi-box site, use the same steps to uninstall.

Install CollabNet TeamForge 7.1 on SuSE

Install TeamForge 7.1 with all services on the same server
The easiest way to install TeamForge is to install it on a single server, dedicated to TeamForge taking the default
configuration settings. We call this a "dedicated" install.

In this option, the following services run on the application server (we call this my.app.host).

» TeamForge Application Server

» Black Duck Code Sight Server

» Database Server (Operational DB and Reports DB)
+ ETL Server

* GIT Integration Server

* SCM Integration Server (Subversion and CVS)

» Search Server (Indexer).

0 Important: It is critical that you start with a fresh server, without any software installed. You must have root
access to the server.

1. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

' Important: Don't customize your installation. Select only the default packages list.

2. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.

3. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

4. Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:

zypper install teamforge
b) GIT: To install the GIT packages run the following command.

zypper install teamforge-git
¢) To install Black Duck Code Sight run the following command.


http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
https://www.suse.com/documentation/sles11/book_sle_deployment/data/book_sle_deployment.html
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zypper install teamforge-codesearch

5. Set up your site's master configuration file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf
a) Configure the HOST token.

HOST localhost=app database datamart etl indexer subversion cvs

DOMAIN localhost=my.app.domain.com

b) Configure the following settings if you are installing Git.

HOST localhost=app database datamart etl indexer subversion cvs gerrit

c) Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app database datamart etl indexer subversion cvs
gerrit codesearch

d) Configure the database and datamart settings.
' Note: For more information about configuring variables, see site-options.conf on page 383

DATABASE TYPE=postgresql

DATABASE USERNAME=ctfuser

DATABASE NAME=ctfdb

DATABASE READ ONLY USER=ctfrouser

REPORTS DATABASE USERNAME=ctfrptuser

REPORTS DATABASE NAME=ctfrptdb

REPORTS DATABASE READ ONLY USER=ctfrptrouser

REPORTS DATABASE MAX POOL SIZE=30
e Note: The database name and username values are arbitrary alphanumeric strings.
e) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $aute$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

- DATABASE _PASSWORD

- DATABASE _READ ONLY PASSWORD
 REPORTS DATABASE _PASSWORD

 REPORTS DATABASE READ ONLY PASSWORD
« ETL_SOAP_SHARED SECRET

« JAMES_ADMIN_PASSWORD

« BDCS_ADMIN PASSWORD



2)
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D
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+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value
with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

.:_ Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL CERT FILE=
SSL_KEY FILE=

SSL _CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_CA CERT FILE and SSL__CHAIN FILE are optional.

If the token REQUIRE_PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE _DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD CONTROL EFFECTIVE DATE for more
information.

It is mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-

options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.

If the token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token

ADMIN EMAIL with a valid email address.

ADMIN EMAIL=root@{ APPLICATION HOST }

If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

m) Set the USERS WITH _NO_EXPIRY PASSWORD token as follows:

USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin
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n) Make sure that the following tokens have a value if ETL is enabled.

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP_ SHARED SECRET=

0) Configure the following settings for Black Duck Code Sight.

Note: In case the HOST _ token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS SSL CERT FILE=
BDCS SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL CA CERT FILE=

BDCS_ SSL CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS_ ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.

The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_ SOURCE DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_ PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS TOMCAT SHUTDOWN PORT=9189
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p) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

q) If you are installing TeamForge through disconnected media, set the token HELP AVAILABILITY=local.
r) Savethe site-options.conf file.

6. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

7. If you are installing on a server that is behind a proxy, unset the Atfp_proxy token.

export http proxy=
8. Set up the initial site data (bootstrap).

./bootstrap-data.sh
9. Start TeamForge.

/etc/init.d/collabnet start
' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

» Ifthe project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

10. If you have installed Git, add the "gitadmin" user with site-administrator rights through TeamForge user interface.

11. If you have installed Black Duck Code Sight, then install the license for Black Duck Code Sight. For more
information, see Install the Black Duck Code Sight license on page 302.

12.If you have installed Git, integrate gerrit by running the post-install. py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

» TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:

Login to the app server and run the following command:

/etc/init.d/collabnet status
13. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.
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./etl-client.py -r SCMCommitInitialJob

i’ Tip: For more information see When do I run the initial load job? on page 325.

14. Integrate the CLI reports by running the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
15. To integrate the Black Duck Code Sight with the TeamForge run the Black Duck Code Sight post -
install. sh script.

i’ Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
16.If the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

17. Restart the collabnet services.

/etc/init.d/collabnet restart
18. Apply some finishing touches and make sure everything is running smoothly.
a) Reboot the server and make sure all services come up automatically at startup.
b) Log into your site as the administrator.
The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c) Create a sample project.

See Create a TeamForge project.
d) Write a welcome message to your site's users.

See Create a site-wide broadcast.
For specific instructions on installing Review Board, see: Set up Review Board on page 305
Installing TeamForge Orchestrate

To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

Install TeamForge 7.1 with Database and Datamart on a separate server
In this option, we install the database (Operational Database) and datamart (Reporting database) on a separate server
and other services on the main application server.

In this option, the following services run on the application server (we call this my.app.host).

» TeamForge Application Server

» Black Duck Code Sight Server

» ETL Server

* GIT Integration Server

* SCM Integration Server (Subversion and CVS)
» Search Server (Indexer).

The following service runs on the database server. (We call this my.db.host)
» Database Server (Operational DB and Reports DB)

We call this a "dedicated install" since both the servers are dedicated to TeamForge. The TeamForge installer takes
care of the database configurations. In this example, we will specify a separate port for the reports database. By
default, both the site database and the reporting database use port 5432, but when heavy traffic is expected, it can be a
good idea to use port 5632 for the reporting database.


http://help.collab.net/topic/teamforge700/action/creatingaproject.html
http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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i’ Note: In a multi-server installation of TeamForge, ensure that all servers have the same system time zone for
ETL to function properly.

Log in to the server as root.
Do this on the main TeamForge application server. We'll call this my.app.host.
1. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

e Important: Don't customize your installation. Select only the default packages list.
2. Check your basic networking setup.

See Set up networking for your TeamForge server on page 7 for details.

3. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

4. Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:

zypper install teamforge-app teamforge-etl teamforge-scm
b) GIT: To install the GIT packages run the following command.

zypper install teamforge-git
¢) To install Black Duck Code Sight run the following command.

zypper install teamforge-codesearch

5. Set up your site's master configuration file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Identify the servers and services running on them.

HOST localhost=app etl indexer subversion cvs
DOMAIN localhost=my.app.domain.com
HOST <my.db.domain.com>=database datamart

b) Configure the following settings if you are installing Git.

HOST localhost=app etl indexer subversion cvs gerrit

¢) Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app etl indexer subversion cvs gerrit codesearch

d) Configure the database and datamart settings.


https://www.suse.com/documentation/sles11/book_sle_deployment/data/book_sle_deployment.html
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Note: For more information about configuring variables, see site-options.conf on page 383

DATABASE TYPE=postgresql

DATABASE USERNAME=ctfuser

DATABASE NAME=ctfdb

DATABASE READ ONLY USER=ctfrouser

REPORTS DATABASE USERNAME=ctfrptuser

REPORTS DATABASE NAME=ctfrptdb

REPORTS DATABASE READ ONLY USER=ctfrptrouser

REPORTS_DATABASE_MAX_POOL_SIZE:3O
e Note: The database name and username values are arbitrary alphanumeric strings.
e) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $auto$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

*+ REPORTS DATABASE PASSWORD

« REPORTS DATABASE READ ONLY_ PASSWORD

+ ETL SOAP_SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
f) Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= §
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

[
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Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_CA CERT FILE and SSL__ CHAIN FILE are optional.

If the token REQUIRE _PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE _DATE for more
information.

It is mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-

options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.

If the token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token

ADMIN EMAIL with a valid email address.

ADMIN EMAIL=root@{ APPLICATION HOST }

If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

m) Set the USERS WITH NO_EXPIRY PASSWORD token as follows:

n)

0)

USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

Make sure that the following tokens have a value if ETL is enabled.

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

e Note: In case the HOST _token is configured as HOST localhost, then specify the following token
) with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_ SSL=on
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.:-_ Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.

The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_ SOURCE DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_ PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL_ PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS_TOMCAT SHUTDOWN PORT=9189

p) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

q) Ifyou are installing TeamForge through disconnected media, set the token HELP _AVAILABILITY=local.
r) Savethe site-options.conf file.

6. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

7. If you are installing on a server that is behind a proxy, unset the http_proxy variable.

export http proxy=
Do this on the database server - my.db.host
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8. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

e Important: Don't customize your installation. Select only the default packages list.

9. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.

10. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

11. Install the TeamForge database packages.

zypper install teamforge-database

12. Copy the site-options.conf file from the application server to the database server in the directory /opt/
collabnet/teamforge-installer/7.1.0.0/conf

13. Modify the host token settings on the site-options.conf file.

e Note: If you choose not to use the application server's site-options.conf file, then don't forget to
copy the value of AUTO_DATA token from the application server.

HOST localhost=database datamart
DOMAIN localhost=my.db.domain.com

HOST my.app.domain.com=app etl indexer subversion cvs gerrit codesearch

14. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

15. Run the following script to set permissions for the TeamForge database read-only user specified by the

DATABASE READ ONLY USER token.

/opt/collabnet/teamforge/runtime/scripts/set-ctfdb-readonly-user-
permission.py

16. Run the following script to set permissions for the reporting database read-only user.
/opt/collabnet/teamforge/runtime/scripts/set-reports-readonly-user-
permission.py

Do the following on the application server - my.app.host

17. Set up the initial site data (bootstrap).
cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh

18. Start TeamForge.

/etc/init.d/collabnet start

e Note: Startup can take several minutes, depending on the speed of the host system configuration. On
some slower systems, you may get a false failure message from JBoss, like this:

Jjboss (app) (localhost:8080) .. iiii it in i e e et et eeeennns failed to
start in 600 seconds, giving up now. Please check the log: /opt/
collabnet/teamforge/log/apps/service.log FAILED

This can safely be ignored.
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Note:

The TeamForge startup script installs the sample TeamForge project templates by default.

If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

19. If you have installed GIT, create the 'gitadmin' user (which is already added in the site-options token
USERS WITH NO_EXPIRY PASSWORD) with site administrator rights in the TeamForge user interface.

20. If you have installed Black Duck Code Sight, then install the license for Black Duck Code Sight. For more
information, see Install the Black Duck Code Sight license on page 302.

21.If you have installed Git, integrate gerrit by running the post-install.py script.

/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

a)

b)

TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

TeamForge password: The password for the dedicated TeamForge site administrator account.

Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it

later.

Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit

To verify the GIT integration:

Login to the app server and run the following command:

/etc/init.d/collabnet status
22. Integrate the CLI reports by running the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
23. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJdob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

[

Tip: For more information see When do I run the initial load job? on page 325.

24. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.

[

Note:

sudo

It is assumed that Subversion's client configuration file (/root/.subversion/configqg) for the
root user is the default one without customization.

If the Black Duck Code Sight is running on a separate server, run the following command in the code
sight server.

/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
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25. If the token VALIDATE SSL _CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

26. Revoke the super user permissions of database and datamart users.

/opt/collabnet/teamforge/runtime/scripts/revoke-superuser-permission.py
27. Run the following script to set permissions for the TeamForge database read-only user specified by the
DATABASE READ ONLY USER token.
/opt/collabnet/teamforge/runtime/scripts/set-ctfdb-readonly-user-
permission.py
28. Run the following script to set permissions for the reporting database read-only user.
/opt/collabnet/teamforge/runtime/scripts/set-reports-readonly-user-
permission.py

29. Restart the collabnet services.

/etc/init.d/collabnet restart
30. Apply some finishing touches and make sure everything is running smoothly.

a) Reboot the server and make sure all services come up automatically at startup.
b) Log into your site as the administrator.

The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c) Create a sample project.

See Create a TeamForge project.
d) Write a welcome message to your site's users.

See Create a site-wide broadcast.
For specific instructions on installing Review Board, see: Set up Review Board on page 305
Installing TeamForge Orchestrate

To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

Install TeamForge 7.1 with Reporting services on a separate server
In this option, we install the datamart (Reporting database) and ETL on a separate server and other services on the
main application server.

e Note: For the ETL service to run as expected in a distributed TeamForge installation, all servers must have
the same time zone.

In this option, the following services run on the application server (we call this my.app.host).

» TeamForge Application Server

» Black Duck Code Sight Server

» Database Server (Operational DB)

* GIT Integration Server

* SCM Integration Server (Subversion and CVS)
» Search Server (Indexer).

The following service runs on the database server. (We call this my.reports.host)

» Database Server (Reports DB)
+ ETL Server

Log in to the server as root.

Do this on the main TeamForge application server. We'll call this my.app.host.


http://help.collab.net/topic/teamforge700/action/creatingaproject.html
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. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

e Important: Don't customize your installation. Select only the default packages list.
. Check your basic networking setup.

See Set up networking for your TeamForge server on page 7 for details.

. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

. Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:

zypper install teamforge-app teamforge-database teamforge-scm
b) GIT: To install the GIT packages run the following command.

zypper install teamforge-git
¢) To install Black Duck Code Sight run the following command.

zypper install teamforge-codesearch

. Set up your site's master configuration file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Identify the servers and services running on them.

HOST localhost=app database indexer subversion cvs
DOMAIN localhost=my.app.domain.com
HOST <my.reports.domain.com>=datamart etl

b) Configure the following settings if you are installing Git.

HOST localhost=app database indexer subversion cvs gerrit

¢) Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app database indexer subversion cvs gerrit codesearch

d) Configure the database and datamart settings.
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Note: For more information about configuring variables, see site-options.conf on page 383

DATABASE TYPE=postgresql

DATABASE USERNAME=ctfuser

DATABASE NAME=ctfdb

DATABASE READ ONLY USER=ctfrouser

REPORTS DATABASE USERNAME=ctfrptuser

REPORTS DATABASE NAME=ctfrptdb

REPORTS DATABASE READ ONLY USER=ctfrptrouser

REPORTS_DATABASE_MAX_POOL_SIZE:3O
e Note: The database name and username values are arbitrary alphanumeric strings.
e) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $auto$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

*+ REPORTS DATABASE PASSWORD

« REPORTS DATABASE READ ONLY_ PASSWORD

+ ETL SOAP_SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
f) Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= §
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

[
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h)
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k)
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Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_CA CERT FILE and SSL__ CHAIN FILE are optional.

If the token REQUIRE _PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE _DATE for more
information.

It is mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-

options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.

If the token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token

ADMIN EMAIL with a valid email address.

ADMIN EMAIL=root@{ APPLICATION HOST }

If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

m) Set the USERS WITH NO_EXPIRY PASSWORD token as follows:

n)

0)

USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

Make sure that the following tokens have a value if ETL is enabled.

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

e Note: In case the HOST _token is configured as HOST localhost, then specify the following token
) with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_ SSL=on
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.:-_ Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.

The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_ SOURCE DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_ PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL_ PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS_TOMCAT SHUTDOWN PORT=9189

p) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

q) Ifyou are installing TeamForge through disconnected media, set the token HELP _AVAILABILITY=local.
r) Savethe site-options.conf file.

6. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

7. If you are installing on a server that is behind a proxy, unset the http_proxy variable.

export http proxy=
Do this on the reporting server - my.reports.host
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8. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

e Important: Don't customize your installation. Select only the default packages list.

9. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.

10. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

11. Run the following command to install the Reporting packages.

zypper install teamforge-database teamforge-etl

12. Copy the site-options.conf file from the application server to the reporting server in the directory /opt/
collabnet/teamforge-installer/7.1.0.0/conf

13. Modify the host token settings on the site-options.conf file.

e Note: If you choose not to use the application server's site-options.conf file, then don't forget to
copy the value of AUTO_DATA token from the application server.

HOST localhost=datamart etl
DOMAIN localhost=my.reports.domain.com

HOST my.app.domain.com=app database indexer subversion cvs gerrit
codesearch

14. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V

Do the following on the application server - my.app.host

15. Set up the initial site data (bootstrap).

cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh

16. Start TeamForge.
/etc/init.d/collabnet start

e Note: Startup can take several minutes, depending on the speed of the host system configuration. On
some slower systems, you may get a false failure message from JBoss, like this:

jboss (app) (localhost:8080) ... eeeeeeeeennnn failed to
start in 600 seconds, giving up now. Please check the log: /opt/
collabnet/teamforge/log/apps/service.log FAILED

This can safely be ignored.
' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

+ If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

* You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.
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Do this on the reporting server - my.reports.host
17. Start the ETL service.

/etc/init.d/collabnet start
Do the following on the application server - my.app.host

18.If you have installed GIT, create the 'gitadmin' user (which is already added in the site-options token
USERS WITH NO_EXPIRY PASSWORD) with site administrator rights in the TeamForge user interface.

19. If you have installed Black Duck Code Sight, then install the license for Black Duck Code Sight. For more
information, see Install the Black Duck Code Sight license on page 302.

20. If you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

* TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.
* TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:
Login to the app server and run the following command:

/etc/init.d/collabnet status
21. Integrate the CLI reports by running the post-install.py script.
/opt/collabnet/teamforge/runtime/scripts/post-install.py
22. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob
i’ Tip: For more information see When do I run the initial load job? on page 325.
23. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.

Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh

24.1f the token VALIDATE SSL _CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

25. Revoke the super user permissions of database and datamart users.
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/opt/collabnet/teamforge/runtime/scripts/revoke-superuser-permission.py
26. Run the following script to set permissions for the reporting database read-only user.
/opt/collabnet/teamforge/runtime/scripts/set-reports-readonly-user-
permission.py
27.Restart the collabnet services.

/etc/init.d/collabnet restart
28. Apply some finishing touches and make sure everything is running smoothly.

a) Reboot the server and make sure all services come up automatically at startup.
b) Log into your site as the administrator.
The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c¢) Create a sample project.
See Create a TeamForge project.
d) Write a welcome message to your site's users.

See Create a site-wide broadcast.
For specific instructions on installing Review Board, see: Set up Review Board on page 305
Installing TeamForge Orchestrate
To install TeamForge Orchestrate, see TeamForge Orchestrate installation.
Install TeamForge 7.1 with Black Duck Code Sight on a separate server on SUSE

In this option, we install Black Duck Code Sight on a separate server on SUSE and other services on the main
application server.

i’ Note: For the ETL service to run as expected in a distributed TeamForge installation, all servers must have
the same time zone.

In this option, the following services run on the application server (we call this my.app.host).

* TeamForge Application Server

» Database Server (Operational DB and Reports DB)
* ETL Server

* GIT Integration Server

* SCM Integration Server (Subversion and CVS)

* Search Server (Indexer).

The following service runs on the Black Duck Code Sight Server. (We call this my.codesight.host )
» Black Duck Code Sight Server

Do this on the main TeamForge application server. We'll call this my.app.host.

1. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

' Important: Don't customize your installation. Select only the default packages list.

2. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.

3. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

4. Install the following application packages.

a) TeamForge: To install the TeamForge application packages run the following command:
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zypper install teamforge
b) GIT: To install the GIT packages run the following command.

zypper install teamforge-git

. Set up your site's master configuration file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf
a) Configure the HOST token.

HOST localhost=app database datamart etl indexer subversion cvs
DOMAIN localhost=my.app.domain.com

HOST my.codesight.domain.com=codesearch

b) Configure the following settings if you are installing Git.
HOST localhost=app database datamart etl indexer subversion cvs gerrit
¢) Configure the database and datamart settings.
' Note: For more information about configuring variables, see site-options.conf on page 383
DATABASE TYPE=postgresql
DATABASE USERNAME=ctfuser
DATABASE NAME=ctfdb
DATABASE READ ONLY USER=ctfrouser
REPORTS DATABASE USERNAME=ctfrptuser
REPORTS DATABASE NAME=ctfrptdb

REPORTS DATABASE READ ONLY USER=ctfrptrouser

REPORTS DATABASE MAX POOL SIZE=30
e Note: The database name and username values are arbitrary alphanumeric strings.
d) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $auto$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

« DATABASE PASSWORD

- DATABASE READ ONLY PASSWORD

« REPORTS_DATABASE PASSWORD

« REPORTS_DATABASE READ ONLY PASSWORD
« ETL SOAP SHARED SECRET

.« JAMES_ADMIN PASSWORD
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+ BDCS _ADMIN PASSWORD
+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value
with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

© Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL CERT FILE=
SSL _KEY FILE=

SSL _CA CERT FILE=

SSL_CHAIN FILE=

' Note: The SSL_ CA CERT FILE and SSL__CHAIN_FILE are optional.

If the token REQUIRE PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL_EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD _CONTROL EFFECTIVE DATE for more
information.

It is mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-

options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.

If the token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token

ADMIN EMAIL with a valid email address.

ADMIN EMAIL=root@{ APPLICATION HOST }

If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

Set the USERS WITH NO EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin
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m) Make sure that the following tokens have a value if ETL is enabled.

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP_ SHARED SECRET=

n) Configure the following settings for Black Duck Code Sight.

Note: In case the HOST _ token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS SSL CERT FILE=
BDCS SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL CA CERT FILE=

BDCS_ SSL CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS_ ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.

The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_ SOURCE DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_ PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS TOMCAT SHUTDOWN PORT=9189
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0) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

p) If you are installing TeamForge through disconnected media, set the token HELP AVAILABILITY=local.
q) Save the site-options.conf file.

6. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

7. If you are installing on a server that is behind a proxy, unset the http _proxy variable.
export http proxy=

Do this on the Black Duck Code Sight Server. We'll call this my.codesight.host

8. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

e Important: Don't customize your installation. Select only the default packages list.

9. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.

10. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

11. Run the following command to install the Black Duck Code Sight packages.

zypper install teamforge-codesearch

12. Copy the site-options.conf file from the application server to the Code Search server in the directory /
opt/collabnet/teamforge-installer/7.1.0.0/conf

13. Modify the host token settings on the site-options.conf file.
e Note: If you choose not to use the application server's site-options.conf file, then don't forget to

copy the value of AUTO_DATA token from the application server.

HOST localhost=codesearch
DOMAIN localhost=my.codesight.domain.com

HOST my.app.domain.com=app database datamart etl indexer subversion cvs
gerrit

14. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

Do the following on the application server - my.app.host

15. Set up the initial site data (bootstrap).
cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh

16. Start TeamForge.

/etc/init.d/collabnet start
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i’ Note: Startup can take several minutes, depending on the speed of the host system configuration. On
some slower systems, you may get a false failure message from JBoss, like this:

Jboss (app) (localhost:8080) ...ttt eneeeenenenns failed to
start in 600 seconds, giving up now. Please check the log: /opt/
collabnet/teamforge/log/apps/service.log FAILED

This can safely be ignored.
Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

+ If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

17.1If you have installed GIT, create the 'gitadmin' user (which is already added in the site-options token
USERS WITH NO_EXPIRY PASSWORD) with site administrator rights in the TeamForge user interface.

18. If you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

* TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:
Login to the app server and run the following command:
/etc/init.d/collabnet status
19. Integrate the CLI reports by running the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
20. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob
e Tip: For more information see When do I run the initial load job? on page 325.

Do this on my.codesight.host

21. Install the Black Duck Code Sight license on the server where Black Duck Code Sight is installed. For more
information, see Install the Black Duck Code Sight license on page 302.
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22. To integrate Black Duck Code Sight with TeamForge run the Black Duck Code Sight post-install.sh
script.

.:-_ Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
23.1f the token VALIDATE SSL _CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

Do this on my.app.host

24. Revoke the user permissions of the database and datamart users.

/opt/collabnet/teamforge/runtime/scripts/revoke-superuser-permission.py
25. Restart the collabnet services.

/etc/init.d/collabnet restart
Do this on my.codesight.host
26. Restart the Black Duck Code Sight service.

/etc/init.d/collabnet restart tomcatcs
Do this on my.app.host
27. Apply some finishing touches and make sure everything is running smoothly.

a) Reboot the server and make sure all services come up automatically at startup.
b) Log into your site as the administrator.

The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c¢) Create a sample project.

See Create a TeamForge project.
d) Write a welcome message to your site's users.

See Create a site-wide broadcast.
For specific instructions on installing Review Board, see: Set up Review Board on page 305
Installing TeamForge Orchestrate
To install TeamForge Orchestrate, see TeamForge Orchestrate installation.
Install TeamForge 7.1 with SCM and Git integration on a separate server

In this option, we install SCM (Subversion, CVS) and GIT integrations on a separate server and other services on the
main application server.

In this option, the following services run on the application server (we call this my.app.host).

* TeamForge Application Server

* Black Duck Code Sight Server

» Database Server (Operational DB and Reports DB)
« ETL Server

» Search Server (Indexer).

The following service runs on the SCM server. (We call this my.scmandgit.host)

* SCM Integration Server (Subversion and CVS)
* GIT Integration Server

e Note: In a multi-server installation of TeamForge, ensure that all servers have the same system time zone for
ETL to function properly.


http://help.collab.net/topic/teamforge700/action/creatingaproject.html
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Log in to the server as root.
Do this on the main TeamForge application server. We'll call this my.app.host.
1. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

e Important: Don't customize your installation. Select only the default packages list.
2. Check your basic networking setup.

See Set up networking for your TeamForge server on page 7 for details.

3. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

4. Install the following application packages.

a) TeamForge: To install the TeamForge application packages run the following command:

zypper install teamforge-app teamforge-etl teamforge-database
b) To install Black Duck Code Sight run the following command.

zypper install teamforge-codesearch

5. Set up your site's master configuration file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Identify the servers and services running on them.

HOST localhost=app database datamart etl indexer
DOMAIN localhost=my.app.domain.com

HOST <my.scmandgit.domain.com>=subversion cvs gerrit

b) Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app database datamart etl indexer codesearch

¢) Configure the database and datamart settings.
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Note: For more information about configuring variables, see site-options.conf on page 383

DATABASE TYPE=postgresql

DATABASE USERNAME=ctfuser

DATABASE NAME=ctfdb

DATABASE READ ONLY USER=ctfrouser

REPORTS DATABASE USERNAME=ctfrptuser

REPORTS DATABASE NAME=ctfrptdb

REPORTS DATABASE READ ONLY USER=ctfrptrouser

REPORTS_DATABASE_MAX_POOL_SIZE:3O
e Note: The database name and username values are arbitrary alphanumeric strings.
d) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $auto$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

*+ REPORTS DATABASE PASSWORD

« REPORTS DATABASE READ ONLY_ PASSWORD

+ ETL SOAP_SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
e) Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= §
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

[
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Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_CA CERT FILE and SSL__ CHAIN FILE are optional.

If the token REQUIRE _PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE _DATE for more
information.

It is mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-

options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.

If the token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token

ADMIN EMAIL with a valid email address.

ADMIN EMAIL=root@{ APPLICATION HOST }

If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

Set the USERS WITH NO_EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

m) Make sure that the following tokens have a value if ETL is enabled.

n)

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

e Note: In case the HOST _token is configured as HOST localhost, then specify the following token
) with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_ SSL=on
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.:-_ Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.

The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_ SOURCE DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_ PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL_ PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS_TOMCAT SHUTDOWN PORT=9189

0) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

p) If you are installing TeamForge through disconnected media, set the token HELP_AVAILABILITY=local.
q) Save the site-options.conf file.

6. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

7. If you are installing on a server that is behind a proxy, unset the http_proxy variable.

export http proxy=
Do this on the SCM Server - my.scmandgit.host
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8. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

e Important: Don't customize your installation. Select only the default packages list.

9. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.

10. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

11. Install the TeamForge SCM and Git packages.

zypper install teamforge-scm teamforge-git

12. Copy the site-options.conf file from the application server to the SCM server in the directory /opt/
collabnet/teamforge-installer/7.1.0.0/conf

13. Modify the host token settings on the site-options.conf file.
e Note: If you choose not to use the application server's site-options.conf file, then don't forget to

copy the value of AUTO_DATA token from the application server.

HOST localhost=subversion cvs gerrit
DOMAIN localhost=my.scmandgit.domain.com

HOST my.app.domain.com=app database datamart etl indexer codesearch

14. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

15. Set up the initial site data (bootstrap).
cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh

Do the following on the application server - my.app.host

16. Set up the initial site data (bootstrap).
cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh

17. Start TeamForge.

/etc/init.d/collabnet start

e Note: Startup can take several minutes, depending on the speed of the host system configuration. On
some slower systems, you may get a false failure message from JBoss, like this:

jboss (app) (localhost:8080) ...ttt eeeeeenneeeenns failed to
start in 600 seconds, giving up now. Please check the log: /opt/
collabnet/teamforge/log/apps/service.log FAILED

This can safely be ignored.
' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

+ If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.
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*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

18.If you have installed Black Duck Code Sight, then install the license for Black Duck Code Sight. For more
information, see Install the Black Duck Code Sight license on page 302.

19. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

i’ Tip: For more information see When do I run the initial load job? on page 325.

20. Integrate the CLI reports by running the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
21. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.
' Note:
+ It is assumed that Subversion's client configuration file (/root/.subversion/configqg) for the
root user is the default one without customization.
+ If the Black Duck Code Sight is running on a separate server, run the following command in the code
sight server.
sudo /opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
22. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:

i’ Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>

Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint.box is the server with the SCM integration server.

In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.

23.1f the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

Do this on the SCM server - my.scmandgit.host

24.If you have installed GIT, create the 'gitadmin' user (which is already added in the site-options token
USERS WITH NO_EXPIRY PASSWORD) with site administrator rights in the TeamForge user interface.

25.If you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.
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» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

» TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:
Login to the app server and run the following command:
/etc/init.d/collabnet status
Do the following on the application server - my.app.host
26. Restart the collabnet services.
/etc/init.d/collabnet restart
27. Apply some finishing touches and make sure everything is running smoothly.

a) Reboot the server and make sure all services come up automatically at startup.
b) Log into your site as the administrator.

The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c) Create a sample project.

See Create a TeamForge project.
d) Write a welcome message to your site's users.

See Create a site-wide broadcast.
For specific instructions on installing Review Board, see: Set up Review Board on page 305
Installing TeamForge Orchestrate

To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

Install TeamForge 7.1 with Database and SCM on separate servers
In this option, we install the Database (Operational Database) and Datamart (Reporting Database) on the same server;
SCM (Subversion and CVS) and Git on the second server, and other services on the application server.

In this option, the following services run on the application server (we call this my.app.host).

» TeamForge Application Server
» Black Duck Code Sight Server
« ETL Server

» Search Server (Indexer).

The following service runs on the database server. (We call this my.db.host)
» Database Server (Operational DB and Reports DB)
The following services run on the SCM server. (We call this my.scmandgit.host )

* SCM Integration Server (Subversion and CVS)
* GIT Integration Server

Note: In a multi-server installation of TeamForge, ensure that all servers have the same system time zone for
ETL to function properly.

Log in to the server as root.
Do this on the main TeamForge application server. We'll call this my.app.host.

1. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.


http://help.collab.net/topic/teamforge700/action/creatingaproject.html
http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

e Important: Don't customize your installation. Select only the default packages list.

Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.

. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for

SUSE
Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:

zypper install teamforge-app teamforge-etl
b) To install Black Duck Code Sight run the following command.

zypper install teamforge-codesearch

Set up your site's master configuration file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Identify the servers and services running on them.

HOST localhost=app etl indexer
DOMAIN localhost=my.app.domain.com
HOST <my.db.domain.com>=database datamart

HOST <my.scmandgit.domain.com>=subversion cvs gerrit

b) Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app etl indexer codesearch
¢) Configure the database and datamart settings.

' Note: For more information about configuring variables, see site-options.conf on page 383

DATABASE TYPE=postgresql

DATABASE USERNAME=ctfuser

DATABASE NAME=ctfdb

DATABASE READ ONLY USER=ctfrouser

REPORTS DATABASE USERNAME=ctfrptuser

REPORTS DATABASE NAME=ctfrptdb

REPORTS DATABASE READ ONLY USER=ctfrptrouser

REPORTS DATABASE MAX POOL_SIZE=30


https://www.suse.com/documentation/sles11/book_sle_deployment/data/book_sle_deployment.html
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. Note: The database name and username values are arbitrary alphanumeric strings.

Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $aute$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

« DATABASE READ ONLY PASSWORD

»+ REPORTS DATABASE PASSWORD

+ REPORTS DATABASE READ ONLY PASSWORD

« ETL SOAP SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

[ N

Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL _KEY FILE=
SSL_CA CERT FILE=

SSL_CHAIN FILE=

0 Note: The SSL_ CA CERT FILE and SSL_ CHAIN FILE are optional.

If the token REQUIRE PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD _CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD _CONTROL _EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE DATE for more
information.

It is mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-

options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.



)
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If the token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token
ADMIN EMAIL with a valid email address.
ADMIN EMAIL=root@{ APPLICATION HOST }

If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

Set the USERS WITH NO_EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

m) Make sure that the following tokens have a value if ETL is enabled.

n)

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP_ SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

Note: In case the HOST _ token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS SSL CERT FILE=
BDCS SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL CA CERT FILE=

BDCS_ SSL CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.
BDCS_SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.
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The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_ SOURCE DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS_ INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_ PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS TOMCAT SHUTDOWN PORT=9189

0) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

p) If you are installing TeamForge through disconnected media, set the token HELP AVAILABILITY=local.
q) Savethe site-options.conf file.

6. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V

7. If you are installing on a server that is behind a proxy, unset the http_proxy variable.

export http proxy=
Do this on the database server - my.db.host
8. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

e Important: Don't customize your installation. Select only the default packages list.

9. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.

10. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

11. Install the TeamForge database packages.

zypper install teamforge-database

12.Copy the site-options.conf file from the application server to the database server in the directory /opt/
collabnet/teamforge-installer/7.1.0.0/conf

13. Modify the host token settings on the site-options.conf file.
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i’ Note: If you choose not to use the application server's site—-options.conf file, then don't forget to
copy the value of AUTO_DATA token from the application server.

HOST localhost=database datamart
DOMAIN localhost=my.db.domain.com
HOST my.app.domain.com=app etl indexer codesearch

HOST <my.scmandgit.domain.com>=subversion cvs gerrit

14. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V

Do this on the SCM Server - my.scmandgit.host

15. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

' Important: Don't customize your installation. Select only the default packages list.

16. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.

17. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

18. Install the TeamForge SCM and Git packages.

zypper install teamforge-scm teamforge-git

19. Copy the site-options.conf file from the application server to the SCM server in the directory /opt/
collabnet/teamforge-installer/7.1.0.0/conf

20. Modify the host token settings on the site-options.conf file.

i’ Note: If you choose not to use the application server's site-options.conf file, then don't forget to
copy the value of AUTO_DATA token from the application server.

HOST localhost=subversion cvs gerrit
DOMAIN localhost=my.scm.domain.com
HOST my.app.domain.com=app etl indexer codesearch

HOST <my.db.domain.com>=database datamart

21. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V

22. Set up the initial site data (bootstrap).
cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh

Do the following on the application server - my.app.host

23. Set up the initial site data (bootstrap).
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cd /opt/collabnet/teamforge-installer/7.1.0.0
./bootstrap-data.sh
24, Start TeamForge.

/etc/init.d/collabnet start

0 Note: Startup can take several minutes, depending on the speed of the host system configuration. On
some slower systems, you may get a false failure message from JBoss, like this:

jboss (app) (localhost:8080) ... eeeeeeeeennns failed to
start in 600 seconds, giving up now. Please check the log: /opt/
collabnet/teamforge/log/apps/service.log FAILED

This can safely be ignored.
' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

+ If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

* You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

25.If you have installed Black Duck Code Sight, then install the license for Black Duck Code Sight. For more
information, see Install the Black Duck Code Sight license on page 302.

26. Run the following initial load jobs (ETL).

a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

i’ Tip: For more information see When do I run the initial load job? on page 325.

27. Integrate the CLI reports by running the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
28. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.
' Note:

+ It is assumed that Subversion's client configuration file (/root/.subversion/configq) for the
root user is the default one without customization.

+ If the Black Duck Code Sight is running on a separate server, run the following command in the code
sight server.

sudo /opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh

29. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:

0 Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>
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Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint.box is the server with the SCM integration server.

In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.

30. If the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

Do this on the SCM server - my.scmandgit.host

31.If you have installed GIT, create the 'gitadmin' user (which is already added in the site-options token
USERS WITH NO_EXPIRY PASSWORD) with site administrator rights in the TeamForge user interface.

32.If you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

* TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

* TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:
Login to the app server and run the following command:

/etc/init.d/collabnet status
Do the following on the application server - my.app.host

33. Revoke the super user permissions of database and datamart users.

/opt/collabnet/teamforge/runtime/scripts/revoke-superuser-permission.py

34. Run the following script to set permissions for the TeamForge database read-only user specified by the

DATABASE READ ONLY USER token.

/opt/collabnet/teamforge/runtime/scripts/set-ctfdb-readonly-user-
permission.py

35. Run the following script to set permissions for the reporting database read-only user.
/opt/collabnet/teamforge/runtime/scripts/set-reports-readonly-user-
permission.py

Do the following on the application server -my.app.host

36. Restart the collabnet services.

/etc/init.d/collabnet restart
37. Apply some finishing touches and make sure everything is running smoothly.
a) Reboot the server and make sure all services come up automatically at startup.
b) Log into your site as the administrator.
The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c) Create a sample project.
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See Create a TeamForge project.
d) Write a welcome message to your site's users.

See Create a site-wide broadcast.

For specific instructions on installing Review Board, see: Set up Review Board on page 305

Installing TeamForge Orchestrate

To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

Install Git integration on a separate server
In this option, we install the GIT integration services on a separate server.

Log in to the server as root.

Do this on the Git server. We'll call this my.git.host.

1.

Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

' Important: Don't customize your installation. Select only the default packages list.

Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.

Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

Install the Git packages.

zypper install teamforge-git
Configure the token settings for Git in the site-options.conf file.
vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf
a) Modify the host token settings.
' Note: If you choose not to use the application server's site-options.conf file, then don't forget

to copy the value of AUTO_DATA token from the application server.

HOST localhost=gerrit
DOMAIN localhost=my.git.domain.com

HOST my.app.domain.com=app database datamart etl indexer subversion cvs

b) Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

c) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396
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d) Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_CA CERT FILE and SSL__ CHAIN FILE are optional.
e) Savethe site-options.conf file.
6. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

7. Create the 'gitadmin' user (which is already added in the site-options token
USERS WITH NO EXPIRY PASSWORD) with site administrator rights in the TeamForge user interface.

8. If you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.
* TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:

Login to the app server and run the following command:
/etc/init.d/collabnet status
Installing TeamForge Orchestrate

To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

Install TeamForge the advanced way

In an "advanced" install, you'll identify the hosts on which the various components of your TeamForge site will run.
For each machine that's part of your site, you'll set up the needed services and define how and where each service
runs, and how they communicate with each other.

Your TeamForge site consists of a collection of services that work together. You can host these services on one server
or on different servers, in whatever combination works best for your conditions.
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In principle, a multi-server 7.1 site can have its services running in a wide variety of combinations on an undefined
number of servers. However, real-world sites tend to follow one of the following patterns, depending on the specific
needs of the community of site users.

Install TeamForge 7.1 with Oracle database on a separate server
In this option, we install the Oracle database (Operational database and Reports database) on a separate server and
other services on the main application server.

In this option, the following services run on the application server (we call this my.app.host).

* TeamForge Application Server

* Black Duck Code Sight Server

+ ETL Server

* SCM Integration Server (Subversion and CVS)
» Search Server (Indexer).

The following service runs on the database server. (We call this my.db.host)
» Database Server (Operational DB and Reports DB)

i’ Note: If either of the remote servers (the data server or the source code server) is not under your direct
control, check with the Database Administrator to make sure that you can carry out these instructions on that
server.

1. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

e Important: Don't customize your installation. Select only the default packages list.

2. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.

3. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

4. Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:
zypper install teamforge-app teamforge-etl teamforge-scm
b) To install Black Duck Code Sight run the following command.
zypper install teamforge-codesearch
5. Rename the sample site configuration file from the installation package.

cd /opt/collabnet/teamforge-installer/7.1.0.0
cp conf/site-options—-advanced.conf conf/site-options.conf

' Note: The files site-options-small.conf, site-options-medium.conf and site-
options-large.conf contain options to tune the performance of the TeamForge site. To tune your
site's performance, you can look through these files for the load specifications they are intended for, and
use the appropriate one for your site's requirements.

6. Setup your site's master configuration file.

vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf
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a) Configure the HOST token.

HOST localhost=app etl indexer subversion cvs
DOMAIN localhost=my.app.domain.com

HOST <my.db.host>=database datamart

b) Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app etl indexer subversion cvs codesearch

¢) Configure the database and datamart settings.

' Note: For more information about configuring variables, see site-options.conf on page 383

DATABASE TYPE=oracle

DATABASE USERNAME=sitedatabaseusername

DATABASE PASSWORD=sitedatabasepwd

DATABASE READ ONLY USER=sitedatabasereadonlyusername
DATABASE READ ONLY PASSWORD=sitedatabasereadonlyuserpwd
DATABASE NAME=sitedatabaseinstancename

REPORTS DATABASE USERNAME=reportingdatabaseusername
REPORTS DATABASE PASSWORD=reportingdatabasepwd

REPORTS DATABASE NAME=reportingdatabaseinstancename
REPORTS DATABASE READ ONLY USER=reportingreadonlyusername
REPORTS DATABASE READ ONLY PASSWORD=reportingreadonlyuserpwd
REPORTS DATABASE MAX POOL SIZE=30

DATABASE SERVICE NAME=

REPORTS DATABASE SERVICE NAME=

Tip: To find the value for the token DATABASE SERVICE NAME log in to your Oracle server and
execute this command.

[

su - oracle
tnsping <database name>

Find the value of the SERVICE NAME in the output and use this value for the
DATABASE SERVICE NAME inthe site-options.conf file.
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Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value
with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIXis {OBF}:).

' Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To

generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_ CA CERT FILE and SSL__ CHAIN FILE are optional.

If the token REQUIRE _PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD _CONTROL _EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE DATE for more
information.

It is mandatory to include the SCM_DEFAULT SHARED SECRET token in the site-
options. conf file of the primary TeamForge server, and provide it with a value of 16-24 characters.
Remember to use the same key in the external SCM integration server also.

If the token REQUIRE RANDOM ADMIN PASSWORD is already set to true, then set the token
ADMIN EMAIL with a valid email address.

ADMIN EMAIL=root@{ APPLICATION HOST }

If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

Set the USERS WITH NO _EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

Make sure that the following tokens have a value if ETL is enabled.

SOAP_ANONYMOUS SHARED SECRET=
ETL_SOAP SHARED SECRET=
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1) Configure the following settings for Black Duck Code Sight.

Note: In case the HOST token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

[

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS SSL_KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS_ ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS SDK_SEARCH LIMIT MAX=200

Advanced Black Duck Code Sight configuration settings:

Note: The following are the advanced configuration tokens which can be set once during the time of
installation.

The path where the repositories are enabled for codesearch to check out.
BDCS_SCAN_SOURCE_DIR ROOT=/opt/collabnet/blackduck/scan

The path where the codesearch software is installed.
BDCS INSTALL PATH=/opt/collabnet/blackduck

The path where codesearch database is installed.
BDCS_PGSQL HOME DIR ROOT=/opt/collabnet/blackduck/postgres

The port number for the codesearch db server.
BDCS PGSQL PORT=55435

The tomcat maximum heap memory size in megabytes.
BDCS_TOMCAT MX IN MB=1024

The shutdown port number for codesearch tomcat server.
BDCS_TOMCAT SHUTDOWN PORT=9189

m) If you are installing TeamForge through disconnected media, set the token HELP _AVAILABILITY=local.
n) Save the site-options.conf file.
7. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
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./install.sh -r -I -V

8. If you are installing on a server that is behind a proxy, unset the Attp_proxy token.

export http proxy=
9. ¢ Note: Perform this step in case your Oracle server version is not 11.2.0.1.

Download the corresponding version of Oracle client from http://www.oracle.com/technetwork/database/features/
instant-client/index-097480.html and run the following command:
zypper localinstall <path to oracle client rpm>
10. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V
11. Copy the Oracle datamart setup script from /opt/collabnet/teamforge/runtime/scripts to the /
tmp directory of my.db.host.
scp /opt/collabnet/teamforge/runtime/scripts/datamart-oracle-setup.sh
<username>@<my.db.host>:/tmp
Do this on the database server my.db.host
12. Install SuSE Linux Enterprise Server 11 SP2 and log in as root.

» See Platform specification for TeamForge 7.1 on page 356 for the full platform requirements.
» See the SuSE Linux Enterprise Server deployment guide for help.

' Important: Don't customize your installation. Select only the default packages list.

13. Check your basic networking setup.
See Set up networking for your TeamForge server on page 7 for details.
14. Copy the Oracle datamart setup script.
mkdir /ul
cp /tmp/datamart-oracle-setup.sh /ul
15. Log in as Oracle user and create the site database user and permissions.
See Set up an Oracle database on page 263 for help.
16. Create the reporting user and schema.
e Note: Skip this step if you have already set up the datamart setup in the Oracle database. Your responses

to the script's prompts must match the values of the equivalent variables in the site-options.conf
fileonmy.app.server.

cd /ul

sh datamart-oracle-setup.sh
Do this on the TeamForge Application Server (my.app.host)
17. Set up the initial site data (bootstrap).

./bootstrap-data.sh
18. Swap in the new Apache configuration file.

i’ Note: Set the value of the Apache configuration parameter MaxKeepAliveRequests=10000 in the /etc/
apache2/httpd. conf file before you restart Apache.

cd /etc/apache?

mv httpd.conf httpd.conf old

cp httpd.conf.cn new httpd.conf
cd /etc/sysconfig/

mv apache2 apache2 old


http://www.oracle.com/technetwork/database/features/instant-client/index-097480.html
http://www.oracle.com/technetwork/database/features/instant-client/index-097480.html
https://www.suse.com/documentation/sles11/book_sle_deployment/data/book_sle_deployment.html
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cp apache2.cn new apache2
/etc/init.d/apache2 start

19. Run the following script to set permissions for the TeamForge database read only user specified by the

DATABASE READ ONLY USER token.

/opt/collabnet/teamforge/runtime/scripts/set-ctfdb-readonly-user-
permission.py

20. Run the following script to set permissions for the reporting database read-only user.
/opt/collabnet/teamforge/runtime/scripts/set-reports-readonly-user-—
permission.py

21. Start TeamForge.

/etc/init.d/collabnet start
' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

« Ifthe project templates are already installed, you cannot re-install them using the TeamForge startup
script.

* You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

22.1f you have installed Black Duck Code Sight, then install the license for Black Duck Code Sight. For more
information, see Install the Black Duck Code Sight license on page 302.

23. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJdob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

e Tip: For more information see When do I run the initial load job? on page 325.

24. Integrate the CLI reports by running the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
25. To integrate the Black Duck Code Sight with the TeamForge run the Black Duck Code Sight post-
install. sh script.

Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
26. If the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

27.Restart the collabnet services.
/etc/init.d/collabnet restart
28. Apply some finishing touches and make sure everything is running smoothly.

a) Reboot the server and make sure all services come up automatically at startup.



| TeamForge system administrator how-tos | 106

b) Log into your site as the administrator.

The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
c) Create a sample project.

See Create a TeamForge project.
d) Write a welcome message to your site's users.

See Create a site-wide broadcast.

For specific instructions on installing Review Board, see: Set up Review Board on page 305

Installing TeamForge Orchestrate

To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

Verify your TeamForge 7.1 installation
Congratulations: you have just installed your TeamForge 7.1 site. Now you can apply some finishing touches and
make sure everything is running smoothly.

1.

Turn on SSL for your site by editing the relevant variables in the site-options.conf file.

See Set up SSL for your TeamForge site on page 272 for details.

0 Note: If SSL is enabled for any box belonging to your site, it must be enabled for all of them.

Log into your site as the administrator.

The value of the DOMAIN variable in the site-options.conf file is the URL to log into.
Install your license key.

See Supply your TeamForge license key from Teamforge user interface on page 260.

To verify that the tracker initial load (triggered through TrackerInitialJob) completed successfully, run
the following SQL from [RUNTIME DIR]/scripts/psqgl-reporting-wrapper or by by selecting the
Datamart option on the System Tools > Ad Hoc Database Query page in the TeamForge web interface.

select * from etl job where job name ='tracker initial etl’

The status column should have a value of 1.
Install a project template.

TeamForge comes with a sample project template that showcases some of the platform's most interesting features.
Site administrators and project managers can use this template to jump-start projects without a lot of manual setup
steps. See Install project templates manually on page 269.

e Note: This procedure is recommended, but not required.

Create a sample project.
See Create a TeamForge project.
Write a welcome message to your site's users.

See Create a site-wide broadcast.

Now that you have successfully installed your TeamForge site in its basic configuration, you can use the instructions
under Maintain your TeamForge 7.1 site on page 256 to help keep your site going.

Uninstall TeamForge 7.1
To remove TeamForge completely, use the zypper utility.

[

1.

2.

Important: This procedure removes the TeamForge and all associated databases, including your site data. Be
sure to back up any data you want to keep.

Stop TeamForge.

/etc/init.d/collabnet stop all

Run zypper to remove TeamForge.


http://help.collab.net/topic/teamforge700/action/creatingaproject.html
http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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zypper remove TeamForge-installer

For every box in a multi-box site, use the same steps to uninstall.

Install TeamForge on VMware Player or VMware ESXi
To get the functionality of CollabNet TeamForge with the ease of installation and maintenance that comes with
VMware, run CollabNet TeamForge on VMware.

e Note: For the hardware and software required to run TeamForge 7.1, see Hardware and software
requirements for CollabNet TeamForge 7.1 on a virtual machine on page 360.

Get TeamForge 7.1 for VMware Player or VMware ESXi

Download the CollabNet TeamForge installer from CollabNet and unzip it on the machine that will host your
TeamForge site.

Install TeamForge on VMware Player

The VMware installation is ideal for small number of TeamForge user installations due to its detailed installation
process. You have to download the CollabNet TeamForge installer for VMware Player and unzip it on the machine
that will host your TeamForge site.

.:-_ Note: The machine on which you are running the VMware Player must have at least 4 GB RAM and a 2
GHz processor.
Installing the VMware Player
1. Before you start TeamForge installation, install the VMware Player.
* Download the VMware Player for Windows (64bit) from vimware.com.
* Double-click the VMware-player.exe file and follow the instructions.
2. Start the VMware Player.

* Click Start > Programs > VMware > VMware Player.

e Note: You don't have to update the VMware Player when you start the VMware Player for the first time.

Downloading the TeamForge 7.1 installer for VMware Player
3. Contact the CollabNet Support and download the TeamForge installer zip file.
4. Unzip the TeamForge-7.1.0.0-VMware. zip file.
Installing the TeamForge 7.1 on VMware Player
5. Click Open a Virtual Machine.
6. Browse and select the TeamForge-71 . ova file from where you unzipped the TeamForge-7.1.0.0-
VMware . z1ip file earlier.
7. Click Import.
Once successfully imported, you can see a new virtual machine named "TeamForge-71" on the VM host list.
8. Click Edit Virtual machine Settings and set the following parameters.
a) Set the No. of Processors.
b) Set the Memory to 4 GB.
c) Set the MAC ID of the network adapter.
d) Click Save.

9. Select the TeamForge-71 virtual machine and click Play Virtual Machine.

It may take a few minutes to start the TeamForge-71 virtual machine depending on your computer's processing
speed.

Proceed with configuring your VMware Player installation by following the steps in Configure CollabNet TeamForge
on VMware Player.


https://my.vmware.com/web/vmware/free#desktop_end_user_computing/vmware_player/5_0
http://www.collab.net/support/secure-customer-login
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Install TeamForge on VMware ESXi

The VMware ESXi 5.0 or later image server is ideal for large TeamForge user installations due to its simplified

installation process. You can download the CollabNet TeamForge installer from CollabNet and unzip it on the

machine to host your TeamForge site.

+ Install the VMware ESXi 5.0 or later on the server where the Teamforge 7.1 would be hosted.

 Install the VMware vSphere Client 5.0 or later on a Windows (client) computer to connect to the VMware ESXi
TeamForge server.

To install the TeamForge 7.1 on a VMware ESXi server:

1. Contact the CollabNet Support and download the TeamForge installer zip file.

2. Unzip the TeamForge-7.1.0.0-VMware-xxx.zip file.

3. Run the VMware vSphere Client and select the VMware ESXi host on which you want to install the TeamForge.

4

. Select File > Deploy OVF Template.
The Deploy OVF Template dialog box appears.

5. Click Browse and select the TeamForge-71. ova file from where you unzipped the
TeamForge-7.1.0.0-VMware-xxx.zip file earlier.

6. Click Next.
The OVF Template Details wizard appears.

7. Click Next.

8. Type a name, for example "TeamForge-7.1" and click Next.

9. Select the Thin Provision check box and click Next.

10. Clear the Power On after Deployment check box if it's selected by default.

11. Click Finish.
Wait for the OVF template deployment to complete.

12. Click Close when the deployment is complete.
Open the main VMware vSphere Client window and expand the VMware ESXi host to see the "TeamForge-7.1"
virtual machine.

13. Select the "TeamForge-7.1" virtual machine.
14. Select the Summary tab from the work area.
15. Click Edit Settings.
16. Configure the hardware settings:

a) Set the memory to 4096 MB.

b) Set the CPU as 2 Cores.

c¢) Set the hard disk memory as 100 GB.

d) Click OK.

17. Start the TeamForge virtual machine: click Power On on the Summary tab.
Select the Console tab to view the TeamForge virtual machine's console output.

Proceed with configuring your VMware ESXi installation by following the steps in Configure CollabNet TeamForge
on VMware Player.

Configure CollabNet TeamForge on VMware Player
After you have installed the VMware Player, configure the TeamForge VMware image.

Only one user needs to configure TeamForge. This instance acts as the application server. To access CollabNet
TeamForge , the CollabNet TeamForge application server must be running in VMware Player. Other users can access
it via a Web browser without running VMware Player.

1. Inthe VMware Player, log in with the username root and the password changeme.

2. Enter and confirm a new Linux password.

. Tip: The system may warn that your password does not meet security standards. For example, it may be
too short. This does not mean the password is rejected. If you confirm the same password, it will work.


http://www.collab.net/support/secure-customer-login
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3. When prompted to run the configuration tool, type y.
4. Read the product license agreement.

Type g to close it.

e Tip: You can use the space bar to advance a screen at a time.

5. If you accept the license terms, type v.
6. In the CollabNet TeamForge configuration tool, choose Dynamic Networking (DHCP) or Static Networking
(Static IP)

* Dynamic networking is useful for a one-person trial installation. It is quick and easy, but email integration with
TeamForge will not work correctly.

' Note: If your IP address changes, you may also have to reconfigure source control.

+ Static networking is best if you are evaluating CollabNet TeamForge with a team, or if you already have a
license and intend to use TeamForge to support your team.

To configure static networking, you will need to get a static IP address and hostname from your network
administrator, and specify your network settings when prompted.

e Tip: In this case, it's also a good idea to run TeamForge in VMware Player on a dedicated machine.

The networking for TeamForge is restarted.

7. Specify your outgoing email (SMTP) server.

» For a one-person evaluation, accept the default value.
» Ifyou have a CollabNet TeamForge license and intend to send email outside of your firewall, use the SMTP
server settings provided by your network administrator.
' Note: Depending on your corporate email configuration, your system administrator may need to
permit TeamForge to send mail to the corporate mail server.
8. Choose whether to run CollabNet TeamForge at startup.

* Choose “Yes” to start CollabNet TeamForge automatically whenever you start the TeamForge VMware image.
* Choose “No” to require a manual CollabNet TeamForge startup whenever you start the TeamForge VMware
image.
9. At the prompt, click Enter to start your CollabNet TeamForge site.

' Note: Startup can take several minutes, depending on the speed of the host system. On some
slower systems, you may get a false failure message from JBoss, like this: jboss (app)
(localhost:8080) ittt failed to start in 600
seconds, giving up now. Please check the log: /opt/collabnet/teamforge/
log/apps/service.log FAILED

This can safely be ignored.
' Tip: From now on, you can stop and restart TeamForge using these commands:

/etc/init.d/httpd stop
/etc/init.d/collabnet stop
/etc/init.d/postgresgl-9.0 stop
/etc/init.d/httpd start
/etc/init.d/postgresgl-9.0 start
/etc/init.d/collabnet start

10. Log into your new site with the user name admin and the password admin.

The URL for your site is the IP address or domain name provided in the Linux console at the end of the
installation process.
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' Note: You will have to change your administrator password when you first log in.
Configure the CLI Jobs Linked Application's URL

Important: Configure the CLI Jobs linked application's URL only if the site option token HOST localhost is
configured as "localhost" in the site-options.conf file.

| &

11. After logging on to TeamForge, click the Projects tab.

12. Click the Look project.

13. Click Project Admin in the project navigation bar.

14. Click Project Toolbar from the Project Admin Menu.

15. Select the Linked Applications tab.

16. Select the CLI Jobs linked application's check box and click Edit.

17.Modify the URL: Replace the "1ocalhost" with the hostname or IP address of the computer that hosts the
TeamForge application.

18. Click Save.

Note: To track the ETL job failures, configure the token SOAP. ANONYMOUS SHARED SECRET in
site-options.conf and re-create runtime. This token sends notifications when the ETL job fails. For more
details, refer to: SOAP ANONYMOUS SHARED SECRET.

[

Supply your TeamForge license key
Your license key enables you to use CollabNet TeamForge for the period of your contract.

Your license key will only work for the IP address of the machine that your CollabNet TeamForge is running on, as
specified in your order form.

e Tip: These steps are for installing your license key via the web interface. If you prefer, you can install it as a
text file instead. See Supply your CollabNet TeamForge license key as a text file on page 260.

1. Locate the confirmation email you received from your CollabNet representative when you purchased your
contract.

2. Log into your site as the site administrator.

« Note: The site administrator is different from the root user on the machine where the site is running.

3. Click Admin > License Key.
If you have entered a license before, the IP address and current licensed number of users on your site are listed on
the License Key page. Verify that the IP address is the same as the one you entered in your order form.

4. Click Enter License Key.

5. Copy your new license key from the confirmation email and paste it into the Enter License Key field.

A license key string looks like this:
25:supervillaininc:144.16.116.25.:302D02150080D7853DB3E5C6F67EABC65BD3AC17D4D35CB372002

' Tip: save this license key in case you need to reinstall CollabNet TeamForge.
6. Click Save.

7. Verify that the new value for Licensed Number of Users matches the total number of licensed users in your
contract.

Uninstall TeamForge 7.1
To remove TeamForge completely, use the YUM utility.

Important: This procedure removes the TeamForge and all associated databases, including your site data. Be
sure to back up any data you want to keep.

[

1. Stop TeamForge.
/etc/init.d/collabnet stop all
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2. Run yum to remove TeamForge.
yum erase TeamForge-installer

For every box in a multi-box site, use the same steps to uninstall.

Upgrade to TeamForge 7.1

When you upgrade to TeamForge 7.1, you can have Black Duck Code Sight on the same server as the main
TeamForge application, or a on a separate one. Choose the instructions that fit your case.

Plan your upgrade to TeamForge 7.1

As the first step in upgrading to TeamForge 7.1, consider some key questions that will affect how your new site
works.

1. Where is everything?

TeamForge consists of five interrelated services that can run on separate hardware or share one or more servers in
various configurations. If you aren't the person who first installed your current TeamForge site (or maybe, even
if you are), it's essential to catalog the hosts where your services are running and to know what configuration has
been applied to them.

2. Provide site-wide reporting?
TeamForge 6.1.x and later let site administrators track user logins.

If your users want site-wide reporting feature enabled, you'll have to turn on a service known as extract-transform-
load (ETL), during the upgrade process. You'll also have to configure a new database called the datamart. These
elements are turned off by default.

After your site is upgraded, you can also choose to move these new services off to one or more separate servers,
the same as you can do with the existing TeamForge services.

3. Complete site re-indexing required?

+ Ifyou are upgrading from TeamForge 6.1.1 or later versions to TeamForge 7.1, you can run the
indexupgrade . py script, which converts the Lucene 3.x indices to Lucene 4.4 format. For more
information about the indexupgrade . py script, see Upgrade TeamForge 7.1 search index to Lucene 4.x
format on page 318. However, if you choose to re-index data, it takes a lot of time and the search service
would have to be down till then. Instead, if you choose to upgrade your existing indices, you can convert your
site's search indices to Lucene 4.x format quickly using the indexupgrade . py script with less downtime of
the search service.

» Ifyou are upgrading from TeamForge 6.1 or earlier versions to TeamForge 7.1, you must re-index your site
completely. This could be time consuming and depends on the size of data.

4. "Dedicated" and "Advanced" installation types

The type of TeamForge installation you have makes a difference for how you upgrade and patch the site. If your
site is a dedicated site, you'll be able to skip some of the steps outlined here. If you don't know whether your site
was originally installed as dedicated or advanced, here's how you can find out: Is my TeamForge site "dedicate"d
or "advanced"? on page 253

5. Branding changes?
Every release of TeamForge can bring changes to the look and feel of the product. TeamForge 7.1 is no exception.
If you have edited files in your site's branding repository (that's how you customize the look and feel of the

product), you must download the new branding package and check into your branding repository the new versions
of any files you have edited. See Customize anything on your site for instructions.

6. Special database settings?

The efficiency of your database can have an impact on your users' perception of the site's usability. If your
site uses a PostgreSQL database (which is the default), you may want to consider tuning it to fit your specific
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circumstances. The default settings are intended for a small-to-medium site running on a single server. See What
are the right PostgreSQL settings for my site? on page 321 for recommendations from CollabNet's performance
team on optimizing PostgreSQL for different conditions.

7. Upgraded JDK

TeamForge 7.1 uses JDK 1.7.0_40. If you are upgrading on the same server, and that server has an older JDK
version, the TeamForge upgrade utility upgrades the JDK. However, you'll still need to edit the JAVA HOME
variable in your site-options.conf file to reflect the new JDK version.

8. Lucene 4.4 upgrade

TeamForge 7.1 uses Lucene 4.4. Post upgrade to TeamForge 7.1, you must run the indexupgrade. py script
to convert your site's existing indices to Lucene 4.x format. Running this script saves you time, which otherwise
must be spent in reindexing your site's indices. Converting indices to Lucene 4.x format also improves your site's
search performance. For more information, see:

*  Upgrade TeamForge 7.1 search index to Lucene 4.x format
* indexupgrade.py on page 378

Upgrade to TeamForge 7.1 on Red Hat/CentOS

You can upgrade to TeamForge 7.1 from TeamForge 7.0. You can upgrade on the same box where your current
TeamForge site is running, or you can take this opportunity to move your site to a new box. Choose the instructions
that fit your case.

l‘.'_ Note: The YUM installer installs the CollabNet TeamForge site in the default directory "/opt/
) collabnet/teamforge".
' Note:

+ Ifyou are upgrading from TeamForge 6.1.1 or later versions to TeamForge 7.1, you can run the
indexupgrade.py script, which converts the Lucene 3.x indices to Lucene 4.4 format. For more
information about the indexupgrade . py script, see Upgrade TeamForge 7.1 search index to Lucene
4.x format on page 318. However, if you choose to re-index data, it takes a lot of time and the search
service would have to be down till then. Instead, if you choose to upgrade your existing indices, you can
convert your site's search indices to Lucene 4.x format quickly using the indexupgrade . py script with
less downtime of the search service.

+ Ifyou are upgrading from TeamForge 6.1 or earlier versions to TeamForge 7.1, you must re-index your
site completely. This could be time consuming and depends on the size of data.

Upgrade to TeamForge 7.1 - All Services on the same server

In this procedure, we'll assume that you are upgrading on the same server where your existing TeamForge 7.0 site
is running. It is possible to simultaneously upgrade and move your site to a new hardware. However, since we are
working with a dedicated installation, the priority here is to keep things as simple and quick as possible.

In this option, the following services run on the application server (we call this my.app.host).

» TeamForge Application Server

» Black Duck Code Sight Server

» Database Server (Operational DB and Reports DB)
+ ETL Server

* GIT Integration Server

* SCM Integration Server (Subversion and CVS)

* Search Server (Indexer).

Log in to the server as root.

Do the following on the application server - my.app.host
1. Stop TeamForge.

/etc/init.d/collabnet stop all
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. Migrate your PostgreSQL to the latest version supported by TeamForge 7.1.

.:-_ Important: You must have RHEL/CentOS 6.5 or later to run PGTurant. Upgrade the operating system
packages (yum upgrade) before running PGTurant on sites running on RHEL/CentOS versions 6.4 or
carlier.

a) Install PGTurant. See Upgrade PostgreSQOL using PGTurant on page 256 for more information.

.:-_ Important: If your TeamForge site has no internet access, contact the CollabNet Support, get the
pgturant-8.0.0.0-x.noarch.rpm package and unpack the RPM.

rpm -ivh pgturant-8.0.0.0-x.nocarch.rpm

yum install pgturant -y
b) Upgrade TeamForge PostgreSQL data directory to PostgreSQL 9.2.

cd /opt/collabnet/pgturant/bin/

./pgturant -s /var/lib/pgsqgl/9.0/data -d /var/lib/pgsgl/9.2 -u 9.2 -m
. Start the PostgreSQL service, run the analyze new cluster. sh script and stop PostgreSQL.
/etc/init.d/postgresql-9.2 start
su - postgres -c "/var/lib/pgsqgl/9.2/analyze new cluster.sh"
/etc/init.d/postgresgl-9.2 stop - -
. Click here only if your reporting database is running on a separate port.
. Back up the file system data.

' Tip: /tmp/backup dir isjust an example. You can use any directory or partition you prefer to store
your backup files.

a) Make an archive file with the following data directories:

Directory Contents

/opt/collabnet/teamforge/var User-created data, such as artifact attachments

/svnroot Subversion source code repositories

/sf-svnroot Subversion repository for branding data

/cvsroot CVS source code repositories (not present on all
sites)

/gitroot GIT source code repositories

cp -Rpfv /svnroot /sf-svnroot /cvsroot /opt/collabnet/teamforge/var /
tmp/backup dir

If Git integration is enabled, do the following:
mkdir /tmp/backup dir/gerrit
cp -Rpfv /gitroot /tmp/backup dir
cp -Rpfv /opt/collabnet/gerrit/etc /opt/collabnet/gerrit/.ssh /tmp/
backup dir/gerrit
b) Back up your SSH keys, if any.
¢) Back up your SSL certificates and keys, if any.

. Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.

. Run the following commands to upgrade Red Hat/CentOS to the latest version.


http://www.collab.net/support/secure-customer-login
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a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.

yum erase neon-devel -y
yum erase subversion-devel -y
b) Upgrade the operating system packages.
yum upgrade
8. Ifthe TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) If not disabled, run the following command to disable SELinux.
setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

9. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

10. Uninstall the TeamForge CLI add-on (if it is already installed).
' Note: Skip this step if you are upgrading from TeamForge 6.2

cd /opt/collabnet/teamforge/add-ons/teamforge cli server
./install --uninstall
yum erase teamforge cli server

11. Uninstall the PostgreSQL RPMs.
' Note: When prompted, you must select the option to remove all the dependent packages.

yum erase postgresql90-libs postgresgl90-docs postgresgl90-server
postgresgl90

12. Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge
b) GIT: To install the GIT packages run the following command:

yum install teamforge-git
¢) Black Duck Code Sight: To install the Black Duck Code Sight packages run the following command:

yum install teamforge-codesearch

13.In the site-options.conf file, make sure you do the following.

' Note: Back up your site-options.conf file before making any changes.

vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Update the host name and domain name, if required.

HOST localhost=app database datamart etl indexer subversion cvs

DOMAIN localhost=my.app.domain.com
Configure the following settings if you are installing Git.

HOST localhost=app database datamart etl indexer subversion cvs gerrit



b)

d)

g)
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Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app database datamart etl indexer subversion
cvs codesearch

Configure the JAVA _HOME token for TeamForge.

JAVA HOME=/usr/java/jdkl.7.0_40

Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL_KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_ CA CERT FILE and SSL__ CHAIN FILE are optional.

If your site is running in SSL mode (SSL=on), add the following java runtime property to the
JBOSS JAVA OPTS token.

JBOSS JAVA OPTS=-Xmsl536m -Xmx1536m -XX:MaxPermSize=512m -server -XX:
+HeapDumpOnOutOfMemoryError -XX:HeapDumpPath=/tmp -verbose:gc -XX:+
PrintGCTimeStamps -XX:+PrintGCDetails -Djsse.enableSNIExtension=false
-Dsun.rmi.dgc.client.gcInterval=600000 -
Dsun.rmi.dgc.server.gcInterval=600000

If the token REQUIRE _PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE _DATE for more
information.

Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $auto$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

*+ REPORTS DATABASE PASSWORD

« REPORTS DATABASE READ ONLY PASSWORD

+ ETL SOAP_SHARED_ SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
Password Obfuscation
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The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIXis {OBF}:).

e Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

h) Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

i) Setthe USERS WITH NO EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

j) Make sure that the following tokens have a value if ETL is enabled.

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP SHARED SECRET=

k) Configure the following settings for Black Duck Code Sight.

e Note: In case the HOST _token is configured as HOST localhost, then specify the following token
) with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

.:-_ Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_TOMCAT_PORT:918O

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200
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1) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more info see
GERRIT FORCE HISTORY PROTECTION on page 396

m) If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

n) If you are installing TeamForge through disconnected media, set the token HELP _AVAILABILITY=local.
0) Ensure to set the token SELINUX SETUP=false temporarily in the site-options.conf file.
p) Save the site-options.conf file.

14. Run the following command to remove the pagespeed cache.

cd /opt/collabnet/teamforge/cache

rm -rf pagespeed
15. Back up the old TeamForge runtime directory.

mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old
16. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0

./install.sh -r -I -V

17. Update the file permissions on your site's data.
/opt/collabnet/teamforge/runtime/scripts/fix data permissions.sh

e Note: This process can take a long time for a site with a lot of data.

18. Convert your site data to work with TeamForge 7.1.

e Tip: Before you kick off the data migration, use the /etc/init.d/collabnet status command
to make sure the Jboss, Tomcat and Tomcatcs services are stopped.

/opt/collabnet/teamforge/runtime/scripts/migrate.py
The migrate.py script locates the existing site data and modifies it as needed.
This includes configuration data for LDAP and the James mail server. Any modifications that you have applied to
these components on your old site are reproduced on your upgraded TeamForge 7.1 site.
19. Run the following script to upgrade the index to Lucene 4.x format.
Note: You must back up the existing search index directory before running this script. Refer to the
SEARCH_INDEX LOCATION token in the runtime-options. conf file to know the search index
directory location.
/opt/collabnet/teamforge/runtime/scripts/indexupgrade.py
20. Run the following script to upgrade the Subversion working copies.

/opt/collabnet/teamforge/runtime/scripts/svn-upgrade-working-copies.sh
21. Start TeamForge.

/etc/init.d/collabnet start
' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

» Ifthe project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

22.1f you are upgrading from TeamForge 7.0, run the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
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23.1f you are upgrading from TeamForge 6.2 or earlier versions and the CLI reports are already configured, follow
these steps:

a) Back up the CLI reports.

mkdir /root/backup
cd /root/backup
backup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/reports/pkg
backup> find . -name .svn | xargs rm -rf
b) Remove the c1i/reports folder from the branding repository.

e Note: Do a SVN delete to remove this folder from the repository.

mkdir /tmp/cleanup
cd /tmp/cleanup
cleanup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
cli> svn delete reports
cli> svn commit -m "To delete the old CLI reports folder"
¢) Runthe post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
d) Commit the backup 'pkg' folder which is available in this location branding/cli/custom-reports/

mkdir /root/restore
cd /root/restore
restore> svn checkout —--username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
mkdir custom-reports
cp -avx /root/backup/pkg custom-reports
svn add custom-reports
svn commit -m "adding the existing customized reports"
e) Manually schedule the cron job from the CLI command prompt.

/opt/collabnet/teamforge/add-ons/teamforge cli/bin/ctf
ctf > server add <alise name> <http/https://hostname>
ctf/list(2)> Now, hit the Enter key.

ctf > conn <alise name>

When prompted, enter the user name (<admin_username>) and password (<admin_password>)

ctf> whois admin ids cliserver set command run system/once/migrate.ctf
ctf> \g

24.1f you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

» TeamForge password: The password for the dedicated TeamForge site administrator account.
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» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.
/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:

Login to the app server and run the following command:

/etc/init.d/collabnet status

25. Install the Black Duck Code Sight license on the server where Black Duck Code Sight is installed. For more
information see these instructions.

26. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.

i’ Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
27. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:

e Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>

Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint.box is the server with the SCM integration server.

In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.

28. If the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss
29. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.
cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

e Tip: For more information see When do I run the initial load job? on page 325.

30. Apply the finishing touches and make sure everything is running smoothly after upgrading to TeamForge 7.1.

a) Log into your site as the administrator.

b) If your site has custom branding, verify that your branding changes still work as intended.
See Customize anything on your site.

c) Let your site's users know they've been upgraded.

See Create a site-wide broadcast.


http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
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.:-_ Important: Do not delete the teamforge-installer/7.1.0.0 directory. You will need it for
future maintenance and upgrades.

31.Remove the repository and the file system backup files from /tmp/backup dir directory after the TeamForge
site is up and running as expected.

e Note: After the upgrade, it takes some time for the publishing repositories to get created for projects
imported from other TeamForge sites.

Installing TeamForge Orchestrate

To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

To upgrade Review Board see these instructions.

To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271

Upgrade to TeamForge 7.1 - Database and Datamart on a separate server

In this procedure, we'll assume that you are upgrading on the same server where your existing TeamForge 7.0 site

is running. It is possible to simultaneously upgrade and move your site to a new hardware. However, since we are
working with a dedicated installation, the priority here is to keep things as simple and quick as possible.

In this option, the following services run on the TeamForge Application Server (We call this my.app.host).

» TeamForge Application Server

» Black Duck Code Sight Server

* ETL Server

* GIT Integration Server

* SCM Integration Server (Subversion and CVS)
» Search Server (Indexer)

Both the operational and reports databases run on the Database Server (Operational DB and Reports DB). (We call
this my.db.host)

e Note: For the ETL service to run as expected in a distributed TeamForge installation, all servers must have
the same time zone.

Log in to the server as root.

Do the following on the application server - my.app.host

1. Stop TeamForge.

/etc/init.d/collabnet stop all
2. Back up the file system data.

' Tip: /tmp/backup dir is just an example. You can use any directory or partition you prefer to store
your backup files.

a) Make an archive file with the following data directories:

Directory Contents

/opt/collabnet/teamforge/var User-created data, such as artifact attachments

/svnroot Subversion source code repositories

/sf-svnroot Subversion repository for branding data

/cvsroot CVS source code repositories (not present on all
sites)

/gitroot GIT source code repositories

mkdir -p /tmp/backup dir


http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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cp -Rpfv /svnroot /sf-svnroot /cvsroot /opt/collabnet/teamforge/var /
tmp/backup dir

b) If GIT integration is enabled, do the following:
mkdir /tmp/backup dir/gerrit
cp -Rpfv /gitroot /tmp/backup dir
cp -Rpfv /opt/collabnet/gerrit/etc /opt/collabnet/gerrit/.ssh /tmp/
backup dir/gerrit

¢) Back up your SSH keys, if any.

d) Back up your SSL certificates and keys, if any.

3. Migrate your PostgreSQL to the latest version supported by TeamForge 7.1.
' Important: You must have RHEL/CentOS 6.5 or later to run PGTurant. Upgrade the operating system

packages (yum upgrade) before running PGTurant on sites running on RHEL/CentOS versions 6.4 or
earlier.

a) Install PGTurant. See Upgrade PostgreSQL using PGTurant on page 256 for more information.

0 Important: If your TeamForge site has no internet access, contact the CollabNet Support, get the
) pgturant-8.0.0.0-x.noarch.rpm package and unpack the RPM.

rpm -ivh pgturant-8.0.0.0-x.noarch.rpm

yum install pgturant -y
b) Upgrade TeamForge PostgreSQL data directory to PostgreSQL 9.2.

cd /opt/collabnet/pgturant/bin/
./pgturant -s /var/lib/pgsqgl/9.0/data -d /var/lib/pgsgl/9.2 -u 9.2 -m
4. Start the PostgreSQL service, run the analyze new cluster. sh script and stop PostgreSQL.
/etc/init.d/postgresgl-9.2 start
su - postgres -c "/var/lib/pgsqgl/9.2/analyze new cluster.sh"
/etc/init.d/postgresqgl-9.2 stop - -
5. Click here only if your reporting database is running on a separate port.
Do this on the database server - my.db.host
6. Migrate your PostgreSQL to the latest version supported by TeamForge 7.1.
' Important: You must have RHEL/CentOS 6.5 or later to run PGTurant. Upgrade the operating system

packages (yum upgrade) before running PGTurant on sites running on RHEL/CentOS versions 6.4 or
earlier.

a) Install PGTurant. See Upgrade PostgreSQL using PGTurant on page 256 for more information.

i’ Important: If your TeamForge site has no internet access, contact the CollabNet Support, get the
pgturant-8.0.0.0-x.noarch.rpm package and unpack the RPM.

rpm -ivh pgturant-8.0.0.0-x.noarch.rpm

yum install pgturant -y
b) Upgrade TeamForge PostgreSQL data directory to PostgreSQL 9.2.

cd /opt/collabnet/pgturant/bin/
./pgturant -s /var/lib/pgsqgl/9.0/data -d /var/lib/pgsgl/9.2 -u 9.2 -m
7. Start the PostgreSQL service, run the analyze new cluster. sh script and stop PostgreSQL.
/etc/init.d/postgresqgl-9.2 start
su - postgres -c "/var/lib/pgsql/9.2/analyze new cluster.sh"
/etc/init.d/postgresgl-9.2 stop - -
8. Click here only if your reporting database is running on a separate port.
Do this on the application server - my.app.host


http://www.collab.net/support/secure-customer-login
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Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.

Run the following commands to upgrade Red Hat/CentOS to the latest version.
a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.
yum erase neon-devel -y

yum erase subversion-devel -y
b) Upgrade the operating system packages.

yum upgrade
If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.

a) Verify if SELinux is running in enforcing mode.

getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) Ifnot disabled, run the following command to disable SELinux.

setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for

Red Hat/CentOS
Uninstall the TeamForge CLI add-on (if it is already installed).

' Note: Skip this step if you are upgrading from TeamForge 6.2

cd /opt/collabnet/teamforge/add-ons/teamforge cli server

./install --uninstall

yum erase teamforge cli server
If GIT is enabled, uninstall the PostgreSQL database used by gerrit as PostgreSQL may be upgraded later during
the installation.

' Note: When prompted, you must select the option to remove all the dependent packages.

yum erase postgresql90-libs postgresgl90-docs postgresgl90-server
postgresgl90

Install the following application packages.

a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge-app teamforge-scm teamforge-etl
b) GIT: To install the GIT packages run the following command:

yum install teamforge-git
¢) Black Duck Code Sight: To install the Black Duck Code Sight packages run the following command:

yum install teamforge-codesearch

Update your site-options.conf file.

' Important: Back up your site-options.conf file before making any changes.

vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf
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a) Update the host name and domain name, if required.

HOST localhost=app etl indexer subversion cvs
DOMAIN localhost=my.app.domain.com

HOST my.db.host=database datamart
Add "gerrit" to Host localhost if you are installing Git.
HOST localhost=app etl indexer subversion cvs gerrit
Add "codesearch" to Host localhost if you are installing Black Duck Code Sight.

HOST localhost=app etl indexer subversion cvs codesearch

b) Configure the JAVA HOME token for TeamForge.

JAVA HOME=/usr/java/jdkl.7.0_40

¢) Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL_CHAIN FILE=

' Note: The SSL_CA_CERT FILE and SSL._CHAIN_FILE are optional.

d) If your site is running in SSL mode (SSL=on), add the following java runtime property to the
JBOSS JAVA OPTS token.

JBOSS JAVA OPTS=-Xmsl536m -Xmx1536m -XX:MaxPermSize=512m -server -XX:
+HeapDumpOnOutOfMemoryError -XX:HeapDumpPath=/tmp -verbose:gc -XX:+
PrintGCTimeStamps -XX:+PrintGCDetails -Djsse.enableSNIExtension=false
-Dsun.rmi.dgc.client.gcInterval=600000 -
Dsun.rmi.dgc.server.gcInterval=600000

e) If the token REQUIRE PASSWORD SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL EFFECTIVE DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE DATE for more
information.

f) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $aute$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.
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+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

*+ REPORTS DATABASE PASSWORD

+ REPORTS DATABASE READ ONLY PASSWORD

« ETL SOAP SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIXis {OBF}:).

Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and PostgreSQL automatically.

Set the USERS. WITH _NO_EXPIRY PASSWORD token as follows:

[

USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

Make sure that the following tokens have a value if ETL is enabled.

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

Note: In case the HOST _token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

[

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.
BDCS_SSL_CA CERT FILE=
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BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS SDK_SEARCH LIMIT MAX=200

1) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

m) If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

n) If you are installing TeamForge through disconnected media, set the token HELP _AVAILABILITY=local.
0) Ensure to set the token SELINUX SETUP=false temporarily in the site-options.conf file.
p) Savethe site-options.conf file.

17.Run the following command to remove the pagespeed cache.

cd /opt/collabnet/teamforge/cache

rm -rf pagespeed
18. Back up the old TeamForge runtime directory.

mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old
19. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0

./install.sh -r -1 -V

20. Update the file permissions on your site's data.
/opt/collabnet/teamforge/runtime/scripts/fix data permissions.sh

e Note: This process can take a long time for a site with a lot of data.

Do this on the database server - my.db.host
21.Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.

22. Run the following commands to upgrade Red Hat/CentOS to the latest version.
a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.
yum erase neon-devel -y
yum erase subversion-devel -y
b) Upgrade the operating system packages.
yum upgrade
23.If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce

b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c) Ifnot disabled, run the following command to disable SELinux.
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setenforce 0

24. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

25. If the PostgreSQL database is running locally, stop the PostgreSQL service.

/etc/init.d/postgresgl-9.0 stop
26. Uninstall the PostgreSQL RPMs.

' Note: When prompted, you must select the option to remove all the dependent packages.

yum erase postgresqgl90-libs postgresql90-docs postgresgl90-server
postgresqglo0

27. Install the TeamForge database packages.

yum install teamforge-database
28.Copy the site-options.conf file from my.app.host and modify the token settings.
i’ Note: If you choose to use the old site-options.conf file, don’t forget to copy the AUTO _DATA

token from the application server.

HOST localhost=database datamart
DOMAIN localhost=my.db.domain.com

HOST my.app.host=app etl indexer subversion cvs

29. Back up the old TeamForge runtime directory.
mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old
30. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

Do this on the application server - my.app.host

31. Convert your site data to work with TeamForge 7.1.

e Tip: Before you kick off the data migration, use the /etc/init.d/collabnet status command
to make sure the Jboss, Tomcat and Tomcatcs services are stopped.

/opt/collabnet/teamforge/runtime/scripts/migrate.py
The migrate.py script locates the existing site data and modifies it as needed.

This includes configuration data for LDAP and the James mail server. Any modifications that you have applied to
these components on your old site are reproduced on your upgraded TeamForge 7.1 site.
32. Run the following script to upgrade the index to Lucene 4.x format.
Note: You must back up the existing search index directory before running this script. Refer to the
SEARCH_INDEX LOCATION token in the runtime-options. conf file to know the search index
directory location.
/opt/collabnet/teamforge/runtime/scripts/indexupgrade.py
33. Run the following script to upgrade the Subversion working copies.

/opt/collabnet/teamforge/runtime/scripts/svn-upgrade-working-copies.sh
34. Start TeamForge.

/etc/init.d/collabnet start



| TeamForge system administrator how-tos | 127

' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

+ Ifthe project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

35.1f you are upgrading from TeamForge 7.0, run the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
36. If you are upgrading from TeamForge 6.2 or earlier versions and the CLI reports are already configured, follow
these steps:

a) Back up the CLI reports.

mkdir /root/backup
cd /root/backup
backup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/reports/pkg
backup> find . -name .svn | xargs rm -rf
b) Remove the c1i/reports folder from the branding repository.

0 Note: Do a SVN delete to remove this folder from the repository.

mkdir /tmp/cleanup
cd /tmp/cleanup
cleanup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
cli> svn delete reports
cli> svn commit -m "To delete the old CLI reports folder"
¢) Runthe post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
d) Commit the backup 'pkg' folder which is available in this location branding/cli/custom-reports/

mkdir /root/restore
cd /root/restore
restore> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
mkdir custom-reports
cp -—avx /root/backup/pkg custom-reports
svn add custom-reports
svn commit -m "adding the existing customized reports"
e) Manually schedule the cron job from the CLI command prompt.

/opt/collabnet/teamforge/add-ons/teamforge cli/bin/ctf
ctf > server add <alise name> <http/https://hostname>
ctf/list(2)> Now, hit the Enter key.

ctf > conn <alise name>

When prompted, enter the user name (<admin_username>) and password (<admin_password>)

ctf> whois admin ids cliserver set command run system/once/migrate.ctf
ctf> \qg
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37.1f you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.
» TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.

/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:
Login to the app server and run the following command:

/etc/init.d/collabnet status
38. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.

Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
39. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:

e Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>

Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint.box is the server with the SCM integration server.

In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.
40. If the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.
cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss
41. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.
cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.
./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

i’ Tip: For more information see When do I run the initial load job? on page 325.

42. Apply the finishing touches and make sure everything is running smoothly after upgrading to TeamForge 7.1.
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a) Log into your site as the administrator.
b) If your site has custom branding, verify that your branding changes still work as intended.
See Customize anything on your site.
¢) Let your site's users know they've been upgraded.
See Create a site-wide broadcast.
' Important: Do not delete the teamforge-installer/7.1.0.0 directory. You will need it for
future maintenance and upgrades.
43. Remove the repository and the file system backup files from /tmp/backup_ dir directory after the TeamForge

site is up and running as expected.

.:-_ Note: After the upgrade, it takes some time for the publishing repositories to get created for projects
imported from other TeamForge sites.

To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

To upgrade Review Board see these instructions.

To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271

Upgrade to TeamForge 7.1 - Reporting services on a separate server

In this procedure, we'll assume that you are upgrading on the same server where your existing TeamForge 7.0 site

is running. It is possible to simultaneously upgrade and move your site to a new hardware. However, since we are
working with a dedicated installation, the priority here is to keep things as simple and quick as possible.

In this option, the following services run on the application server (we call this my.app.host).

» TeamForge Application Server

» Black Duck Code Sight Server

» Database Server (Operational DB)

* GIT Integration Server

* SCM Integration Server (Subversion and CVS)
» Search Server (Indexer)

The following service runs on the database server. (We call this my.reports.host)

» Database server (reports db)
* ETL server

Note: For the ETL service to run as expected in a distributed TeamForge installation, all servers must have
the same time zone.

Log in to the server as root.

Do the following on the application server - my.app.host

1. Stop TeamForge.

/etc/init.d/collabnet stop all
2. Migrate your PostgreSQL to the latest version supported by TeamForge 7.1.

e Important: You must have RHEL/CentOS 6.5 or later to run PGTurant. Upgrade the operating system
packages (yum upgrade) before running PGTurant on sites running on RHEL/CentOS versions 6.4 or
earlier.

a) Install PGTurant. See Upgrade PostgreSQOL using PGTurant on page 256 for more information.

e Important: If your TeamForge site has no internet access, contact the CollabNet Support, get the
pgturant-8.0.0.0-x.noarch.rpm package and unpack the RPM.

rpm -ivh pgturant-8.0.0.0-x.noarch.rpm

yum install pgturant -y
b) Upgrade TeamForge PostgreSQL data directory to PostgreSQL 9.2.


http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
http://www.collab.net/support/secure-customer-login
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cd /opt/collabnet/pgturant/bin/
./pgturant -s /var/lib/pgsqgl/9.0/data -d /var/lib/pgsgl/9.2 -u 9.2 -m
3. Start the PostgreSQL service, run the analyze new cluster. sh script and stop PostgreSQL.
/etc/init.d/postgresgl-9.2 start
su - postgres -c "/var/lib/pgsqgl/9.2/analyze new cluster.sh"
/etc/init.d/postgresql-9.2 stop - -
4. Back up the file system data.

' Tip: /tmp/backup dir isjust an example. You can use any directory or partition you prefer to store
your backup files.

a) Make an archive file with the following data directories:

Directory Contents

/opt/collabnet/teamforge/var User-created data, such as artifact attachments

/svnroot Subversion source code repositories

/sf-svnroot Subversion repository for branding data

/cvsroot CVS source code repositories (not present on all
sites)

/gitroot GIT source code repositories

cp -Rpfv /svnroot /sf-svnroot /cvsroot /opt/collabnet/teamforge/var /
tmp/backup dir

If GIT integration is enabled, do the following:
mkdir /tmp/backup dir/gerrit
cp -Rpfv /gitroot /tmp/backup dir

cp -Rpfv /opt/collabnet/gerrit/etc /opt/collabnet/gerrit/.ssh /tmp/
backup dir/gerrit

b) Back up your SSH keys, if any.
¢) Back up your SSL certificates and keys, if any.
Do this on the reporting server - my.reports.host
5. Migrate your PostgreSQL to the latest version supported by TeamForge 7.1.
' Important: You must have RHEL/CentOS 6.5 or later to run PGTurant. Upgrade the operating system

packages (yum upgrade) before running PGTurant on sites running on RHEL/CentOS versions 6.4 or
earlier.

a) Install PGTurant. See Upgrade PostgreSQL using PGTurant on page 256 for more information.

0 Important: If your TeamForge site has no internet access, contact the CollabNet Support, get the
) pgturant-8.0.0.0-x.noarch.rpm package and unpack the RPM.

rpm -ivh pgturant-8.0.0.0-x.noarch.rpm

yum install pgturant -y
b) Upgrade TeamForge PostgreSQL data directory to PostgreSQL 9.2.

cd /opt/collabnet/pgturant/bin/
./pgturant -s /var/lib/pgsqgl/9.0/data -d /var/lib/pgsgl/9.2 -u 9.2 -m
6. Start the PostgreSQL service, run the analyze new cluster. sh script and stop PostgreSQL.

/etc/init.d/postgresgl-9.2 start
su - postgres -c "/var/lib/pgsqgl/9.2/analyze new cluster.sh"


http://www.collab.net/support/secure-customer-login
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/etc/init.d/postgresqgl-9.2 stop
7. Click here only if your reporting database is running on a separate port.
Do this on the application server - my.app.host
8. Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.

9. Run the following commands to upgrade Red Hat/CentOS to the latest version.
a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.
yum erase neon-devel -y
yum erase subversion-devel -y
b) Upgrade the operating system packages.
yum upgrade
10. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c) If not disabled, run the following command to disable SELinux.
setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

11. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

12.If the PostgreSQL database is running locally, stop the PostgreSQL service.

/etc/init.d/postgresqgl-9.0 stop
13. Uninstall the TeamForge CLI add-on (if it is already installed).

' Note: Skip this step if you are upgrading from TeamForge 6.2

cd /opt/collabnet/teamforge/add-ons/teamforge cli server
./install --uninstall
yum erase teamforge cli server

14. Uninstall the PostgreSQL RPMs.

' Note: When prompted, you must select the option to remove all the dependent packages.

yum erase postgresql90-libs postgresgl90-docs postgresgl90-server
postgresqgl90

15. Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge-app teamforge-scm teamforge-database
b) GIT: To install the GIT packages run the following command:

yum install teamforge-git
¢) Black Duck Code Sight: To install the Black Duck Code Sight packages run the following command:

yum install teamforge-codesearch

16.In the site-options.conf file, make sure you do the following.
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' Note: Back up your site-options.conf file before making any changes.

vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Update the host name and domain name, if required.

HOST localhost=app database indexer subversion cvs
HOST my.db.host=datamart etl

DOMAIN localhost=my.app.domain.com
Configure the following settings if you are installing Git.

HOST localhost=app database indexer subversion cvs gerrit
Configure the following settings if you are installing Black Duck Code Sight.

HOST my.host.name=app database indexer subversion cvs codesearch

b) Configure the JAVA HOME token for TeamForge.

JAVA HOME=/usr/java/jdkl.7.0_40

¢) Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL_CHAIN FILE=

0 Note: The SSL_ CA CERT FILE and SSL_ CHAIN FILE are optional.

d) If your site is running in SSL mode (SSL=on), add the following java runtime property to the
JBOSS JAVA OPTS token.

JBOSS JAVA OPTS=-Xmsl536m -Xmx1536m -XX:MaxPermSize=512m -server -XX:
+HeapDumpOnOutOfMemoryError -XX:HeapDumpPath=/tmp -verbose:gc -XX:+
PrintGCTimeStamps -XX:+PrintGCDetails -Djsse.enableSNIExtension=false
-Dsun.rmi.dgc.client.gcInterval=600000 -
Dsun.rmi.dgc.server.gcInterval=600000

e) If the token REQUIRE PASSWORD SECURITY is enabled, then set a value for the token,
PASSWORD _CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE _DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE DATE for more
information.
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Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $aute$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

« REPORTS DATABASE PASSWORD

« REPORTS DATABASE READ ONLY PASSWORD

+ ETL SOAP SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value
with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

. Important: The password-related tokens cannot contain the following characters: $<>/\ """ in the
site-options.conf file.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and PostgreSQL automatically.

Set the USERS WITH NO EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

Make sure that the following tokens have a value if ETL is enabled.

SOAP_ANONYMOUS SHARED SECRET=
ETL_SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

Note: In case the HOST token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

[

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

e Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL_KEY FILE=



| TeamForge system administrator how-tos | 134

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS SSL CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS_ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

1) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

m) If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.
n) If you are installing TeamForge through disconnected media, set the token HELP_AVAILABILITY=local.
0) Ensure to set the token SELINUX SETUP=false temporarily in the site-options.conf file.
p) Savethe site-options.conf file.
17. Run the following command to remove the pagespeed cache.
cd /opt/collabnet/teamforge/cache
rm -rf pagespeed
18. Back up the old TeamForge runtime directory.
mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old

19. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V
20. Update the file permissions on your site's data.

/opt/collabnet/teamforge/runtime/scripts/fix data permissions.sh

e Note: This process can take a long time for a site with a lot of data.

Do this on the reporting server - my.reports.host
21. Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.

22. Run the following commands to upgrade Red Hat/CentOS to the latest version.
a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.
yum erase neon-devel -y
yum erase subversion-devel -y
b) Upgrade the operating system packages.
yum upgrade
23.If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.

a) Verify if SELinux is running in enforcing mode.
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getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) If not disabled, run the following command to disable SELinux.

setenforce 0

24. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

25. If the PostgreSQL database is running locally, stop the PostgreSQL service.

/etc/init.d/postgresgl-9.0 stop
26. Uninstall the PostgreSQL RPMs.

' Note: When prompted, you must select the option to remove all the dependent packages.

yum erase postgresqgl90-libs postgresqgl90-docs postgresqgl90-server
postgresqgl90

27. Install the TeamForge database packages.

yum install teamforge-database teamforge-etl
28. Copy the site-options.conf file from my.app.host and modify the token settings.
Note: If you choose to use the old site-options. conf file, don’t forget to copy the AUTO DATA

token from the application server.

HOST localhost=datamart etl
DOMAIN localhost=my.reports.domain.com

HOST my.app.host=app database indexer subversion cvs

29. Back up the old TeamForge runtime directory.
mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old
30. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

Do this on the application server - my.app.host

31. Convert your site data to work with TeamForge 7.1.

i’ Tip: Before you kick off the data migration, use the /etc/init.d/collabnet status command
to make sure the Jboss, Tomcat and Tomcatcs services are stopped.

/opt/collabnet/teamforge/runtime/scripts/migrate.py
The migrate.py script locates the existing site data and modifies it as needed.

This includes configuration data for LDAP and the James mail server. Any modifications that you have applied to
these components on your old site are reproduced on your upgraded TeamForge 7.1 site.
32. Run the following script to upgrade the index to Lucene 4.x format.
Note: You must back up the existing search index directory before running this script. Refer to the
SEARCH_INDEX LOCATION token in the runtime-options.conf file to know the search index
directory location.
/opt/collabnet/teamforge/runtime/scripts/indexupgrade.py
33. Run the following script to upgrade the Subversion working copies.

/opt/collabnet/teamforge/runtime/scripts/svn-upgrade-working-copies.sh
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34. Start TeamForge.

/etc/init.d/collabnet start

Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

» If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

Do this on the reporting server - my.reports.host
3S. Start the ETL service.

/etc/init.d/collabnet start

Do the following on the application server - my.app.host

36.If you are upgrading from TeamForge 7.0, run the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py

37.1f you are upgrading from TeamForge 6.2 or earlier versions and the CLI reports are already configured, follow
these steps:

a) Back up the CLI reports.

mkdir /root/backup

cd /root/backup

backup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/reports/pkg

backup> find . -name .svn | xargs rm -rf

b) Remove the c1i/reports folder from the branding repository.

[

Note: Do a SVN delete to remove this folder from the repository.

mkdir /tmp/cleanup
cd /tmp/cleanup

cleanup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/

cd cli

cli> svn delete reports

cli> svn commit -m "To delete the old CLI reports folder"

¢) Runthe post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py

d) Commit the backup 'pkg' folder which is available in this location branding/cli/custom-reports/

mkdir /root/restore
cd /root/restore

restore> svn checkout —--username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli

mkdir custom-reports

cp —avx /root/backup/pkg custom-reports
svn add custom-reports

svn commit -m "adding the existing customized reports"

e) Manually schedule the cron job from the CLI command prompt.

/opt/collabnet/teamforge/add-ons/teamforge cli/bin/ctf



| TeamForge system administrator how-tos | 137

ctf > server add <alise name> <http/https://hostname>
ctf/list(2)> Now, hit the Enter key.
ctf > conn <alise name>

When prompted, enter the user name (<admin_username>) and password (<admin_password>)

ctf> whois admin ids cliserver set command run system/once/migrate.ctf
ctf> \qgq
38.1If you have installed Git, integrate gerrit by running the post-install.py script.

/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.
* TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.
/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:

Login to the app server and run the following command:

/etc/init.d/collabnet status
39. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.

i’ Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
40. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:

e Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>

Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint .box is the server with the SCM integration server.

In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.

41.If the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

Do this on the reporting server - my.reports.host
42. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
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b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

e Tip: For more information see When do I run the initial load job? on page 325.

43. Apply the finishing touches and make sure everything is running smoothly after upgrading to TeamForge 7.1.

a) Log into your site as the administrator.
b) If your site has custom branding, verify that your branding changes still work as intended.
See Customize anything on your site.
c) Let your site's users know they've been upgraded.
See Create a site-wide broadcast.
' Important: Do not delete the teamforge-installer/7.1.0.0 directory. You will need it for
future maintenance and upgrades.
44.Remove the repository and the file system backup files from /tmp/backup_ dir directory after the TeamForge
site is up and running as expected.

e Note: After the upgrade, it takes some time for the publishing repositories to get created for projects
imported from other TeamForge sites.

To install TeamForge Orchestrate, see TeamForge Orchestrate installation.
To upgrade Review Board see these instructions.

To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271

Upgrade to TeamForge 7.1 - Black Duck Code Sight on a separate server

In this procedure, we'll assume that you are upgrading on the same server where your existing TeamForge site is
running on 7.0. It is possible to simultaneously upgrade and move your site to a new hardware. However, since we are
working with a dedicated installation, the priority here is to keep things as simple and quick as possible.

In this option, the following services run on the application server (we call this my.app.host).

* TeamForge Application Server

+ ETL Server

» Database Server (Operational DB and Reports DB)
* GIT Integration Server

* SCM Integration Server (Subversion and CVS)

* Search Server (Indexer)

The following service runs on the Code Sight server. (We call this my.codesight.host)
* Code Sight server

Note: For the ETL service to run as expected in a distributed TeamForge installation, all servers must have
the same time zone.

Log in to the server as root.

Do the following on the application server - my.app.host

1. Stop TeamForge.

/etc/init.d/collabnet stop all
2. Migrate your PostgreSQL to the latest version supported by TeamForge 7.1.
e Important: You must have RHEL/CentOS 6.5 or later to run PGTurant. Upgrade the operating system

packages (yum upgrade) before running PGTurant on sites running on RHEL/CentOS versions 6.4 or
earlier.


http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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a) Install PGTurant. See Upgrade PostgreSQOL using PGTurant on page 256 for more information.

i’ Important: If your TeamForge site has no internet access, contact the CollabNet Support, get the
pgturant-8.0.0.0-x.noarch.rpm package and unpack the RPM.

rpm -ivh pgturant-8.0.0.0-x.nocarch.rpm

yum install pgturant -y
b) Upgrade TeamForge PostgreSQL data directory to PostgreSQL 9.2.

cd /opt/collabnet/pgturant/bin/

./pgturant -s /var/lib/pgsqgl/9.0/data -d /var/lib/pgsgl/9.2 -u 9.2 -m
. Start the PostgreSQL service, run the analyze new cluster. sh script and stop PostgreSQL.
/etc/init.d/postgresgl-9.2 start

su - postgres -c "/var/lib/pgsql/9.2/analyze new cluster.sh"
/etc/init.d/postgresgl-9.2 stop

4. Click here only if your reporting database is running on a separate port.

. Back up the file system data.

' Tip: /tmp/backup dir isjust an example. You can use any directory or partition you prefer to store
your backup files.

a) Make an archive file with the following data directories:

Directory Contents

/opt/collabnet/teamforge/var User-created data, such as artifact attachments

/svnroot Subversion source code repositories

/sf-svnroot Subversion repository for branding data

/cvsroot CVS source code repositories (not present on all
sites)

/gitroot GIT source code repositories

cp -Rpfv /svnroot /sf-svnroot /cvsroot /opt/collabnet/teamforge/var /
tmp/backup dir

If GIT integration is enabled, do the following:
mkdir /tmp/backup dir/gerrit
cp -Rpfv /gitroot /tmp/backup dir
cp -Rpfv /opt/collabnet/gerrit/etc /opt/collabnet/gerrit/.ssh /tmp/
backup dir/gerrit
b) Back up your SSH keys, if any.
¢) Back up your SSL certificates and keys, if any.

. Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.
. Run the following commands to upgrade Red Hat/CentOS to the latest version.
a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.

yum erase neon-devel -y
yum erase subversion-devel -y


http://www.collab.net/support/secure-customer-login
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b) Upgrade the operating system packages.

yum upgrade
8. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.

getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) If not disabled, run the following command to disable SELinux.

setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

9. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

10. If the PostgreSQL database is running locally, stop the PostgreSQL service.

/etc/init.d/postgresql-9.0 stop
11. Uninstall the TeamForge CLI add-on (if it is already installed).

' Note: Skip this step if you are upgrading from TeamForge 6.2

cd /opt/collabnet/teamforge/add-ons/teamforge cli server
./install --uninstall
yum erase teamforge cli server

12. Uninstall the PostgreSQL RPMs.
' Note: When prompted, you must select the option to remove all the dependent packages.

yum erase postgresql90-libs postgresgl90-docs postgresgl90-server
postgresgl90

13. Install the following application packages.

a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge
b) GIT: To install the GIT packages run the following command:

yum install teamforge-git

14.In the site-options.conf file, make sure you do the following.

' Note: Back up your site-options.conf file before making any changes.

vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Update the host name and domain name, if required.

HOST localhost=app database datamart etl indexer subversion cvs
DOMAIN localhost=my.app.domain.com

HOST my.codesight.host=codesearch
Configure the following settings if you are installing Git.

HOST localhost=app database datamart etl indexer subversion cvs gerrit
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Configure the JAVA _HOME token for TeamForge.

JAVA HOME=/usr/java/jdkl.7.0_40

Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL CERT FILE=
SSL _KEY FILE=

SSL _CA CERT FILE=

SSL_CHAIN FILE=

' Note: The SSL_ CA CERT FILE and SSL__CHAIN_FILE are optional.

If your site is running in SSL mode (SSL=on), add the following java runtime property to the
JBOSS JAVA OPTS token.

JBOSS JAVA OPTS=-Xmsl536m -Xmx1536m -XX:MaxPermSize=512m -server -XX:
+HeapDumpOnOutOfMemoryError —-XX:HeapDumpPath=/tmp -verbose:gc -XX:+
PrintGCTimeStamps -XX:+PrintGCDetails -Djsse.enableSNIExtension=false
-Dsun.rmi.dgc.client.gcInterval=600000 -
Dsun.rmi.dgc.server.gcInterval=600000

If the token REQUIRE PASSWORD_SECURITY is enabled, then set a value for the token,

PASSWORD _CONTROL EFFECTIVE DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL EFFECTIVE DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD _CONTROL EFFECTIVE DATE for more
information.

Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $aute$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

+ REPORTS DATABASE PASSWORD

*+ REPORTS DATABASE READ ONLY PASSWORD

« ETL SOAP SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS_ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.



h)

)
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To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

' Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the

TeamForge installer takes care of configuring the Apache and PostgreSQL automatically.

Set the USERS WITH NO_EXPIRY PASSWORD token as follows:

USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

Make sure that the following tokens have a value if ETL is enabled.

SOAP_ANONYMOUS SHARED SECRET=
ETL_SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

.:-_ Note: In case the HOST _token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

BDCS HOST=<my.codesight.host>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

e Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
) provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS SSL_KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS_ ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS SDK_SEARCH LIMIT MAX=200

To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

m) If you have LDAP set up for external authentication, you must set the

“REQUIRE USER PASSWORD CHANGE” site options token to false.
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n) If you are installing TeamForge through disconnected media, set the token HELP AVAILABILITY=local.
0) Ensure to set the token SELINUX SETUP=false temporarily in the site-options.conf file.
p) Savethe site-options.conf file.

15. Run the following command to remove the pagespeed cache.
cd /opt/collabnet/teamforge/cache
rm -rf pagespeed
16. Back up the old TeamForge runtime directory.
mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old
17. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V
18. Update the file permissions on your site's data.

/opt/collabnet/teamforge/runtime/scripts/fix data permissions.sh

i’ Note: This process can take a long time for a site with a lot of data.

Do this on the my.codesight.host
19. Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

e Note: Replace "x" with the appropriate patch release number if applicable.

20. Run the following commands to upgrade Red Hat/CentOS to the latest version.
a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.
yum erase neon-devel -y
yum erase subversion-devel -y
b) Upgrade the operating system packages.
yum upgrade
21.If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c) Ifnot disabled, run the following command to disable SELinux.
setenforce 0

22. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

23. Stop the Black Duck Code Sight service.

/etc/init.d/collabnet stop tomcatcs
24. Install Black Duck Code Sight.

yum install teamforge-codesearch

25. Copy the master site-options.conf file from my.app.host and modify the token settings.
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i’ Note: If you choose to use the old site-options. conf file, don’t forget to copy the AUTO DATA
token from the application server.

HOST localhost=codesearch
DOMAIN localhost=my.codesight.domain.com

Host my.app.host=app database datamart etl indexer subversion cvs

Save the site-options.conffile.

26. Back up the old TeamForge runtime directory.

mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old
27.Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0

./install.sh -r -I -V

28. Run the following script to upgrade the Subversion working copies.

/opt/collabnet/teamforge/runtime/scripts/svn-upgrade-working-copies.sh
29. Start the Black Duck Code Sight service.

/etc/init.d/collabnet start tomcatcs
30. To install the license for Black Duck Code Sight follow these instructions.
Do this on my.app.host
31. Convert your site data to work with TeamForge 7.1.

e Tip: Before you kick off the data migration, use the /etc/init.d/collabnet status command
to make sure the Jboss, Tomcat and Tomcatcs services are stopped.

/opt/collabnet/teamforge/runtime/scripts/migrate.py
The migrate.py script locates the existing site data and modifies it as needed.
This includes configuration data for LDAP and the James mail server. Any modifications that you have applied to
these components on your old site are reproduced on your upgraded TeamForge 7.1 site.
32. Run the following script to upgrade the index to Lucene 4.x format.
Note: You must back up the existing search index directory before running this script. Refer to the
SEARCH_INDEX LOCATION token in the runtime-options.conf file to know the search index
directory location.
/opt/collabnet/teamforge/runtime/scripts/indexupgrade.py
33. Run the following script to upgrade the Subversion working copies.

/opt/collabnet/teamforge/runtime/scripts/svn-upgrade-working-copies.sh
34. Start TeamForge.

/etc/init.d/collabnet start
' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

» Ifthe project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

35.1f you are upgrading from TeamForge 7.0, run the post-install.py script.
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/opt/collabnet/teamforge/runtime/scripts/post-install.py
36. If you are upgrading from TeamForge 6.2 or earlier versions and the CLI reports are already configured, follow
these steps:

a) Back up the CLI reports.

mkdir /root/backup
cd /root/backup
backup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/reports/pkg
backup> find . -name .svn | xargs rm -rf
b) Remove the c1i/reports folder from the branding repository.

o Note: Do a SVN delete to remove this folder from the repository.

mkdir /tmp/cleanup
cd /tmp/cleanup

cleanup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/

cd cli

cli> svn delete reports

cli> svn commit -m "To delete the old CLI reports folder"
¢) Runthe post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
d) Commit the backup 'pkg' folder which is available in this location branding/cli/custom-reports/

mkdir /root/restore
cd /root/restore
restore> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
mkdir custom-reports
cp -—avx /root/backup/pkg custom-reports
svn add custom-reports
svn commit -m "adding the existing customized reports"
e) Manually schedule the cron job from the CLI command prompt.

/opt/collabnet/teamforge/add-ons/teamforge cli/bin/ctf
ctf > server add <alise name> <http/https://hostname>
ctf/list(2)> Now, hit the Enter key.

ctf > conn <alise name>

When prompted, enter the user name (<admin_username>) and password (<admin_password>)

ctf> whois admin ids cliserver set command run system/once/migrate.ctf
ctf> \qg

37.1f you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

* TeamForge password: The password for the dedicated TeamForge site administrator account.
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» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.
/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:

Login to the app server and run the following command:

/etc/init.d/collabnet status
Do this on my.codesight.host
38. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.

Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
39. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:

e Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>

Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint.box is the server with the SCM integration server.

In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.

Do this on my.app.host

40. If the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in

the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss
41. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

I Tip: For more information see When do I run the initial load job? on page 325.

42. Apply the finishing touches and make sure everything is running smoothly after upgrading to TeamForge 7.1.
a) Log into your site as the administrator.
b) If your site has custom branding, verify that your branding changes still work as intended.
See Customize anything on your site.
c) Let your site's users know they've been upgraded.

See Create a site-wide broadcast.
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.:-_ Important: Do not delete the teamforge-installer/7.1.0.0 directory. You will need it for
future maintenance and upgrades.

43.Remove the repository and the file system backup files from /tmp/backup dir directory after the TeamForge
site is up and running as expected.

e Note: After the upgrade, it takes some time for the publishing repositories to get created for projects
imported from other TeamForge sites.

Installing TeamForge Orchestrate
To install TeamForge Orchestrate, see TeamForge Orchestrate installation.
To upgrade Review Board see these instructions.

To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271

Upgrade to TeamForge 7.1 - GIT on a separate server

In this procedure, we'll assume that you are upgrading on the same server where your existing TeamForge site is
running on 7.0. It is possible to simultaneously upgrade and move your site to a new hardware. However, since we are
working with a dedicated installation, the priority here is to keep things as simple and quick as possible.

In this option, the following services run on the application server (we call this my.app.host).

» TeamForge Application Server

» Black Duck Code Sight Server

* ETL Server

» Database Server (Operational DB and Reports DB)
* SCM Integration Server (Subversion and CVS)

» Search Server (Indexer)

The following service runs on the GIT Integration Server. (We call this my.git.host)
* GIT Integration Server

Note: For the ETL service to run as expected in a distributed TeamForge installation, all servers must have
the same time zone.

Log in to the server as root.

Do the following on the application server - my.app.host
1. Stop TeamForge.

/etc/init.d/collabnet stop all
2. Migrate your PostgreSQL to the latest version supported by TeamForge 7.1.

e Important: You must have RHEL/CentOS 6.5 or later to run PGTurant. Upgrade the operating system
packages (yum upgrade) before running PGTurant on sites running on RHEL/CentOS versions 6.4 or
earlier.

a) Install PGTurant. See Upgrade PostgreSQOL using PGTurant on page 256 for more information.

e Important: If your TeamForge site has no internet access, contact the CollabNet Support, get the
pgturant-8.0.0.0-x.noarch.rpm package and unpack the RPM.

rpm -ivh pgturant-8.0.0.0-x.noarch.rpm

yum install pgturant -y
b) Upgrade TeamForge PostgreSQL data directory to PostgreSQL 9.2.

cd /opt/collabnet/pgturant/bin/
./pgturant -s /var/lib/pgsqgl/9.0/data -d /var/lib/pgsgl/9.2 -u 9.2 -m
3. Start the PostgreSQL service, run the analyze new cluster. sh script and stop PostgreSQL.

/etc/init.d/postgresgl-9.2 start
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su - postgres -c "/var/lib/pgsqgl/9.2/analyze new cluster.sh"
/etc/init.d/postgresql-9.2 stop - -

4. Click here only if your reporting database is running on a separate port.

5. Back up the file system data.

' Tip: /tmp/backup_ dir is just an example. You can use any directory or partition you prefer to store
your backup files.

a) Make an archive file with the following data directories:

Directory Contents

/opt/collabnet/teamforge/var User-created data, such as artifact attachments

/svnroot Subversion source code repositories

/sf-svnroot Subversion repository for branding data

/evsroot CVS source code repositories (not present on all
sites)

cp -Rpfv /svnroot /sf-svnroot /cvsroot /opt/collabnet/teamforge/var /
tmp/backup dir
b) Back up your SSH keys, if any.
¢) Back up your SSL certificates and keys, if any.
6. Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.

7. Run the following commands to upgrade Red Hat/CentOS to the latest version.
a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.
yum erase neon-devel -y
yum erase subversion-devel -y
b) Upgrade the operating system packages.
yum upgrade
8. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) If not disabled, run the following command to disable SELinux.
setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

9. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

10. If the PostgreSQL database is running locally, stop the PostgreSQL service.

/etc/init.d/postgresqgl-9.0 stop
11. Uninstall the TeamForge CLI add-on (if it is already installed).

' Note: Skip this step if you are upgrading from TeamForge 6.2



| TeamForge system administrator how-tos | 149

cd /opt/collabnet/teamforge/add-ons/teamforge cli server
./install --uninstall
yum erase teamforge cli server

12. Uninstall the PostgreSQL RPMs.

' Note: When prompted, you must select the option to remove all the dependent packages.

yum erase postgresqgl90-libs postgresgl90-docs postgresgl90-server
postgresgl90

13. Install the following application packages.

a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge
b) Black Duck Code Sight: To install the Black Duck Code Sight packages run the following command:

yum install teamforge-codesearch

14.In the site-options.conf file, make sure you do the following.

' Note: Back up your site-options.conf file before making any changes.

vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Update the host name and domain name, if required.

HOST localhost=app database datamart etl indexer subversion cvs
DOMAIN localhost=my.app.domain.com

HOST my.git.host=gerrit
Configure the following settings if you are installing Black Duck Code Sight.

HOST my.localhost= app database datamart etl indexer subversion
cvs codesearch

b) Configure the JAVA HOME token for TeamForge.

JAVA HOME=/usr/java/jdkl.7.0_40

¢) Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL CERT FILE=
SSL _KEY FILE=
SSL_CA CERT FILE=

SSL_CHAIN FILE=

' Note: The SSL_CA_CERT FILE and SSL._CHAIN_FILE are optional.
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d) If your site is running in SSL mode (SSL=on), add the following java runtime property to the
JBOSS JAVA_OPTS token.

JBOSS JAVA OPTS=-Xmsl536m -Xmx1536m -XX:MaxPermSize=512m -server -XX:
+HeapDumpOnOutOfMemoryError —-XX:HeapDumpPath=/tmp -verbose:gc -XX:+
PrintGCTimeStamps -XX:+PrintGCDetails -Djsse.enableSNIExtension=false
-Dsun.rmi.dgc.client.gcInterval=600000 -
Dsun.rmi.dgc.server.gcInterval=600000

e) If the token REQUIRE PASSWORD SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE _DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE DATE for more
information.

f) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $aute$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

« DATABASE READ ONLY PASSWORD

»+ REPORTS DATABASE PASSWORD

+ REPORTS DATABASE READ ONLY PASSWORD

+ ETL SOAP SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
g) Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value
with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

e Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

h) Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and PostgreSQL automatically.

i) Setthe USERS WITH NO EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git integration, add a TeamForge user for example,"gitadmin" with site-administrator
rights and append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

j) Make sure that the following tokens have a value if ETL is enabled.

SOAP_ ANONYMOUS SHARED SECRET=
ETL SOAP SHARED SECRET=
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k) Configure the following settings for Black Duck Code Sight.

.:-_ Note: In case the HOST token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

e Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS SSL_KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS_ ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS SDK_SEARCH LIMIT MAX=200

1) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

m) If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

n) If you are installing TeamForge through disconnected media, set the token HELP AVAILABILITY=local.
0) Ensure to set the token SELINUX SETUP=false temporarily in the site-options.conf file.
p) Savethe site-options.conf file.

15. Run the following command to remove the pagespeed cache.

cd /opt/collabnet/teamforge/cache
rm -rf pagespeed

16. Back up the old TeamForge runtime directory.

mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old

17. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V

18. Update the file permissions on your site's data.
/opt/collabnet/teamforge/runtime/scripts/fix data permissions.sh

e Note: This process can take a long time for a site with a lot of data.

19. Convert your site data to work with TeamForge 7.1.
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i’ Tip: Before you kick off the data migration, use the /etc/init.d/collabnet status command
to make sure the Jboss, Tomcat and Tomcatcs services are stopped.

/opt/collabnet/teamforge/runtime/scripts/migrate.py
The migrate.py script locates the existing site data and modifies it as needed.

This includes configuration data for LDAP and the James mail server. Any modifications that you have applied to
these components on your old site are reproduced on your upgraded TeamForge 7.1 site.

20. Run the following script to upgrade the index to Lucene 4.x format.

Note: You must back up the existing search index directory before running this script. Refer to the
SEARCH_INDEX LOCATION token in the runtime-options.conf file to know the search index
directory location.

/opt/collabnet/teamforge/runtime/scripts/indexupgrade.py
21. Run the following script to upgrade the Subversion working copies.

/opt/collabnet/teamforge/runtime/scripts/svn-upgrade-working-copies.sh
22. Start TeamForge.

/etc/init.d/collabnet start

' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

+ If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

23.1f you are upgrading from TeamForge 7.0, run the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py

24.1f you are upgrading from TeamForge 6.2 or earlier versions and the CLI reports are already configured, follow
these steps:

a) Back up the CLI reports.

mkdir /root/backup
cd /root/backup
backup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/reports/pkg
backup> find . -name .svn | xargs rm -rf
b) Remove the c1i/reports folder from the branding repository.

' Note: Do a SVN delete to remove this folder from the repository.

mkdir /tmp/cleanup
cd /tmp/cleanup
cleanup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
cli> svn delete reports
cli> svn commit -m "To delete the old CLI reports folder"
¢) Runthe post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
d) Commit the backup 'pkg' folder which is available in this location branding/cli/custom-reports/
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mkdir /root/restore
cd /root/restore
restore> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
mkdir custom-reports
cp -—avx /root/backup/pkg custom-reports
svn add custom-reports
svn commit -m "adding the existing customized reports"
e) Manually schedule the cron job from the CLI command prompt.

/opt/collabnet/teamforge/add-ons/teamforge cli/bin/ctf
ctf > server add <alise name> <http/https://hostname>
ctf/1list (2)> Now, hit the Enter key.

ctf > conn <alise name>

When prompted, enter the user name (<admin_username>) and password (<admin_password>)
ctf> whois admin ids cliserver set command run system/once/migrate.ctf
ctf> \qg

25. Install the Black Duck Code Sight license on the server where Black Duck Code Sight is installed. For more
information see these instructions.

26. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.

i’ Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
27. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:

e Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>

Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint.box is the server with the SCM integration server.

In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.

28.If the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss
29. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob
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i’ Tip: For more information see When do I run the initial load job? on page 325.

Do this on the Git integration server - my.git.host
30. Migrate your PostgreSQL to the latest version supported by TeamForge 7.1.
i’ Important: You must have RHEL/CentOS 6.5 or later to run PGTurant. Upgrade the operating system

packages (yum upgrade) before running PGTurant on sites running on RHEL/CentOS versions 6.4 or
carlier.

a) Install PGTurant. See Upgrade PostgreSQL using PGTurant on page 256 for more information.

i’ Important: If your TeamForge site has no internet access, contact the CollabNet Support, get the
pgturant-8.0.0.0-x.noarch.rpm package and unpack the RPM.

rpm -ivh pgturant-8.0.0.0-x.nocarch.rpm

yum install pgturant -y
b) Upgrade TeamForge PostgreSQL data directory to PostgreSQL 9.2.

cd /opt/collabnet/pgturant/bin/
./pgturant -s /var/lib/pgsqgl/9.0/data -d /var/lib/pgsgl/9.2 -u 9.2 -m
31. Start the PostgreSQL service, run the analyze new cluster. sh script and stop PostgreSQL.

/etc/init.d/postgresql-9.2 start
su - postgres -c "/var/lib/pgsql/9.2/analyze new cluster.sh"
/etc/init.d/postgresgl-9.2 stop

32. Back up the Git file system data.

a) Make an archive file with the following data directories.

' Tip: /tmp is just an example. You can use any directory or partition that you prefer.
Directory Contents
/gitroot Git source code repositories

cp -Rpfv /gitroot /tmp/gitbackup dir
cp -Rpfv /opt/collabnet/gerrit/etc /opt/collabnet/gerrit/.ssh /tmp/
gitbackup dir/gerrit
b) Back up your SSH keys, if any.
33. Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.

34. Run the following commands to upgrade Red Hat/CentOS to the latest version.
a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.
yum erase neon-devel -y
yum erase subversion-devel -y
b) Upgrade the operating system packages.
yum upgrade
35.1f the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.

getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.


http://www.collab.net/support/secure-customer-login
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c¢) Ifnot disabled, run the following command to disable SELinux.

setenforce 0

36. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

37.Install the Git packages.
yum install teamforge-git
38.Copy the site-options.conf file from my.app.host and modify the token settings.

Note: If you choose to use the old site-options.conf file, don’t forget to copy the AUTO DATA
token from the application server.

HOST localhost=gerrit
DOMAIN localhost=my.git.domain.com

HOST my.app.host=app database datamart etl indexer subversion cvs

39. Back up the old TeamForge runtime directory.

mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old
40. Run the installer.

cd /opt/collabnet/teamforge-installer/7.1.0.0

./install.sh -r -I -V
41. Integrate gerrit by running the post-install.py script.

/opt/collabnet/gerrit/scripts/post-install.py

The post installation script will try to detect the required configuration parameters. The following 3 parameters do
not have default values and you will be asked to provide them:

» Teamforge Login name: the dedicated TeamForge site administrator account that does not expire and cannot
be locked
» Teamforge Password: the password for the above account

» Database password: the password to protect Gerrit's database from unauthorized access. Specify its value when
you first run the post-install script. Make sure you note the value because you will be asked for it later.

a) Restart the Gerrit services.
/etc/init.d/collabnet restart gerrit

b) To verify the GIT integration:
Login to the app server and run the following command:

/etc/init.d/collabnet status
42. Apply the finishing touches and make sure everything is running smoothly after upgrading to TeamForge 7.1.
a) Log into your site as the administrator.
b) If your site has custom branding, verify that your branding changes still work as intended.
See Customize anything on your site.
c) Let your site's users know they've been upgraded.
See Create a site-wide broadcast.
' Important: Do not delete the teamforge-installer/7.1.0.0 directory. You will need it for
future maintenance and upgrades.

43. Remove the repository and the file system backup files from /tmp/backup_ dir directory after the TeamForge
site is up and running as expected.


http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
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Note: After the upgrade, it takes some time for the publishing repositories to get created for projects
imported from other TeamForge sites.

Installing TeamForge Orchestrate

To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

To upgrade Review Board see these instructions.

To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271

Upgrade to TeamForge 7.1 on new hardware - All Services on the same server
To upgrade to TeamForge 7.1, set up a new hardware, then bring your old site's data and convert it.

In this option, the following services run on the application server (we call this my.app.host).

TeamForge Application Server

Black Duck Code Sight Server

Database Server (Operational DB and Reports DB)
ETL Server

GIT Integration Server

SCM Integration Server (Subversion and CVS)
Search Server (Indexer).

Log in to the server as root.

Do the following on the existing TeamForge application server - my.app.host

1. Stop TeamForge.

/etc/init.d/collabnet stop all
Migrate your PostgreSQL to the latest version supported by TeamForge 7.1.
e Important: You must have RHEL/CentOS 6.5 or later to run PGTurant. Upgrade the operating system

packages (yum upgrade) before running PGTurant on sites running on RHEL/CentOS versions 6.4 or
earlier.

a) Install PGTurant. See Upgrade PostgreSQOL using PGTurant on page 256 for more information.

e Important: If your TeamForge site has no internet access, contact the CollabNet Support, get the
pgturant-8.0.0.0-x.noarch.rpm package and unpack the RPM.

rpm -ivh pgturant-8.0.0.0-x.nocarch.rpm

yum install pgturant -y
b) Upgrade TeamForge PostgreSQL data directory to PostgreSQL 9.2.

cd /opt/collabnet/pgturant/bin/
./pgturant -s /var/lib/pgsqgl/9.0/data -d /var/lib/pgsgl/9.2 -u 9.2 -m
Start the PostgreSQL service, run the analyze new cluster. sh script and stop PostgreSQL.
/etc/init.d/postgresgl-9.2 start
su - postgres -c "/var/lib/pgsql/9.2/analyze new cluster.sh"
/etc/init.d/postgresqgl-9.2 stop
Click here only if your reporting database is running on a separate port.
Back up your site database.
' Tip: /tmp/backup_dir isjust an example. You can use any directory or partition you prefer to store
your backup files.
mkdir -p /tmp/backup dir
cd /var/lib
tar -zcvf /tmp/backup dir/pgsqgl.tgz pgsqgl/9.2
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6. If you have Black Duck Code Sight installed, then back up the Black Duck Code Sight data.

cd /opt/collabnet
tar czvf /tmp/backup dir/blackduck.tgz blackduck

. Tip: If the Black Duck Code Sight directory size is huge, the back up task may run for longer duration.
You may proceed with the following steps while the Black Duck Code Sight is being backed up.

7. Back up the file system data.

' Tip: /tmp/backup dir isjust an example. You can use any directory or partition you prefer to store
your backup files.

a) Make an archive file with the following data directories:

Directory Contents

/opt/collabnet/teamforge/var User-created data, such as artifact attachments

/svnroot Subversion source code repositories

/sf-svnroot Subversion repository for branding data

/cvsroot CVS source code repositories (not present on all
sites)

/gitroot GIT source code repositories

cp -Rpfv /svnroot /sf-svnroot /cvsroot /opt/collabnet/teamforge/var /
tmp/backup dir

If GIT integration is enabled, do the following:
mkdir /tmp/backup dir/gerrit
cp -Rpfv /gitroot /tmp/backup dir

cp -Rpfv /opt/collabnet/gerrit/etc /opt/collabnet/gerrit/.ssh /tmp/
backup dir/gerrit

Compress your backup data.

cd /tmp

tar czvf 70backup.tgz backup dir
b) Back up your SSH keys, if any.
¢) Back up your SSL certificates and keys, if any.

8. Copy the master configuration file from the old server to the same location on the new server.

scp /opt/collabnet/teamforge-installer/7.0.0.x/conf/site-options.conf
username@newbox: /tmp

' Note: Replace "x" with the appropriate patch release number if applicable.

' Tip: scp is just an example. You can choose any file transfer method you prefer.

9. Copy the file system data to the new server.

scp /tmp/70backup.tgz username@newbox:/tmp
Do the following on the new TeamForge Application Server
10. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce

b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) Ifnot disabled, run the following command to disable SELinux.
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setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

11. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

12. Install the following application packages.

a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge
b) GIT: To install the GIT packages run the following command:

yum install teamforge-git
¢) Black Duck Code Sight: To install the Black Duck Code Sight packages run the following command:

yum install teamforge-codesearch
13. Reload the PostgreSQL data.

cd /var/lib

mv pgsqgl pgsqgl orig
tar -zxvf /tmp/backup dir/pgsqgl.tgz
14.Copy the site-options.conf file to the TeamForge installer directory.

cp /tmp/site-options.conf /opt/collabnet/teamforge-installer/7.1.0.0/conf
15. Unpack the file system data.

cd /tmp
tar xzvf 70backup.tgz

16.In the site-options.conf file, make sure you do the following.

' Note: Back up your site-options.conf file before making any changes.

vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Update the host name and domain name, if required.

HOST localhost=app database datamart etl indexer subversion cvs

DOMAIN localhost=my.app.domain.com
Configure the following settings if you are installing Git.

HOST localhost=app database datamart etl indexer subversion cvs gerrit
Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app database datamart etl indexer subversion
cvs codesearch

b) Configure the JAVA HOME token for TeamForge.

JAVA HOME=/usr/java/jdkl.7.0_40



©)

d)

g)

| TeamForge system administrator how-tos | 159

Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_CA CERT FILE and SSL__ CHAIN FILE are optional.

If your site is running in SSL mode (SSL=on), add the following java runtime property to the
JBOSS JAVA _OPTS token.

JBOSS JAVA OPTS=-Xmsl536m -Xmx1536m -XX:MaxPermSize=512m -server -XX:
+HeapDumpOnOutOfMemoryError -XX:HeapDumpPath=/tmp -verbose:gc -XX:+
PrintGCTimeStamps -XX:+PrintGCDetails -Djsse.enableSNIExtension=false
-Dsun.rmi.dgc.client.gcInterval=600000 -
Dsun.rmi.dgc.server.gcInterval=600000

If the token REQUIRE _PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE _DATE for more
information.

Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $aute$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

*+ REPORTS DATABASE PASSWORD

« REPORTS DATABASE READ ONLY PASSWORD

+ ETL SOAP SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.
To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value
with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).
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Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the

site-options.conf file.

h) Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

i) Setthe USERS WITH NO EXPIRY PASSWORD token as follows:

[

USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

j) Make sure that the following tokens have a value if ETL is enabled.

SOAP_ANONYMOUS SHARED SECRET=
ETL_SOAP_SHARED SECRET=

k) Configure the following settings for Black Duck Code Sight.

Note: In case the HOST token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

[

BDCS HOST=<my.app.host or my.domain.com>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_ SSL CERT FILE=
BDCS_SSL_KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS SSL CA CERT FILE=

BDCS SSL CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS_ ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

1) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

m) If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.
n) If you are installing TeamForge through disconnected media, set the token HELP _AVAILABILITY=local.
0) Ensure to set the token SELINUX SETUP=false temporarily in the site-options.conf file.
p) Savethe site-options.conf file.

17. Recreate the runtime environment.
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cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V
18. Reload the svnroot, sf-svnroot, cvsroot, gitroot and var directories.
cp -Rpfv /tmp/backup dir/svnroot /svnroot
cp -Rpfv /tmp/backup dir/cvsroot /cvsroot
cp -Rpfv /tmp/backup dir/sf-svnroot /sf-svnroot
cp -Rpfv /tmp/backup dir/var /opt/collabnet/teamforge/var

If Git integration is enabled, do the following:
cp -Rpfv /tmp/backup dir/gitroot /
cp -Rpfv /tmp/backup dir/gerrit/etc /opt/collabnet/gerrit
cp -Rpf /tmp/backup dir/gerrit/.ssh /opt/collabnet/gerrit
19. Recreate the runtime environment to set the database credentials.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V
20. Update the file permissions on your site's data.

/opt/collabnet/teamforge/runtime/scripts/fix data permissions.sh

e Note: This process can take a long time for a site with a lot of data.

21. Convert your site data to work with TeamForge 7.1.

i’ Tip: Before you kick off the data migration, use the /etc/init.d/collabnet status command
to make sure the Jboss, Tomcat and Tomcatcs services are stopped.

/opt/collabnet/teamforge/runtime/scripts/migrate.py
The migrate.py script locates the existing site data and modifies it as needed.
This includes configuration data for LDAP and the James mail server. Any modifications that you have applied to
these components on your old site are reproduced on your upgraded TeamForge 7.1 site.
22. Run the following script to upgrade the index to Lucene 4.x format.
Note: You must back up the existing search index directory before running this script. Refer to the
SEARCH_INDEX LOCATION token in the runtime-options.conf file to know the search index
directory location.
/opt/collabnet/teamforge/runtime/scripts/indexupgrade.py
23. Run the following script to upgrade the Subversion working copies.

/opt/collabnet/teamforge/runtime/scripts/svn-upgrade-working-copies.sh
24, Start TeamForge.

/etc/init.d/collabnet start
' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

+ If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

25.1f you are upgrading from TeamForge 7.0, run the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
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26. If you are upgrading from TeamForge 6.2 or earlier versions and the CLI reports are already configured, follow
these steps:

a) Back up the CLI reports.

mkdir /root/backup
cd /root/backup
backup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/reports/pkg
backup> find . -name .svn | xargs rm -rf
b) Remove the c1i/reports folder from the branding repository.

e Note: Do a SVN delete to remove this folder from the repository.

mkdir /tmp/cleanup
cd /tmp/cleanup
cleanup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
cli> svn delete reports
cli> svn commit -m "To delete the old CLI reports folder"
¢) Runthe post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
d) Commit the backup 'pkg' folder which is available in this location branding/cli/custom-reports/

mkdir /root/restore
cd /root/restore
restore> svn checkout —--username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
mkdir custom-reports
cp -avx /root/backup/pkg custom-reports
svn add custom-reports
svn commit -m "adding the existing customized reports"
e) Manually schedule the cron job from the CLI command prompt.

/opt/collabnet/teamforge/add-ons/teamforge cli/bin/ctf
ctf > server add <alise name> <http/https://hostname>
ctf/list(2)> Now, hit the Enter key.

ctf > conn <alise name>

When prompted, enter the user name (<admin_username>) and password (<admin_password>)

ctf> whois admin ids cliserver set command run system/once/migrate.ctf
ctf> \g

27.1f you have installed Git, integrate gerrit by running the post-install.py script.
/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

» TeamForge password: The password for the dedicated TeamForge site administrator account.
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» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.
/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:

Login to the app server and run the following command:

/etc/init.d/collabnet status

28. Install the Black Duck Code Sight license on the server where Black Duck Code Sight is installed. For more
information see these instructions.

29. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.

i’ Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
30. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:

e Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>

Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint.box is the server with the SCM integration server.

In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.

31.If the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss
32. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

e Tip: For more information see When do I run the initial load job? on page 325.

33. Apply the finishing touches and make sure everything is running smoothly after upgrading to TeamForge 7.1.
a) Log into your site as the administrator.
b) If your site has custom branding, verify that your branding changes still work as intended.

See Customize anything on your site.
c) Let your site's users know they've been upgraded.

See Create a site-wide broadcast.


http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
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.:-_ Important: Do not delete the teamforge-installer/7.1.0.0 directory. You will need it for
future maintenance and upgrades.

34.Remove the repository and the file system backup files from /tmp/backup_ dir directory after the TeamForge
site is up and running as expected.

e Note: After the upgrade, it takes some time for the publishing repositories to get created for projects
imported from other TeamForge sites.

Installing TeamForge Orchestrate
To install TeamForge Orchestrate, see TeamForge Orchestrate installation.
To upgrade Review Board see these instructions.

To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271
Upgrade to TeamForge 7.1 - Database and SCM on separate servers
In this procedure, we'll assume that you are upgrading on the same server where your existing TeamForge 7.0 site

is running. It is possible to simultaneously upgrade and move your site to a new hardware. However, since we are
working with a dedicated installation, the priority here is to keep things as simple and quick as possible.

In this option, the following services run on the application server (we call this my.app.host).

» TeamForge Application Server
» Black Duck Code Sight Server
« ETL Server

» Search Server (Indexer).

The following service runs on the database server (We call this my.db.host)
» Database Server (Operational DB and Reports DB)
The following services run of the SCM server (We call this my.scm.host)

* SCM Integration Server (Subversion and CVS)
* GIT Integration Server

. Note: For the ETL service to run as expected in a distributed TeamForge installation, all servers must have
the same time zone.

Log in to the server as root.

Do the following on the application server - my.app.host

1. Stop TeamForge.

/etc/init.d/collabnet stop all
2. Back up the file system data.

' Tip: /tmp/backup_ dir is just an example. You can use any directory or partition you prefer to store
your backup files.

a) Make an archive file with the following data directories:

Directory Contents
/opt/collabnet/teamforge/var User-created data, such as artifact attachments
/sf-svnroot Subversion repository for branding data

mkdir -p /tmp/backup dir

cp -Rpfv /sf-svnroot /opt/collabnet/teamforge/var /tmp/backup dir
b) Back up your SSH keys, if any.
¢) Back up your SSL certificates and keys, if any.


http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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Do this on the database server - my.db.host
3. Migrate your PostgreSQL to the latest version supported by TeamForge 7.1.
e Important: You must have RHEL/CentOS 6.5 or later to run PGTurant. Upgrade the operating system

packages (yum upgrade) before running PGTurant on sites running on RHEL/CentOS versions 6.4 or
earlier.

a) Install PGTurant. See Upgrade PostgreSQOL using PGTurant on page 256 for more information.

e Important: If your TeamForge site has no internet access, contact the CollabNet Support, get the
pgturant-8.0.0.0-x.noarch.rpm package and unpack the RPM.

rpm -ivh pgturant-8.0.0.0-x.noarch.rpm

yum install pgturant -y
b) Upgrade TeamForge PostgreSQL data directory to PostgreSQL 9.2.

cd /opt/collabnet/pgturant/bin/
./pgturant -s /var/lib/pgsqgl/9.0/data -d /var/lib/pgsgl/9.2 -u 9.2 -m
4. Start the PostgreSQL service, run the analyze new cluster. sh script and stop PostgreSQL.
/etc/init.d/postgresgl-9.2 start
su - postgres -c "/var/lib/pgsql/9.2/analyze new cluster.sh"
/etc/init.d/postgresql-9.2 stop
5. Click here only if your reporting database is running on a separate port.
Do this on the application server - my.app.host
6. Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.

7. Run the following commands to upgrade Red Hat/CentOS to the latest version.
a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.
yum erase neon-devel -y
yum erase subversion-devel -y
b) Upgrade the operating system packages.
yum upgrade
8. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) If not disabled, run the following command to disable SELinux.
setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

9. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

10. Uninstall the TeamForge CLI add-on (if it is already installed).
' Note: Skip this step if you are upgrading from TeamForge 6.2

cd /opt/collabnet/teamforge/add-ons/teamforge cli server
./install --uninstall


http://www.collab.net/support/secure-customer-login
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yum erase teamforge cli server
11. Install the following application packages.

a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge-app teamforge-etl
b) Black Duck Code Sight: To install the Black Duck Code Sight packages run the following command:

yum install teamforge-codesearch

12.In the site-options.conf file, make sure you do the following.

' Note: Back up your site-options.conf file before making any changes.

vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Update the host name and domain name, if required.

HOST localhost=app etl indexer
HOST my.db.host=database datamart
HOST my.scm.host=subversion cvs gerrit

DOMAIN localhost=my.app.domain.com
Configure the following settings if you are installing Black Duck Code Sight.

HOST my.localhost=app etl indexer codesearch

b) Configure the JAVA HOME token for TeamForge.

JAVA HOME=/usr/java/jdkl.7.0_40

¢) Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

' SSL=on
SSL CERT FILE=
SSL_KEY FILE=

SSL_CA_CERT FILE=

SSL CHAIN FILE=

' Note: The SSL__ CA CERT FILE and SSL._ CHAIN_ FILE are optional.

d) If your site is running in SSL mode (SSL=on), add the following java runtime property to the
JBOSS JAVA_OPTS token.

JBOSS JAVA OPTS=-Xmsl536m -Xmx1536m -XX:MaxPermSize=512m -server -XX:
+HeapDumpOnOutOfMemoryError -XX:HeapDumpPath=/tmp -verbose:gc -XX:+
PrintGCTimeStamps -XX:+PrintGCDetails -Djsse.enableSNIExtension=false
-Dsun.rmi.dgc.client.gcInterval=600000 -
Dsun.rmi.dgc.server.gcInterval=600000



e)

g)

h)

)

k)
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If the token REQUIRE PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL EFFECTIVE DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD _CONTROL EFFECTIVE DATE for more
information.

Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $aute$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

+ REPORTS DATABASE PASSWORD

+ REPORTS DATABASE READ ONLY PASSWORD

« ETL SOAP SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS_ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value
with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

e Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and PostgreSQL automatically.

Set the USERS WITH NO _EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

Make sure that the following tokens have a value if ETL is enabled.

SOAP_ANONYMOUS SHARED SECRET=
ETL_SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

.:_ Note: In case the HOST token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on
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i’ Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

1) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

m) If you have LDAP set up for external authentication, you must set the
“REQUIRE USER _PASSWORD CHANGE” site options token to false.

n) If you are installing TeamForge through disconnected media, set the token HELP AVAILABILITY=local.
0) Ensure to set the token SELINUX SETUP=false temporarily in the site-options.conf file.
p) Savethe site-options.conf file.

13. Run the following command to remove the pagespeed cache.

cd /opt/collabnet/teamforge/cache
rm -rf pagespeed

14. Back up the old TeamForge runtime directory.

mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old

15. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V

16. Update the file permissions on your site's data.
/opt/collabnet/teamforge/runtime/scripts/fix data permissions.sh
0 Note: This process can take a long time for a site with a lot of data.
Do the following on the database server - my.db.host
17. Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.
18. Run the following commands to upgrade Red Hat/CentOS to the latest version.
a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.

yum erase neon-devel -y
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yum erase subversion-devel -y
b) Upgrade the operating system packages.
yum upgrade
19. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.
a) Verify if SELinux is running in enforcing mode.
getenforce

b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) Ifnot disabled, run the following command to disable SELinux.

setenforce 0

20. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

21.If the PostgreSQL database is running locally, stop the PostgreSQL service.

/etc/init.d/postgresgl-9.0 stop
22, Uninstall the PostgreSQL RPMs.

e Note: When prompted, you must select the option to remove all the dependent packages.

yum erase postgresql90-libs postgresql90-docs postgresgl90-server
postgresqgl90
23. Install the TeamForge database packages.

yum install teamforge-database
24.Copy the site-options.conf file from my.app.host and modify the token settings.

Note: If you choose to use the old site-options.conf file, don’t forget to copy the AUTO _DATA
token from the application server.

| 18
HOST localhost=database datamart
DOMAIN localhost=my.db.domain.com
HOST my.app.host=app etl indexer

HOST my.scm.host=subversion cvs gerrit

25. Back up the old TeamForge runtime directory.
mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old
26. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V

Do this on application server - my.app.host

27. Convert your site data to work with TeamForge 7.1.

e Tip: Before you kick off the data migration, use the /etc/init.d/collabnet status command
to make sure the Jboss, Tomcat and Tomcatcs services are stopped.

/opt/collabnet/teamforge/runtime/scripts/migrate.py

The migrate.py script locates the existing site data and modifies it as needed.

This includes configuration data for LDAP and the James mail server. Any modifications that you have applied to
these components on your old site are reproduced on your upgraded TeamForge 7.1 site.
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28. Run the following script to upgrade the index to Lucene 4.x format.

Note: You must back up the existing search index directory before running this script. Refer to the
SEARCH_INDEX LOCATION token in the runtime-options. conf file to know the search index
directory location.

/opt/collabnet/teamforge/runtime/scripts/indexupgrade.py
29. Run the following script to upgrade the Subversion working copies.

/opt/collabnet/teamforge/runtime/scripts/svn-upgrade-working-copies.sh
30. Start TeamForge.

/etc/init.d/collabnet start

' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

+ Ifthe project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

31.1f you are upgrading from TeamForge 7.0, run the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py

32.If you are upgrading from TeamForge 6.2 or earlier versions and the CLI reports are already configured, follow
these steps:

a) Back up the CLI reports.

mkdir /root/backup
cd /root/backup
backup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/reports/pkg
backup> find . -name .svn | xargs rm -rf
b) Remove the c1i/reports folder from the branding repository.

0 Note: Do a SVN delete to remove this folder from the repository.

mkdir /tmp/cleanup
cd /tmp/cleanup
cleanup> svn checkout —--username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
cli> svn delete reports
cli> svn commit -m "To delete the old CLI reports folder"
¢) Runthe post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
d) Commit the backup 'pkg' folder which is available in this location branding/cli/custom-reports/

mkdir /root/restore
cd /root/restore

restore> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/

cd cli

mkdir custom-reports

cp —avx /root/backup/pkg custom-reports

svn add custom-reports
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svn commit -m "adding the existing customized reports"
e) Manually schedule the cron job from the CLI command prompt.

/opt/collabnet/teamforge/add-ons/teamforge cli/bin/ctf
ctf > server add <alise name> <http/https://hostname>
ctf/list(2)> Now, hit the Enter key.

ctf > conn <alise name>

When prompted, enter the user name (<admin_username>) and password (<admin_password>)
ctf> whois admin ids cliserver set command run system/once/migrate.ctf
ctf> \g

33. Install the Black Duck Code Sight license on the server where Black Duck Code Sight is installed. For more
information see these instructions.

34. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.

e Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
35. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:

0 Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>

Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint.box is the server with the SCM integration server.

In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.

36. If the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

37. Run the following initial load jobs (ETL).

a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

0 Tip: For more information see When do I run the initial load job? on page 325.

Do the following on the SCM server - my.scm.host

If your TeamForge setup includes source control running on its own server, you'll have to upgrade that server as well
as the main TeamForge application server.

38. Stop TeamForge.
/etc/init.d/httpd stop
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/etc/init.d/collabnet stop tomcat
39. Migrate your PostgreSQL to the latest version supported by TeamForge 7.1.
Important: You must have RHEL/CentOS 6.5 or later to run PGTurant. Upgrade the operating system

packages (yum upgrade) before running PGTurant on sites running on RHEL/CentOS versions 6.4 or
earlier.

[

a) Install PGTurant. See Upgrade PostgreSQOL using PGTurant on page 256 for more information.

Important: If your TeamForge site has no internet access, contact the CollabNet Support, get the
pgturant-8.0.0.0-x.noarch.rpm package and unpack the RPM.

[

rpm -ivh pgturant-8.0.0.0-x.noarch.rpm

yum install pgturant -y
b) Upgrade TeamForge PostgreSQL data directory to PostgreSQL 9.2.

cd /opt/collabnet/pgturant/bin/
./pgturant -s /var/lib/pgsqgl/9.0/data -d /var/lib/pgsgl/9.2 -u 9.2 -m
40. Start the PostgreSQL service, run the analyze new cluster. sh script and stop PostgreSQL.
/etc/init.d/postgresgl-9.2 start
su - postgres -c "/var/lib/pgsql/9.2/analyze new cluster.sh"
/etc/init.d/postgresql-9.2 stop

41. Back up your SCM data.
' Tip: /tmp in the following step is just an example. You can use any directory or partition that you prefer.

a) Make an archive with the following data directories.

Directory Contents

/svnroot Subversion source code repositories

/cvsroot CVS source code repositories (not present in all sites)
/gitroot Git source code repositories

mkdir -p /tmp/scmbackup dir/gerrit
cp -Rpfv /svnroot /cvsroot /tmp/scmbackup dir
b) Back up your SSH keys, if any.
¢) Back up your SSL certificates and keys, if any.
42.Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.

43. Run the following commands to upgrade Red Hat/CentOS to the latest version.
a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.
yum erase neon-devel -y
yum erase subversion-devel -y
b) Upgrade the operating system packages.
yum upgrade
44. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.

a) Verify if SELinux is running in enforcing mode.

getenforce


http://www.collab.net/support/secure-customer-login
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b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) If not disabled, run the following command to disable SELinux.

setenforce 0

45. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

46. If Git is enabled and the PostgreSQL database is running locally, follow these steps.
a) Stop the PostgreSQL service.

/etc/init.d/postgresgql-9.0 stop
b) Uninstall the PostgreSQL RPMs.

' Note: When prompted, you must select the option to remove all the dependent packages.

yum erase postgresqgl90-libs postgresqgl90-docs postgresqgl90-server
postgresqgl90

47. Install the following application packages.

a) Install the source code component.

yum install teamforge-scm
b) To install the Git packages, run the following command.

yum install teamforge-git

48. Copy the master site-options.conf file from my.app.host and modify the host token settings in the site-
options.conf file.

i’ Note: If you choose to use the old site-options. conf file, don’t forget to copy the AUTO DATA
token from the application server.

HOST localhost=subversion cvs gerrit
DOMAIN localhost=my.scm.domain.com
HOST my.app.host=app etl indexer codesearch

HOST my.db.host=database datamart

Save the site-options.conf file.

49. Back up the old TeamForge runtime directory.

mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old

50. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V
51. Update the file permissions on your site's data.

/opt/collabnet/teamforge/runtime/scripts/fix data permissions.sh

e Note: This process can take a long time for a site with a lot of data.

52. Start the Tomcat service.

/etc/init.d/collabnet start tomcat
53.1f you have installed Git, integrate gerrit by running the post-install.py script.

/opt/collabnet/gerrit/scripts/post-install.py
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The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.

» TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.
/etc/init.d/collabnet restart gerrit

b) To verify the GIT integration:
Login to the app server and run the following command:

/etc/init.d/collabnet status
54. Apply the finishing touches and make sure everything is running smoothly after upgrading to TeamForge 7.1.

a) Log into your site as the administrator.
b) If your site has custom branding, verify that your branding changes still work as intended.

See Customize anything on your site.
¢) Let your site's users know they've been upgraded.

See Create a site-wide broadcast.

Important: Do not delete the teamforge-installer/7.1.0.0 directory. You will need it for
future maintenance and upgrades.

i
55.Remove the repository and the file system backup files from /tmp/backup dir directory after the TeamForge
site is up and running as expected.

Note: After the upgrade, it takes some time for the publishing repositories to get created for projects
imported from other TeamForge sites.

[

Installing TeamForge Orchestrate
To install TeamForge Orchestrate, see TeamForge Orchestrate installation.
To upgrade Review Board see these instructions.

To run TeamForge in SELINUX enabled mode, see Set up SELINUX on page 271

Upgrade an advanced TeamForge site to TeamForge 7.1
Upgrading to TeamForge 7.1 on an advanced site can be complicated but you get more flexibility and control.

If there is any doubt about what kind of site you are working with, see Is my TeamForge site "dedicate"d or
"advanced"? on page 253

Upgrade to TeamForge 7.1 with Oracle Database services on a separate server

In this procedure, we'll assume that you are upgrading on the same server where your existing TeamForge 7.0 site is
running.

In this option, the following services run on the TeamForge Application Server (We call this my.app.host).

* TeamForge Application Server
» Black Duck Code Sight Server
* ETL Server

» Search Server (Indexer)

The following service runs on the Database server (Oracle). (We call this my.db.host)
» Database Server (Operational DB and Reports DB)

The following service run on the SCM server.(We call this my.scm.host)


http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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* SCM Integration Server (Subversion and CVS)

Note: For the ETL service to run as expected in a distributed TeamForge installation, all servers must have
the same time zone.

[

Log in to the servers as root.

Do this on the Oracle database server - my.db.host
1. Make a dump file of your site databse.
To back up the Oracle database, follow the Oracle backup procedure.

Do the following on the TeamForge Application Server (We call this my.app.host)

2. Stop the Apache server and the TeamForge application server.
/etc/init.d/httpd stop
/etc/init.d/collabnet stop

3. Back up the file system data.

. Tip: /tmp in the following step is just an example. You can use any directory or partition that you prefer.

a) Make an archive with the following data directories.

Directory Contents
/opt/collabnet/teamforge/var User-created data, such as artifact attachments
/sf-svnroot Subversion repository for branding data

mkdir -p /tmp/backup dir
cp -Rpfv /sf-svnroot /opt/collabnet/teamforge/var /tmp/backup dir
4. If the SCM services are running on the TeamForge Application Server (my.app.host), do the following.

' Tip: /tmp in the following step is just an example. You can use any directory or partition that you prefer.

a) Back up your SCM data.
b) Make an archive file with the following data directories.

Directory Contents

/svnroot Subversion source code repositories.

/cvsroot CVS source code repositories (not present on all
sites).

cp -Rpfv /svnroot /cvsroot /tmp/backup dir
¢) Back up your SSH keys, if any.
d) Back up your SSL certificates and keys, if any.

5. Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.
6. Run the following commands to upgrade Red Hat/CentOS to the latest version.
a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.

yum erase neon-devel -y
yum erase subversion-devel -y
b) Upgrade the operating system packages.


http://www.orafaq.com/wiki/Oracle_database_Backup_and_Recovery_FAQ
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yum upgrade
7. If the TeamForge server has SELinux enabled, disable it temporarily while installing or upgrading TeamForge.

a) Verify if SELinux is running in enforcing mode.

getenforce
b) If the output of the getenforce command is either "Disabled" or "Permissive", SELinux is already disabled.
c¢) If not disabled, run the following command to disable SELinux.

setenforce 0

See Set up SELINUX on page 271 to have TeamForge to run in SELinux mode after completing the installation
or upgrade.

8. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

9. Uninstall the TeamForge CLI add-on (if it is already installed).
' Note: Skip this step if you are upgrading from TeamForge 6.2

cd /opt/collabnet/teamforge/add-ons/teamforge cli server
./install --uninstall
yum erase teamforge cli server

10. Install the following application packages.

a) TeamForge: To install the TeamForge application packages run the following command:

yum install teamforge-app teamforge-etl
b) Black Duck Code Sight: To install the Black Duck Code Sight packages run the following command:

yum install teamforge-codesearch
c¢) Ifthe SCM services are running on my.app.host, install the Source Code component of the TeamForge
application.

yum install teamforge-scm

11. Update the site-options.conf file.

' Important: Back up your site-options.conf file before making any changes.

vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Update the host name and domain name, if required.

HOST localhost=app etl indexer
HOST my.db.host=database datamart
HOST my.scm.host=subversion cvs

DOMAIN localhost=my.app.domain.com

b) Add "codesearch" to Host localhost if you are installing Black Duck Code Sight.

HOST localhost=app etl indexer codesearch
c) Configure the JA4VA _HOME token for TeamForge.

JAVA HOME=/usr/java/jdk1l.7.0_40
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d) Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL CHAIN FILE=

e Note: The SSL_CA CERT FILE and SSL__ CHAIN FILE are optional.

e) If your site is running in SSL mode (SSL=on), add the following java runtime property to the
JBOSS JAVA _OPTS token.

JBOSS JAVA OPTS=-Xmsl536m -Xmx1536m -XX:MaxPermSize=512m -server -XX:
+HeapDumpOnOutOfMemoryError -XX:HeapDumpPath=/tmp -verbose:gc -XX:+
PrintGCTimeStamps -XX:+PrintGCDetails -Djsse.enableSNIExtension=false
-Dsun.rmi.dgc.client.gcInterval=600000 -
Dsun.rmi.dgc.server.gcInterval=600000

f) If the token REQUIRE PASSWORD _SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL _EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE _DATE for more
information.

g) Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value
with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

e Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

h) Setthe USERS WITH NO EXPIRY PASSWORD token as follows:

USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

i) Make sure that the following tokens have a value if ETL is enabled.

SOAP_ANONYMOUS SHARED SECRET=
ETL_SOAP SHARED SECRET=

j) Configure the following settings for Black Duck Code Sight.

e Note: In case the HOST token is configured as HOST localhost, then specify the following token
) with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>
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To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

' Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL_KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS_ ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

k) If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

1) Ifyou are installing TeamForge through disconnected media, set the token HELP AVAILABILITY=local.
m) Save the site-options.conf file

12. Download the corresponding version of the Oracle client from Attp.//www.oracle.com/technetwork/database/
features/instant-client/index-097480.html
yum localinstall <path to oracle client rpm>
13. Run the following command to remove the pagespeed cache.
cd /opt/collabnet/teamforge/cache
rm -rf pagespeed
14. Back up the old TeamForge runtime directory.
mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old
15. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V
16. Update the file permissions on your site's data.

/opt/collabnet/teamforge/runtime/scripts/fix data permissions.sh

e Note: This process can take a long time for a site with a lot of data.

17. Configure the Apache settings.

a) Swap in the new Apache configuration file.

cd /etc/httpd/conf
mv httpd.conf httpd.conf old
cp httpd.conf.cn new httpd.conf
b) Ensure that the Apache configuration file httpd. conf is configured with the following settings.


http://www.oracle.com/technetwork/database/features/instant-client/index-097480.html
http://www.oracle.com/technetwork/database/features/instant-client/index-097480.html
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<IfModule prefork.c>

StartServers 20
MinSpareServers 10
MaxSpareServers 30
ServerLimit 500
MaxClients 400
MaxRequestsPerChild 4000
ListenBackLog 2048
</IfModule>

MaxKeepAliveRequests 10000

c) Restart Apache.

/etc/init.d/httpd restart
18. Run the following script to set permissions for the TeamForge database read-only user specified by the
DATABASE READ ONLY USER token.

/opt/collabnet/teamforge/runtime/scripts/set-ctfdb-readonly-user-
permission.py

19. Run the following script to set permissions for the reporting database read-only user specified by the
REPORTS DATABASE READ ONLY USER token.

/opt/collabnet/teamforge/runtime/scripts/set-reports-readonly-user-
permission.py

20. Run the following script to upgrade the index to Lucene 4.x format.
Note: You must back up the existing search index directory before running this script. Refer to the
SEARCH_INDEX LOCATION token in the runtime-options. conf file to know the search index
directory location.
/opt/collabnet/teamforge/runtime/scripts/indexupgrade.py

21. Run the following script to upgrade the Subversion working copies.

/opt/collabnet/teamforge/runtime/scripts/svn-upgrade-working-copies.sh
22. Start TeamForge.

/etc/init.d/collabnet start
' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.
+ Ifthe project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

23.1f you are upgrading from TeamForge 7.0, run the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
24.If you are upgrading from TeamForge 6.2 or earlier versions and the CLI reports are already configured, follow
these steps:

a) Back up the CLI reports.

mkdir /root/backup

cd /root/backup

backup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/reports/pkg

backup> find . -name .svn | xargs rm -rf
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b) Remove the c1i/reports folder from the branding repository.

i’ Note: Do a SVN delete to remove this folder from the repository.

mkdir /tmp/cleanup
cd /tmp/cleanup
cleanup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
cli> svn delete reports
cli> svn commit -m "To delete the old CLI reports folder"
¢) Runthe post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
d) Commit the backup 'pkg' folder which is available in this location branding/cli/custom-reports/

mkdir /root/restore
cd /root/restore

restore> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/

cd cli

mkdir custom-reports

cp -—avx /root/backup/pkg custom-reports

svn add custom-reports

svn commit -m "adding the existing customized reports"
e) Manually schedule the cron job from the CLI command prompt.

/opt/collabnet/teamforge/add-ons/teamforge cli/bin/ctf
ctf > server add <alise name> <http/https://hostname>
ctf/list(2)> Now, hit the Enter key.

ctf > conn <alise name>

When prompted, enter the user name (<admin_username>) and password (<admin_password>)
ctf> whois admin ids cliserver set command run system/once/migrate.ctf
ctf> \qg
25. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh

script.

e Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh
26. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:

0 Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>

Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint.box is the server with the SCM integration server.

In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.

27.1f the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.
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cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss

28. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

i’ Tip: For more information see When do I run the initial load job? on page 325.

Do this on the SCM server (my.scm.host)

If your TeamForge setup has the Source Control running on its own server, you'll have to upgrade that server as well.

29. Stop TeamForge.

/etc/init.d/httpd stop
30. Back up your SCM data.

' Tip: /tmp in the following step is just an example. You can use any directory or partition that you prefer.

a) Make an archive with the following data directories.

Directory Contents
/svnroot Subversion source code repositories
/cvsroot CVS source code repositories (not present in all sites)

cp -Rpfv /svnroot /cvsroot /tmp/scmbackup dir
b) Back up your SSH keys, if any.
¢) Back up your SSL certificates and keys, if any.
31. Move the collabnet repository of the older version of TeamForge.

mv /etc/yum.repos.d/collabnet-7.0.0.x.repo /etc/yum.repos.d/
collabnet-7.0.0.x.repo.cn_backup

e Note: Replace "x" with the appropriate patch release number if applicable.

32. Run the following commands to upgrade Red Hat/CentOS to the latest version.

a) Remove the neon-devel package if you are upgrading from Teamforge 6.2.

yum erase neon-devel -y
yum erase subversion-devel -y
b) Upgrade the operating system packages.

yum upgrade

33. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
Red Hat/CentOS

34.1f Git is enabled and the PostgreSQL database is running locally, follow these steps.
a) Stop the PostgreSQL service.

/etc/init.d/postgresgl-9.0 stop
b) Uninstall the PostgreSQL RPMs.
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' Note: When prompted, you must select the option to remove all the dependent packages.

yum erase postgresqgl90-libs postgresgl90-docs postgresqgl90-server
postgresqgl90

35. Install the following application package.
a) Install the source code component.
yum install teamforge-scm

36. Copy the master site-options.conf file from my.app.host and modify the host token settings in the site-
options.conf file.

HOST localhost=subversion cvs
DOMAIN localhost=my.scm.domain.com
HOST my.app.host=app etl indexer codesearch

HOST my.db.host=database datamart

Save the site-options.conffile.

37.Back up the old TeamForge runtime directory.

mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old
38. Recreate the runtime environment.

cd /opt/collabnet/teamforge-installer/7.1.0.0

./install.sh -r -I -V

39. Update the file permissions on your site's data.
/opt/collabnet/teamforge/runtime/scripts/fix data permissions.sh

.:-_ Note: This process can take a long time for a site with a lot of data.

40. Start the Tomcat service.

/etc/init.d/collabnet start tomcat
41. Apply the finishing touches and make sure everything is running smoothly after upgrading to TeamForge 7.1.
a) Log into your site as the administrator.
b) If your site has custom branding, verify that your branding changes still work as intended.
See Customize anything on your site.
c) Let your site's users know they've been upgraded.

See Create a site-wide broadcast.

. Important: Do not delete the teamforge-installer/7.1.0.0 directory. You will need it for
future maintenance and upgrades.

Upgrade to TeamForge 7.1 on SUSE

You can upgrade to TeamForge 7.1 from TeamForge 7.0. You can upgrade on the same server where your current

TeamForge site is running, or you can take this opportunity to move your site to a new server. Choose the instructions
that fit your case.

' Note: The zypper installer will install the CollabNet TeamForge site in the default directory "/opt/collabnet/
teamforge" only.

Note:


http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
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+ Ifyou are upgrading from TeamForge 6.1.1 or later versions to TeamForge 7.1, you can run the
indexupgrade.py script, which converts the Lucene 3.x indices to Lucene 4.4 format. For more
information about the indexupgrade . py script, see Upgrade TeamForge 7.1 search index to Lucene
4.x format on page 318. However, if you choose to re-index data, it takes a lot of time and the search
service would have to be down till then. Instead, if you choose to upgrade your existing indices, you can
convert your site's search indices to Lucene 4.x format quickly using the indexupgrade . py script with
less downtime of the search service.

+ Ifyou are upgrading from TeamForge 6.1 or earlier versions to TeamForge 7.1, you must re-index your
site completely. This could be time consuming and depends on the size of data.

Upgrade to TeamForge 7.1 - All Services on the same server

In this procedure, we'll assume that you are upgrading on the same server where your existing TeamForge 7.0 site
is running. It is possible to simultaneously upgrade and move your site to a new hardware. However, since we are
working with a dedicated installation, the priority here is to keep things as simple and quick as possible.

In this option, the following services run on the application server (we call this my.app.host).

* TeamForge Application Server

* Black Duck Code Sight Server

» Database Server (Operational DB and Reports DB)
* ETL Server

* GIT Integration Server

* SCM Integration Server (Subversion and CVS)

* Search Server (Indexer).

Log in to the server as root.

Do the following on the application server - my.app.host

1. Stop the Apache server and the TeamForge application server.
/etc/init.d/apache2 stop
/etc/init.d/collabnet stop

2. Back up your site database.

' Tip: /tmp/backup dir isjust an example. You can use any directory or partition you prefer to store
your backup files.

a) Create a /backups directory in /var/1lib/pgsgl/ and change ownership to postgres.

cd /var/lib/pgsql/
mkdir backups
chown -R postgres:postgres backups
b) Make a dump file of your site database. You have to do a PostgreSQL dump because we are upgrading the
PostgreSQL application as part of this upgrade.

su - postgres
/usr/bin/pg dumpall > /var/lib/pgsqgl/backups/teamforge data backup.dmp
exit

If your reporting database is running on a separate port, backup your reporting database as well.

/usr/bin/pg dumpall -p <reports database port> > /var/lib/pgsqgl/
backups/teamforge reporting data backup.dmp
exit

Copy the database backup to the backup directory.

mkdir /tmp/backup dir
cp /var/lib/pgsgl/backups/teamforge data backup.dmp /tmp/backup dir/

If your reporting database is running on a separate port, copy your reporting database dump as well.
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cp /var/lib/pgsgl/backups/teamforge reporting data backup.dmp /tmp/
backup dir/

3. Back up the file system data.

' Tip: /tmp/backup dir is just an example. You can use any directory or partition you prefer to store
your backup files.

a) Make an archive file with the following data directories:

Directory Contents

/opt/collabnet/teamforge/var User-created data, such as artifact attachments

/svnroot Subversion source code repositories

/sf-svnroot Subversion repository for branding data

/cvsroot CVS source code repositories (not present on all
sites)

/gitroot GIT source code repositories

cp -Rpfv /svnroot /sf-svnroot /cvsroot /opt/collabnet/teamforge/var /
tmp/backup dir

If Git integration is enabled, do the following:
mkdir /tmp/backup dir/gerrit
cp -Rpfv /gitroot /tmp/backup dir
cp -Rpfv /opt/collabnet/gerrit/etc /opt/collabnet/gerrit/.ssh /tmp/
backup dir/gerrit
b) Back up your SSH keys, if any.
¢) Back up your SSL certificates and keys, if any.

4. Move the collabnet repository of the older version of TeamForge.

mv /etc/zypp/repos.d/collabnet-7.0.0.x.repo /etc/zypp/repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.

5. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

6. If the PostgreSQL database is running locally, stop the PostgreSQL service.

/etc/init.d/postgresgl stop
7. Uninstall the TeamForge CLI add-on (if it is already installed).

e Note: Skip this step if you are upgrading from TeamForge 6.2

cd /opt/collabnet/teamforge/add-ons/teamforge cli server
./install --uninstall
zypper remove teamforge cli server

8. Uninstall the PostgreSQL RPMs.

e Note: When prompted, you must select the option to remove all the dependent packages.
zypper remove postgresgl-libs postgresgl-docs postgresgl-server postgresqgl

mv /var/lib/pgsgl /var/lib/pgsgl 9.0
9. Install the following application packages.
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a) TeamForge: To install the TeamForge application packages run the following command:

zypper install teamforge
b) GIT: To install the GIT packages run the following command:

zypper install teamforge-git
¢) Black Duck Code Sight: To install the Black Duck Code Sight packages run the following command:

zypper install teamforge-codesearch

10.In the site-options.conf file, make sure you do the following.

' Note: Back up your site-options.conf file before making any changes.

vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

a) Update the host name and domain name, if required.

HOST localhost=app database datamart etl indexer subversion cvs

DOMAIN localhost=my.app.domain.com
Configure the following settings if you are installing Git.

HOST localhost=app database datamart etl indexer subversion cvs gerrit
Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app database datamart etl indexer subversion
cvs codesearch

b) Configure the JAVA HOME token for TeamForge.

JAVA HOME=/usr/java/jdkl.7.0_40

¢) Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

' SSL=on
SSL_CERT FILE=
SSL KEY FILE=

SSL_CA CERT FILE=

SSL_CHAIN FILE=

e Note: The SSL_ CA CERT FILE and SSL_ CHAIN FILE are optional.

d) If your site is running in SSL mode (SSL=on), add the following java runtime property to the
JBOSS JAVA OPTS token.

JBOSS JAVA OPTS=-Xmsl536m -Xmx1536m -XX:MaxPermSize=512m -server -XX:
+HeapDumpOnOutOfMemoryError -XX:HeapDumpPath=/tmp -verbose:gc -XX:+
PrintGCTimeStamps -XX:+PrintGCDetails -Djsse.enableSNIExtension=false
-Dsun.rmi.dgc.client.gcInterval=600000 -
Dsun.rmi.dgc.server.gcInterval=600000



e)

g)

h)

)

k)
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If the token REQUIRE PASSWORD_SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL EFFECTIVE DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD _CONTROL EFFECTIVE DATE for more
information.

Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $aute$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

+ REPORTS DATABASE PASSWORD

+ REPORTS DATABASE READ ONLY PASSWORD

« ETL SOAP SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS_ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value
with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

e Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

Set the USERS WITH NO _EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

Make sure that the following tokens have a value if ETL is enabled.

SOAP_ANONYMOUS SHARED SECRET=
ETL_SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

.:_ Note: In case the HOST token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on
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i’ Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL_CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

1) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

m) If you have LDAP set up for external authentication, you must set the
“REQUIRE USER _PASSWORD CHANGE” site options token to false.

n) If you are installing TeamForge through disconnected media, set the token HELP AVAILABILITY=local.
0) Savethe site-options.conf file.
11. Run the following command to remove the pagespeed cache.

cd /opt/collabnet/teamforge/cache
rm -rf pagespeed
12. Back up the old TeamForge runtime directory.
mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old
13. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V
14. Restore your site data.
a) Reload the PostgreSQL data.
su - postgres
/usr/bin/psql < /tmp/backup dir/teamforge data backup.dmp
exit

' Note: If your reporting database is running on a separate port, restore that data too.

su - postgres
/usr/bin/psgl -p <reports database port> < /tmp/backup dir/
teamforge reporting data backup.dmp
exit
15. Recreate the runtime environment to set the database credentials.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V
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16. Update the file permissions on your site's data.

/opt/collabnet/teamforge/runtime/scripts/fix data permissions.sh

[

Note: This process can take a long time for a site with a lot of data.

17. Convert your site data to work with TeamForge 7.1.

[

Tip: Before you kick off the data migration, use the /etc/init.d/collabnet status command
to make sure the Jboss, Tomcat and Tomcatcs services are stopped.

/opt/collabnet/teamforge/runtime/scripts/migrate.py

The migrate.py script locates the existing site data and modifies it as needed.

This includes configuration data for LDAP and the James mail server. Any modifications that you have applied to
these components on your old site are reproduced on your upgraded TeamForge 7.1 site.

18. Run the following script to upgrade the index to Lucene 4.x format.

Note: You must back up the existing search index directory before running this script. Refer to the
SEARCH_INDEX LOCATION token in the runtime-options. conf file to know the search index
directory location.

/opt/collabnet/teamforge/runtime/scripts/indexupgrade.py

19. Run the following script to upgrade the Subversion working copies.

/opt/collabnet/teamforge/runtime/scripts/svn-upgrade-working-copies.sh
20. Start TeamForge.

/etc/init.d/collabnet start

Note:

» The TeamForge startup script installs the sample TeamForge project templates by default.

+ If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

21.1f you are upgrading from TeamForge 7.0, run the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py

22.1f you are upgrading from TeamForge 6.2 or earlier versions and the CLI reports are already configured, follow
these steps:

a) Back up the CLI reports.

mkdir /root/backup
cd /root/backup

backup> svn checkout —--username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/reports/pkg
backup> find . -name .svn | xargs rm -rf

b) Remove the c1i/reports folder from the branding repository.

[

Note: Do a SVN delete to remove this folder from the repository.

mkdir /tmp/cleanup
cd /tmp/cleanup

cleanup> svn checkout —--username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli

cli> svn delete reports
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cli> svn commit -m "To delete the old CLI reports folder"
¢) Runthe post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
d) Commit the backup 'pkg' folder which is available in this location branding/cli/custom-reports/

mkdir /root/restore
cd /root/restore
restore> svn checkout —--username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
mkdir custom-reports
cp -avx /root/backup/pkg custom-reports
svn add custom-reports
svn commit -m "adding the existing customized reports"
e) Manually schedule the cron job from the CLI command prompt.

/opt/collabnet/teamforge/add-ons/teamforge cli/bin/ctf
ctf > server add <alise name> <http/https://hostname>
ctf/list (2)> Now, hit the Enter key.

ctf > conn <alise name>

When prompted, enter the user name (<admin_username>) and password (<admin_password>)
ctf> whois admin ids cliserver set command run system/once/migrate.ctf
ctf> \qg
23.If you have installed Git, integrate gerrit by running the post-install.py script.

/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

» TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.
» TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.
/etc/init.d/collabnet restart gerrit

b) To verify the GIT integration:
Login to the app server and run the following command:

/etc/init.d/collabnet status

24. Install the Black Duck Code Sight license on the server where Black Duck Code Sight is installed. For more
information see these instructions.

25. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.

e Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.
/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh

26. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:
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i’ Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>

Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint.box is the server with the SCM integration server.

In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.

27.1f the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss
28. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

i’ Tip: For more information see When do I run the initial load job? on page 325.

29. Apply the finishing touches and make sure everything is running smoothly after upgrading to TeamForge 7.1.
a) Log into your site as the administrator.
b) If your site has custom branding, verify that your branding changes still work as intended.
See Customize anything on your site.
c) Let your site's users know they've been upgraded.
See Create a site-wide broadcast.
' Important: Do not delete the teamforge-installer/7.1.0.0 directory. You will need it for
future maintenance and upgrades.
30. Remove the backup files after the TeamForge site is up and running as expected.

a) Remove the repository and the file system backup from the /tmp/backup dir directory.

b) Remove the PostgreSQL 9.0 database dump and the file system from the /var/l1ib/pgsql/9.0/
backups and /var/1ib/pgsqgl/9.0/data directories respectively.

i’ Note: After the upgrade, it takes some time for the publishing repositories to get created for projects
imported from other TeamForge sites.

Installing TeamForge Orchestrate
To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

To upgrade Review Board see these instructions.

Upgrade to TeamForge 7.1 - Database and Datamart on a separate server

In this procedure, we'll assume that you are upgrading on the same server where your existing TeamForge 7.0 site
is running. It is possible to simultaneously upgrade and move your site to a new hardware. However, since we are
working with a dedicated installation, the priority here is to keep things as simple and quick as possible.

In this option, the following services run on the TeamForge Application Server (We call this my.app.host).

» TeamForge Application Server


http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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Black Duck Code Sight Server

ETL Server

GIT Integration Server

SCM Integration Server (Subversion and CVS)
Search Server (Indexer)

The following service runs on the Database Server (Operational DB and Reports DB). (We call this my.db.host)

[

Database Server (Operational DB and Reports DB)

Note: For the ETL service to run as expected in a distributed TeamForge installation, all servers must have
the same time zone.

Log in to the server as root.

Do the following on the application server - my.app.host

1. Stop the Apache server and the TeamForge application server.

/etc/init.d/apache2 stop
/etc/init.d/collabnet stop
Back up the file system data.

' Tip: /tmp/backup_ dir is just an example. You can use any directory or partition you prefer to store
your backup files.

a) Make an archive file with the following data directories:

Directory Contents

/opt/collabnet/teamforge/var User-created data, such as artifact attachments

/svnroot Subversion source code repositories

/sf-svnroot Subversion repository for branding data

/evsroot CVS source code repositories (not present on all
sites)

/gitroot GIT source code repositories

mkdir -p /tmp/backup dir
cp -Rpfv /svnroot /sf-svnroot /cvsroot /opt/collabnet/teamforge/var /
tmp/backup dir

If GIT integration is enabled, do the following:

mkdir /tmp/backup dir/gerrit
cp -Rpfv /gitroot /tmp/backup dir
cp -Rpfv /opt/collabnet/gerrit/etc /opt/collabnet/gerrit/.ssh /tmp/
backup dir/gerrit
b) Back up your SSH keys, if any.
¢) Back up your SSL certificates and keys, if any.
If Git integration is enabled, create a dump file of your gerrit's database, for PostgreSQL upgrade.

a) Create a /backups directory in /var/1ib/pgsql/ and change ownership to postgres.
cd /var/lib/pgsql/
mkdir backups
chown -R postgres:postgres backups

b) Create a dump file of your gerrit's database.

su - postgres
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/usr/bin/pg dumpall > /var/lib/pgsql/backups/
teamforge gerrit data backup.dmp
exit

Do this on the database server - my.db.host

4. Back up your site database.

' Tip: /tmp/backup_ dir is just an example. You can use any directory or partition you prefer to store
your backup files.

a) Make a dump file of your site database. You must do a PostgreSQL dump because we are upgrading the
PostgreSQL application as part of this upgrade.
su - postgres
/usr/bin/pg dumpall > /var/lib/pgsqgl/backups/teamforge data backup.dmp
exit
If your reporting database is running on a separate port, back up your reporting database as well.
su - postgres
/usr/bin/pg dumpall -p <reports database port> > /var/lib/pgsqgl/
backups/teamforge reporting data backup.dmp
exit

Copy the database backup to the backup directory.

mkdir /tmp/dbbackup dir
cp /var/lib/pgsgl/backups/teamforge data backup.dmp /tmp/dbbackup dir/

If your reporting database is running on a separate port, copy your reporting database dump as well.
cp /var/lib/pgsqgl/backups/teamforge reporting data backup.dmp /tmp/
dbbackup dir/
5. Stop the PostgreSQL service.

/etc/init.d/postgresgl stop
Do this on the application server - my.app.host
6. Move the collabnet repository of the older version of TeamForge.

mv /etc/zypp/repos.d/collabnet-7.0.0.x.repo /etc/zypp/repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.

7. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

8. Uninstall the TeamForge CLI add-on (if it is already installed).
e Note: Skip this step if you are upgrading from TeamForge 6.2

cd /opt/collabnet/teamforge/add-ons/teamforge cli server
./install --uninstall
zypper remove teamforge cli server
9. If Git integration is enabled, uninstall the PostgreSQL database used by gerrit as PostgreSQL may be upgraded
later during the installation.

e Note: When prompted, you must select the option to remove all the dependent packages.

zypper remove postgresgl-libs postgresgl-docs postgresgl-server postgresqgl
mv /var/lib/pgsgl /var/lib/pgsgl 9.0
10. Install the following application packages.



a)

b)

c)
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TeamForge: To install the TeamForge application packages run the following command:

zypper install teamforge-app teamforge-scm teamforge-etl
GIT: To install the GIT packages run the following command:

zypper install teamforge-git
Black Duck Code Sight: To install the Black Duck Code Sight packages run the following command:

zypper install teamforge-codesearch

11.In the site-options.conf file, make sure you do the following.

[

a)

b)

c)

d)

Note: Back up your site-options.conf file before making any changes.

vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf

Update the host name and domain name, if required.

HOST localhost=app etl indexer subversion cvs
DOMAIN localhost=my.app.domain.com

HOST my.db.host=database datamart
Configure the following settings if you are installing Git.

HOST localhost=app etl indexer subversion cvs gerrit
Configure the following settings if you are installing Black Duck Code Sight.

HOST localhost=app etl indexer subversion cvs codesearch

Configure the JA4VA _HOME token for TeamForge.

JAVA HOME=/usr/java/jdkl.7.0_40

Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL_CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL_CHAIN FILE=

e Note: The SSL_ CA CERT FILE and SSL_ CHAIN FILE are optional.

If your site is running in SSL mode (SSL=on), add the following java runtime property to the
JBOSS JAVA OPTS token.

JBOSS JAVA OPTS=-Xmsl536m -Xmx1536m -XX:MaxPermSize=512m -server -XX:
+HeapDumpOnOutOfMemoryError -XX:HeapDumpPath=/tmp -verbose:gc -XX:+
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PrintGCTimeStamps -XX:+PrintGCDetails -Djsse.enableSNIExtension=false
-Dsun.rmi.dgc.client.gcInterval=600000 -
Dsun.rmi.dgc.server.gcInterval=600000

e) If the token REQUIRE PASSWORD _SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL_EFFECTIVE _DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL_EFFECTIVE_DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE DATE for more
information.

f) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $aute$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.

+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

« REPORTS DATABASE PASSWORD

« REPORTS DATABASE READ ONLY PASSWORD

+ ETL SOAP SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS _ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
g) Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value
with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIX is {OBF}:).

. Important: The password-related tokens cannot contain the following characters: $<>/\ """ in the
site-options.conf file.

h) Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and Postgresql automatically.

i) Setthe USERS WITH NO EXPIRY PASSWORD token as follows:
USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

j) Make sure that the following tokens have a value if ETL is enabled.

SOAP_ANONYMOUS SHARED SECRET=
ETL_SOAP SHARED SECRET=

k) Configure the following settings for Black Duck Code Sight.

.:_ Note: In case the HOST token is configured as HOST localhost, then specify the following token
) with a valid hostname or domain name.

BDCS HOST=<my.host.name or my.domain.name>
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To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

' Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL_CERT FILE=
BDCS_SSL_KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.

BDCS_SSL CA CERT FILE=

BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS_ ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:
Caution: Increasing this might impact performance.

BDCS_SDK_SEARCH LIMIT MAX=200

1) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

m) If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

n) If you are installing TeamForge through disconnected media, set the token HELP_AVAILABILITY=local.
0) Save the site-options.conf file.
12. Run the following command to remove the pagespeed cache.
cd /opt/collabnet/teamforge/cache
rm -rf pagespeed
13. Back up the old TeamForge runtime directory.
mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old
14. Recreate the runtime environment.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V
15. Restore the gerrit's PostgreSQL data.
su - postgres
/usr/bin/psql < /var/lib/pgsql/backups/teamforge gerrit data backup.dmp
exit
16. Recreate the runtime environment to set the database credentials.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -1 -V

17. Update the file permissions on your site's data.
/opt/collabnet/teamforge/runtime/scripts/fix data permissions.sh

0 Note: This process can take a long time for a site with a lot of data.
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Do this on the database server - my.db.host
18. Move the collabnet repository of the older version of TeamForge.

mv /etc/zypp/repos.d/collabnet-7.0.0.x.repo /etc/zypp/repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.

19. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE
20. If the PostgreSQL database is running locally, stop the PostgreSQL service.

/etc/init.d/postgresgl stop
21. Uninstall the PostgreSQL RPMs.

e Note: When prompted, you must select the option to remove all the dependent packages.

zypper remove postgresqgl-libs postgresgl-docs postgresgl-server postgresql
mv /var/lib/pgsql /var/lib/pgsgl 9.0
22. Install the TeamForge database packages.

zypper install teamforge-database
23.Copy the site-options.conf file from my.app.host and modify the token settings.

Note: If you choose to use the old site-options.conf file, don’t forget to copy the AUTO DATA
token from the application server.

|
HOST localhost=database datamart

DOMAIN localhost=my.db.domain.com

HOST my.app.host=app etl indexer subversion cvs

24. Back up the old TeamForge runtime directory.

mv /opt/collabnet/teamforge/runtime /opt/collabnet/teamforge/runtime.old
25. Run the installer.
cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V
26. Restore your site data.
a) Reload the PostgreSQL data.
su - postgres
/usr/bin/psgl < /tmp/backup dir/teamforge data backup.dmp
exit

' Note: If your reporting database is running on a separate port, restore that data too.

su - postgres
/usr/bin/psql -p <reports database port> < /tmp/backup dir/
teamforge reporting data backup.dmp
exit
27. Recreate the runtime environment to set the database credentials.

cd /opt/collabnet/teamforge-installer/7.1.0.0
./install.sh -r -I -V
Do this on the application server - my.app.host
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28. Convert your site data to work with TeamForge 7.1.

i’ Tip: Before you kick off the data migration, use the /etc/init.d/collabnet status command
to make sure the Jboss, Tomcat and Tomcatcs services are stopped.

/opt/collabnet/teamforge/runtime/scripts/migrate.py
The migrate.py script locates the existing site data and modifies it as needed.
This includes configuration data for LDAP and the James mail server. Any modifications that you have applied to

these components on your old site are reproduced on your upgraded TeamForge 7.1 site.
29. Run the following script to upgrade the index to Lucene 4.x format.

Note: You must back up the existing search index directory before running this script. Refer to the
SEARCH_INDEX LOCATION token in the runtime-options.conf file to know the search index
directory location.
/opt/collabnet/teamforge/runtime/scripts/indexupgrade.py
30. Run the following script to upgrade the Subversion working copies.

/opt/collabnet/teamforge/runtime/scripts/svn-upgrade-working-copies.sh
31. Start TeamForge.

/etc/init.d/collabnet start

' Note:

* The TeamForge startup script installs the sample TeamForge project templates by default.

+ If the project templates are already installed, you cannot re-install them using the TeamForge startup
script.

*  You may choose to delete the sample project templates. After deleting the sample project templates,
you must set the INSTALL TEMPLATES site options token to false. Otherwise, the project templates,
if not found in the database, are installed automatically every time you restart the CollabNet services.

32.If you are upgrading from TeamForge 7.0, run the post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py

33.If you are upgrading from TeamForge 6.2 or earlier versions and the CLI reports are already configured, follow
these steps:

a) Back up the CLI reports.

mkdir /root/backup
cd /root/backup
backup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/reports/pkg
backup> find . -name .svn | xargs rm -rf
b) Remove the c1i/reports folder from the branding repository.

' Note: Do a SVN delete to remove this folder from the repository.

mkdir /tmp/cleanup
cd /tmp/cleanup
cleanup> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
cli> svn delete reports
cli> svn commit -m "To delete the old CLI reports folder"
¢) Runthe post-install.py script.

/opt/collabnet/teamforge/runtime/scripts/post-install.py
d) Commit the backup 'pkg' folder which is available in this location branding/cli/custom-reports/
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mkdir /root/restore
cd /root/restore
restore> svn checkout --username XXXXX https://<hostname>/svn/
repository-internal/branding/cli/
cd cli
mkdir custom-reports
cp -—avx /root/backup/pkg custom-reports
svn add custom-reports
svn commit -m "adding the existing customized reports"
e) Manually schedule the cron job from the CLI command prompt.

/opt/collabnet/teamforge/add-ons/teamforge cli/bin/ctf
ctf > server add <alise name> <http/https://hostname>
ctf/1list (2)> Now, hit the Enter key.

ctf > conn <alise name>

When prompted, enter the user name (<admin_username>) and password (<admin_password>)
ctf> whois admin ids cliserver set command run system/once/migrate.ctf
ctf> \qg
34.1f you have installed Git, integrate gerrit by running the post-install.py script.

/opt/collabnet/gerrit/scripts/post-install.py

The post installation script detects the required configuration parameters. The following three parameters are not
set by default. Provide a value for these parameters when prompted.

* TeamForge login name: The dedicated TeamForge site administrator account that does not expire and cannot
be locked.
* TeamForge password: The password for the dedicated TeamForge site administrator account.

» Database password: The password to protect Gerrit's database from unauthorized access. Specify its value
when you first run the post-install.py script. Make a note of the database password as you may need it
later.

a) Restart the Gerrit services.
/etc/init.d/collabnet restart gerrit
b) To verify the GIT integration:
Login to the app server and run the following command:

/etc/init.d/collabnet status

35. Integrate Black Duck Code Sight with TeamForge by running the Black Duck Code Sight post-install.sh
script.

e Note: It is assumed that Subversion's client configuration file (/root/.subversion/config) for
the root user is the default one without customization.

/opt/collabnet/teamforge/runtime/scripts/codesearch/post-install.sh

36. After you run the Black Duck Code Sight post-install. sh script, run the following script from the same
directory:

0 Important: Do this if you have a multi-server setup with a SCM integration server on a separate server.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch/
./svn_cache.sh <Repository Base URL Path of the SCM Integration Server>

Provide a repository base URL path of the SCM integration server, for example, "http://myint.box.net/svn/repos",
where myint.box is the server with the SCM integration server.
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In addition, if you add a new integration server at some point later, you must run this svn_cache. sh script,
(after creating the new integration server), on the TeamForge application server.

37.1f the token VALIDATE SSL CERTS is set to "true", you must run the codesearch runtime script trust-cert.sh in
the application server and restart the Jboss service.

cd /opt/collabnet/teamforge/runtime/scripts/codesearch
./trust-cert.sh
/etc/init.d/collabnet -V restart jboss
38. Run the following initial load jobs (ETL).
a) Change to the runtime/scripts directory.

cd /opt/collabnet/teamforge/runtime/scripts
b) Runthe TrackerInitialJob.

./etl-client.py -r TrackerInitialJob
¢) Runthe SCMInitialJob.

./etl-client.py -r SCMCommitInitialJob

e Tip: For more information see When do I run the initial load job? on page 325.

39. Apply the finishing touches and make sure everything is running smoothly after upgrading to TeamForge 7.1.
a) Log into your site as the administrator.
b) If your site has custom branding, verify that your branding changes still work as intended.
See Customize anything on your site.
c) Let your site's users know they've been upgraded.
See Create a site-wide broadcast.
' Important: Do not delete the teamforge—-installer/7.1.0.0 directory. You will need it for
future maintenance and upgrades.
40. Remove the backup files after the TeamForge site is up and running as expected.
a) Remove the repository and the file system backup from the /tmp/backup dir directory.
b) Remove the PostgreSQL 9.0 database dump and the file system from the / v_ar/ lib/pgsql/9.0/
backups and /var/1ib/pgsgl/9.0/data directories respectively.

e Note: After the upgrade, it takes some time for the publishing repositories to get created for projects
imported from other TeamForge sites.

To install TeamForge Orchestrate, see TeamForge Orchestrate installation.

To upgrade Review Board see these instructions.

Upgrade to TeamForge 7.1 - Reporting services on a separate server

In this procedure, we'll assume that you are upgrading on the same server where your existing TeamForge 7.0 site
is running. It is possible to simultaneously upgrade and move your site to a new hardware. However, since we are
working with a dedicated installation, the priority here is to keep things as simple and quick as possible.

In this option, the following services run on the application server (we call this my.app.host).

* TeamForge Application Server

» Black Duck Code Sight Server

» Database Server (Operational DB)

* GIT Integration Server

* SCM Integration Server (Subversion and CVS)
* Search Server (Indexer)

The following service runs on the database server. (We call this my.reports.host)

» Database server (reports db)


http://help.collab.net/topic/teamforge700/action/siteadmin-createsitewidebroadcast.html
http://help.collab.net/index.jsp?topic=/Orchestrate_ditamap/faq/installation_basics.html
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« ETL Server

.:-_ Note: For the ETL service to run as expected in a distributed TeamForge installation, all servers must have
the same time zone.

Log in to the server as root.

Do the following on the application server - my.app.host

1. Stop the Apache server and the TeamForge application server.
/etc/init.d/httpd stop
/etc/init.d/collabnet stop

2. Back up your site's operational database.

' Tip: /tmp/backup_ dir is just an example. You can use any directory or partition you prefer to store
your backup files.

a) Create a /backups directory in /var/1ib/pgsqgl/ and change ownership to postgres.
cd /var/lib/pgsql/
mkdir backups
chown -R postgres:postgres backups
b) Make a dump file of your site operational database. You have to do a PostgreSQL dump because we are
upgrading the PostgreSQL application as part of this upgrade.
su - postgres
/usr/bin/pg dumpall > /var/lib/pgsqgl/backups/teamforge data backup.dmp
exit
Copy the database backup to the backup directory.
mkdir -p /tmp/backup dir
cp /var/lib/pgsql/backups/teamforge data backup.dmp /tmp/backup dir/
3. Back up the file system data.

' Tip: /tmp/backup_ dir is just an example. You can use any directory or partition you prefer to store
your backup files.

a) Make an archive file with the following data directories:

Directory Contents

/opt/collabnet/teamforge/var User-created data, such as artifact attachments

/svnroot Subversion source code repositories

/sf-svnroot Subversion repository for branding data

/evsroot CVS source code repositories (not present on all
sites)

/gitroot GIT source code repositories

cp -Rpfv /svnroot /sf-svnroot /cvsroot /opt/collabnet/teamforge/var /
tmp/backup dir

If GIT integration is enabled, do the following:

mkdir /tmp/backup dir/gerrit
cp -Rpfv /gitroot /tmp/backup dir
cp -Rpfv /opt/collabnet/gerrit/etc /opt/collabnet/gerrit/.ssh /tmp/
backup dir/gerrit
b) Back up your SSH keys, if any.
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¢) Back up your SSL certificates and keys, if any.
Do this on the reporting server - my.reports.host
4. Back up your reporting database.
' Tip: /tmp/backup_dir isjust an example. You can use any directory or partition you prefer to store
your backup files.
su - postgres
/usr/bin/pg dumpall > /var/lib/pgsqgl/backups/
teamforge reporting data backup.dmp
exit
Copy the database backup to the backup directory.
mkdir /tmp/reportsbackup dir

cp /var/lib/pgsql/backups/teamforge reporting data backup.dmp /tmp/
reportsbackup dir/

Do this on the application server - my.app.host
5. Move the collabnet repository of the older version of TeamForge.

mv /etc/zypp/repos.d/collabnet-7.0.0.x.repo /etc/zypp/repos.d/
collabnet-7.0.0.x.repo.cn_backup

' Note: Replace "x" with the appropriate patch release number if applicable.

6. Configure your TeamForge 7.1 installation repository. See TeamForge installation repository configuration for
SUSE

7. If the PostgreSQL database is running locally, stop the PostgreSQL service.

/etc/init.d/postgresgl stop
8. Uninstall the TeamForge CLI add-on (if it is already installed).

' Note: Skip this step if you are upgrading from TeamForge 6.2

cd /opt/collabnet/teamforge/add-ons/teamforge cli server
./install --uninstall
zypper remove teamforge cli server

9. Uninstall the PostgreSQL RPMs.

' Note: When prompted, you must select the option to remove all the dependent packages.

zypper remove postgresgl-libs postgresgl-docs postgresgl-server postgresql
mv /var/lib/pgsgl /var/lib/pgsgl 9.0
10. Install the following application packages.
a) TeamForge: To install the TeamForge application packages run the following command:
zypper install teamforge-app teamforge-database teamforge-scm

b) GIT: To install the GIT packages run the following command:

zypper install teamforge-git
¢) Black Duck Code Sight: To install the Black Duck Code Sight packages run the following command:

zypper install teamforge-codesearch

11.In the site-options.conf file, make sure you do the following.

' Note: Back up your site-options.conf file before making any changes.

vi /opt/collabnet/teamforge-installer/7.1.0.0/conf/site-options.conf
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a) Update the host name and domain name, if required.

HOST localhost=app database indexer subversion cvs
HOST my.db.host=datamart etl

DOMAIN localhost=my.app.domain.com
Configure the following settings if you are installing Git.

HOST localhost=app database indexer subversion cvs gerrit
Configure the following settings if you are installing Black Duck Code Sight.

HOST my.host.name=app database indexer subversion cvs codesearch

b) Configure the JAVA HOME token for TeamForge.

JAVA HOME=/usr/java/jdkl.7.0_40

¢) Turn on the SSL for your site by editing the relevant variables in the site-options.conf file. To
generate the SSL certificates, see Generate SSL certificates on page 274.

SSL=on

SSL CERT FILE=
SSL KEY FILE=
SSL_CA CERT FILE=

SSL_CHAIN FILE=

' Note: The SSL_CA_CERT FILE and SSL._CHAIN_FILE are optional.

d) If your site is running in SSL mode (SSL=on), add the following java runtime property to the
JBOSS JAVA OPTS token.

JBOSS JAVA OPTS=-Xmsl536m -Xmx1536m -XX:MaxPermSize=512m -server -XX:
+HeapDumpOnOutOfMemoryError -XX:HeapDumpPath=/tmp -verbose:gc -XX:+
PrintGCTimeStamps -XX:+PrintGCDetails -Djsse.enableSNIExtension=false
-Dsun.rmi.dgc.client.gcInterval=600000 -
Dsun.rmi.dgc.server.gcInterval=600000

e) If the token REQUIRE PASSWORD SECURITY is enabled, then set a value for the token,
PASSWORD_CONTROL EFFECTIVE DATE. The Password Control Kit (PCK) disables, deletes or
expires user accounts that don't meet the password security requirements starting from the date set for
the PASSWORD_CONTROL _EFFECTIVE DATE token. If a date is not set, the PCK disables, deletes
or expires user accounts immediately. See PASSWORD_CONTROL EFFECTIVE DATE for more
information.

f) Starting TeamForge 7.1, the TeamForge installer supports automatic password creation for the following
password-related site-options.conf tokens.

When set to $aute$, the passwords for the tokens are randomly generated and stored in an encrypted format in
the site-options.conf file. This feature is enabled by default. You can, however, override any of the
following password-related tokens with the password of your choice.
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+ DATABASE PASSWORD

+ DATABASE READ ONLY PASSWORD

*+ REPORTS DATABASE PASSWORD

+ REPORTS DATABASE READ ONLY PASSWORD

« ETL SOAP SHARED SECRET

+ JAMES ADMIN PASSWORD

+ BDCS ADMIN PASSWORD

+ MIRROR DATABASE PASSWORD (applicable only if you are mirroring your database)
Password Obfuscation

The password obfuscation is enabled by default. As a result, all password-related tokens are encrypted in all
the TeamForge configuration files.

To disable password obfuscation, set OBFUSCATION ENABLED=false.

To configure the obfuscation key, set OBFUSCATION KEY=<Any AlphaNumeric value with length >= 8
bytes>. The default value of OBFUSCATION KEY token is XSJt43wN.

To configure the OBFUSCATION PREFIX on page 405, set OBFUSCATION PREFIX= <A value

with 4 to 8 bytes length>. The default value of OBFUSCATION PREFIXis {OBF}:).

Important: The password-related tokens cannot contain the following characters: $<>/\"'"" in the
site-options.conf file.

Ensure to set the token DEDICATED INSTALL=true. This makes the installation process very simple as the
TeamForge installer takes care of configuring the Apache and PostgreSQL automatically.

Set the USERS. WITH _NO_EXPIRY PASSWORD token as follows:

[

USERS WITH NO EXPIRY PASSWORD=admin,nobody, system, scmviewer

If you are installing Git, add a TeamForge user for example,"gitadmin" with site-administrator rights and
append the username against this parameter.

USERS WITH NO EXPIRY PASSWORD=admin,nobody,system, scmviewer,gitadmin

Make sure that the following tokens have a value if ETL is enabled.

SOAP ANONYMOUS SHARED SECRET=
ETL SOAP SHARED SECRET=

Configure the following settings for Black Duck Code Sight.

Note: In case the HOST _token is configured as HOST localhost, then specify the following token
with a valid hostname or domain name.

[

BDCS HOST=<my.host.name or my.domain.name>

To enable SSL for Black Duck Code Sight, include this token:
BDCS_SSL=on

Note: If you have Black Duck Code Sight on SSL and the following external certificate tokens are not
provided, the installer will generate a self-signed certificate.

For valid SSL certificates, configure the following tokens:
BDCS_SSL CERT FILE=
BDCS_SSL KEY FILE=

The ca.crt and chain files are optional -- leave out the tokens if you
don't use the files.
BDCS_SSL_CA CERT FILE=
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BDCS_SSL_CHAIN FILE=

To change the default Black Duck Code Sight admin username add this
token:

BDCS ADMIN USERNAME=<sysadmin>

To configure the port number for the Code Search Tomcat server, set this
token:

BDCS_ TOMCAT PORT=9180

To specify the maximum results shown in Code Search, set this token:

Caution: Increasing this might impact performance.

BDCS SDK_SEARCH LIMIT MAX=200

1) To enable the history protection feature of TeamForge Git integration, set the
GERRIT_FORCE_HISTORY_PROTECTION=true. For more information see
GERRIT FORCE HISTORY PROTECTION on page 396

m) If you have LDAP set up for external authentication, you must set the
“REQUIRE USER PASSWORD CHANGE” site options token to false.

n) If you are installing TeamForge through disconnected media, set the token HELP _AVAILABILITY=local.
0) Save the site-options.conf file.

12. Run the following command to remove the pagespeed cache.
cd /op